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Foreword

CCSP SECUR Exam Certification Guide is a complete study tool for the CCSP SECUR exam,
enabling you to assess your knowledge, identify areas to concentrate your study, and master key
concepts to help you succeed on the exams and in your daily job. The book isfilled with features
that help you master the skills needed to secure Cisco |OS Router networks. This book was devel oped
in cooperation with the Cisco Internet Learning Solutions Group. Cisco Press books are the only
self-study books authorized by Cisco for CCSP exam preparation.

Cisco and Cisco Press present this material in text-based format to provide another learning vehicle
for our customers and the broader user community in general. Although a publication does not
duplicate theinstructor-led or e-learning environment, we acknowledge that not everyone responds
in the same way to the same delivery mechanism. It is our intent that presenting this material viaa
Cisco Press publication will enhance the transfer of knowledge to abroad audience of networking
professionals.

Cisco Presswill present study guides on existing and future exams through these Exam Certification
Guidesto help achieve Cisco Internet Learning Solutions Group’s principal objectives: to educate
the Cisco community of networking professionals and to enable that community to build and main-
tain reliable, scalable networks. The Cisco career certifications and classes that support these certi-
fications are directed at meeting these objectives through a disciplined approach to progressive
learning. To succeed on the Cisco career certifications exams, aswell asin your daily job asa Cisco-
certified professional, we recommend a blended |earning solution that combines instructor-led,
e-learning, and self-study training with hands-on experience. Cisco Systems has created an autho-
rized Cisco Learning Partner program to provide you with the most highly qualified instruction and
invaluable hands-on experience in lab and simulation environments. To learn more about Cisco
Learning Partner programs availablein your area, please go to www.cisco.com/go/authorizedtraining.

The books Cisco Press creates in partnership with Cisco Systems will meet the same standards for
content quality demanded of our courses and certifications. It isour intent that you will find thisand
subsequent Cisco Press certification and training publications of value asyou build your networking
knowledge base.

Thomas M. Kelly

Vice-President, Internet Learning Solutions Group
Cisco Systems, Inc.

August 2003
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Introduction

This book is designed to help you prepare for the Cisco SECUR certification exam. The SECUR
exam isthefirst in a series of five exams required for the Cisco Certified Security Professional
(CCSP) certification. This exam focuses on the application of security principles with regard to
Cisco |OS routers, switches, and virtual private network (VPN) devices.

Who Should Read This Book?

Network security isavery complex business. It isvery important that you have extensive experience
in and an in-depth understanding of computer networking before you can begin to apply security
principles. The Cisco SECUR program was devel oped to introduce the security products associated
with or integrated into Cisco 10S Software, explain how each product is applied, and explain how
it can increase the security of your network. The SECUR program is for network administrators,
network security administrators, network architects, and experienced networking professionalswho
are interested in applying security principlesto their networks.

How to Use This Book

The book consists of 21 chapters. Each chapter tends to build upon the chapter that precedesiit.
The chapters that cover specific commands and configurations include case studies or practice
configurations.

The chapters of the book cover the following topics:

m Chapter 1, “Network Security Essentials’—Chapter 1 isan overview of network security in
genera terms. This chapter defines the scope of network security and discusses the delicate
“balancing act” required to ensure that you fulfill the business need without compromising the
security of the organization. Network security is a continuous process that should be driven by
a predefined organizational security policy.

m Chapter 2, “ Attack Threats Defined and Detailed” —Chapter 2 discusses the potential
network vulnerabilities and attacks that pose athreat to the network. This chapter providesyou
with a better understanding of the need for an effective network security policy.

m Chapter 3, “Defensein Depth” —Until recently, a network was considered to be secureif it
had a strong perimeter defense. Network attacks are becoming much more dynamic and require
a security posture that provides defense at many levels. Chapter 3 discusses the concepts that
integrate all the security components into a single, very effective security strategy.

m Chapter 4, “Basic Router Management” —This chapter details the administration of the
Cisco 10S router and discusses the 10S firewall feature set. This chapter focuses on the basics
tasks that are required to manage an individua Cisco |OS router.
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Chapter 5, “ Secure Router Administration”—This chapter explains how to secure the
administrative access to the Cisco |OS router. It isimportant to secure this access to prevent
unauthorized changes to the router.

Chapter 6, “ Authentication”—This chapter discusses the many different types of
authentication and the advantages and disadvantages of each type.

Chapter 7, “ Authentication, Authorization, and Accounting”—AAA has become a key
component of any security policy. AAA isused to verify which users are connecting to a spe-
cific resource, ensure that they are authorized to perform requested functions, and track which
actions were performed, by whom, and at what time. Chapter 7 discusses the integration of
AAA servicesinto aCisco 1OS environment and how AAA can significantly impact the security
posture of a network.

Chapter 8, “Configuring RADIUS and TACACS+ on Cisco | OS Software’ —TACACS+
and RADIUS are two key AAA technologies supported by Cisco |0S Software. Chapter 8
discusses the steps for configuring TACACS+ and RADIUS to communicate with Cisco 10S
routers.

Chapter 9, “ Cisco Secure Access Control Server”—This chapter describes the features and
architectural components of the Cisco Secure Access Control Server.

Chapter 10, “Administration of Cisco Secure Access Control Server”—This chapter
discusses the installation and configuration of the Cisco Secure Access Control Server on a
Microsoft Windows 2000 Servey.

Chapter 11, “ Securing the Networ k with a Cisco Router” —It is very important to restrict
access to your Cisco 10S router to ensure that only authorized administrators are performing
configuration changes. There are many different ways to access the Cisco |0S router. Chapter
11 describes how to ensure that all nonessentia services have been disabled to reduce any
chances of accessing the router by exploiting open ports or running services.

Chapter 12, “Access Lists’—Access lists are used by the Cisco 1OS router for basic traffic
filtering. This chapter describes the different types of access lists and explains how each type
isimplemented.

Chapter 13, “ The Cisco | OS Firewall”—The Cisco |0OS firewall feature set was an upgrade
to the original Cisco 10S Software and alows for the integration of security functionality into
arouting device. This chapter discusses the security features of the Cisco 10S firewall.

Chapter 14, “ Context-Based Access Control (CBAC)"—CBAC isaCisco |0S firewall
feature that enables you to filter data based on an inspection of the data packet. Thisis a key
feature of the Cisco 10S firewall that is used to greatly increase the security of the network
perimeter.
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Chapter 15, “ Authentication Proxy and the Cisco | OS Firewall” —Authentication proxy is
afunction that enables users to authenticate when accessing specific resources. The Cisco 10S
firewall is designed to interface with AAA servers using standard authentication protocols to
perform this function. This functionality enables administrators to create a very granular and
dynamic per-user security policy.

Chapter 16, “Intrusion Detection and the Cisco | OS Firewall” —Intrusion detectionisa
key component of any network security design. Intrusion detection systems (IDSs) enable
security administratorsto detect and react to potentially malicious activity on the network. The
key difference between firewall and IDS activity isthat firewalls just apply rulesto network
traffic while IDSs normally scan the traffic and react to content within the packet. In addition,
afirewall may drop the traffic and add an entry in the firewall logs, whereas an IDS normally
generates an alarm and can react in other ways to malicious traffic. It is most common on
enterprise networks to use a combination of firewalls and IDSs. This chapter discusses the
Cisco |OSfirewall 1DS.

Chapter 17, “Building a VPN Using | PSec” —Prior to the creation of VPN technology, the
only way to secure communications between two locations was to purchase a“ dedicated
circuit.” To secure communications across an enterprise would be tremendously expensive and
securing communications with remote users was simply cost prohibitive. VPN technology
enables you to secure communications that travel across the public infrastructure (that is, the
Internet). VPN technology allows organi zationsto interconnect their different locationswithout
having to purchase dedicated lines, greatly reducing the cost of the network infrastructure.

Chapter 18, “ ScalingaVPN Using | PSecwith a Certificate Authority” —Cisco |OS devices
are designed with afeature called CA Interoperability Support, which alows them to interact
with acertificate authority (CA) when deploying IPSec. Thisfunctionality allowsfor ascalable
and manageabl e enterprise VPN solution.

Chapter 19, “ Configuring Remote Access Using Easy VPN—Cisco Easy VPN isaclient/
server application that allows for VPN security parametersto be “ pushed out” to the remote
locations that connect using Cisco SOHO/ROHO products. The server portion is a component
of Cisco |OS Release 12.2(8)T, and the client portion is available for the 800 to 1700 series
routers, PIX 501 Firewall, 3002 VPN Hardware Client, and Easy Remote VPN Software
Client 3.x.
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Chapter 20, “ Scaling Management of an Enterprise VPN Environment” —Administration
of any enterprise network can be a very difficult objective. The sheer size of a network and
diverse range of components used on that network can make centralized administration an
insurmountable task. Cisco has devel oped tools that enable administrators to organize, config-
ure, and effectively monitor Cisco VPN routers deployed throughout the enterprise.

Chapter 21, “Final Scenarios’—This chapter provides a practical overview of topics dis-
cussed throughout the book. It consists of a scenario for an organization that requires your
expertise with Cisco products to meet their constantly evolving business needs.

Each chapter follows the same format and incorporates the following tool sto assist you by assessing
your current knowledge and emphasizing specific areas of interest within the chapter.

Do | Already Know This Quiz?—Each chapter begins with a quiz to help you assess your
current knowledge of the subject. The quiz is broken down into specific areas of emphasis that
enable you to best determine where to focus your efforts when working through the chapter.

Foundation Topics—The foundation topics are the core sections of each chapter. They focus
on the specific protocols, concepts, or skillsthat you must master to successfully preparefor the
examination. The foundation topics map directly to the exam objectives published by Cisco.

Foundation Summary—Near the end of each chapter, the foundation topics are summarized
into important highlightsfrom the chapter. In many cases, the foundation summariesare broken
into charts, but in some cases the important portions from each chapter are just restated to
emphasize their importance within the subject matter. Remember that the foundation portions
areinthe book to assist you with your exam preparation. It isvery unlikely that you will be able
to successfully complete the certification exam by just studying the foundation topics and
foundation summaries, although they are a good tool for last-minute preparation just before
taking the exam.

Q& A—Each chapter ends with a series of review questions to test your understanding of the
material covered. These questions are a great way to ensure that you not only understand the
material, but that you also exercise your ability to recall facts.

Figure 1-1 depicts the best way to navigate through the book. If you think that you already have a
sufficient understanding of the subject matter in a chapter, test yourself with the “Do | Know This
Already?’ Quiz. Based on you score, you should determine whether to complete the entire chapter
or to move on to the “ Foundation Summary” and then on to the “Q& A" sections.
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Figure -1 Completing the Chapter Material
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m  CD-ROM-based practice exam—This book includes a CD-ROM containing several
interactive practice exams. It is recommended that you continue to test your knowledge and
test-taking skills by using these exams. You will find that your test-taking skills will improve
just by continued exposure to the test format. Keep in mind that the potential range of exam
guestionsis limitless. Therefore, your goal should not beto “know” every possible answer but
to have a sufficient understanding of the subject matter that you can figure out the correct
answer with the information provided.
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The Certification Exam and This Preparation Guide

Table I-1

The questions for each certification exam are a closely guarded secret. The truth is that if you had
the questions and could only pass the exam, you would bein for quite an embarrassment as soon as
you arrived at your first job that required these skills. The point isto know the material, not just to
successfully pass the exam. We do know what topics you must know to successfully complete this
exam because they are published by Cisco. Coincidently, these are the same topics required for you
to be proficient when configuring Cisco |OSrouters. It isalso very important to understand that this
book isa“static” reference, whereas the course objectives are dynamic. Cisco can and does change
the topics covered on certification exams often. This exam guide should not be your only reference
when preparing for the certification exam. Thereis awealth of information available at Cisco.com
that covers each topic in painful detail. The goa of this book isto prepare you as well as possible
for the SECUR exam. Some of thisis completed by breaking a 500-page (average) implementation
guide into a 20-page chapter that is easier to digest. If you think that you need more detailed
information on a specific topic, feel free to surf. We have broken these topics down into foundation
topics and covered each topic throughout the book. Table I-1 lists each foundation topic along with
abrief description.

Note that because security vulnerabilities and preventative measures continue apace, Cisco Systems
reserves the right to change the exam objectives without notice. Although you may refer to the list
of exam objectives listed in Table I-1, aways check on the Cisco Systems web site to verify the
actual list of objectivesto be sureyou are prepared before taking an exam. You can view the current
exam objectives on any current Cisco certification exam by visiting their website at Cisco.com,
clicking Learning & Events>Career Certifications and Paths. Note also that, if needed, Cisco
Press may post additional preparatory content on the web page associated with this book at
Www.ciscopress.com/1587200724. It's a good idea to check the website a couple of weeks before
taking your exam to be sure that you have up-to-date content.

SECUR Foundation Topics and Descriptions

Reference
Number Exam Topic Description
1 Secure Administrative Accessfor | To ensurethat your network isnot compromised, itis
Cisco Routers important to ensure that admini strative accessto your
devicesis properly secured. There are several ways
to ensure that administrative access to Cisco |0S
routersis limited to only authorized administrators.
Thetopic is discussed in Chapters 4, 5, and 11.
2 Describe the Components of a A successful AAA implementation requires many
Basic AAA Implementation components. The implementation of AAA isdis-
cussed in Chapters 7 and 8.

continues
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Table I-1

SECUR Foundation Topics and Descriptions (Continued)

Reference
Number Exam Topic Description
3 Test the Perimeter Router AAA AAA implementation and troubleshooting are ex-
Implementation Using Applicable | plained in Chapters 7 and 8.
debug Commands
4 Describe the Features and The Cisco Secure Access Control Server isdiscussed
Architecture of CSACS 3.0 for in Chapters 9 and 10.
Windows
5 Configure the Perimeter Router to | Theimplementation of AAA protocols (TACACS+
Enable AAA Processesto Usea and RADIUS) are described in Chapters 7 and 8.
TACACS Remote Service
6 Disable Unused Router Services The most effective way to secure the Cisco |0S
and Interfaces router is to disable services and interfaces that are
not necessary for the operation of the router. The
correct steps for disabling the administrative
interfaces are covered in Chapter 5. Disabling
unnecessary servicesis discussed in Chapter 11.
7 UseAccess Liststo Mitigate Access lists are arelatively smple way to filter
Common Router Security Threats | malicious traffic. The different access list types
and configuration steps for each are discussed in
Chapter 12.
8 Definethe Cisco IOSFirewall and | CBAC isthe basis of the Cisco |OS firewall. Chap-
CBAC ters 13 and 14 discuss CBAC in great detail and out-
line the features of the 10S firewall feature set.
9 Configure CBAC The configuration of CBAC isexplained in
Chapter 14.
10 Describe How Authentication Authentication proxy is a service that enables admin-
Proxy Technology Works istrators to proxy user authentication at the firewall.
This10S firewall featureis covered in Chapter 15.
11 Configure AAA on aCisco |I0S There are many different aspects that al involve
Firewall AAA. The configuration of AAA isdiscussed in
Chapters 7, 8, and 9.
12 Name the Two Types of Signature | The Cisco IDS features on the Cisco 10Sfirewall are
Implementations Used by the referenced in Chapter 16.
Cisco |OS Firewall IDS
13 Initialize a Cisco |OS Firewall Configuration of the Cisco |I0S router IDSis

IDS Router

discussed in Chapter 16.
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Table -1 SECUR Foundation Topics and Descriptions (Continued)
Reference
Number Exam Topic Description
14 Configure a Cisco Router for VPNs using IPSec and Cisco |0S firewalls are
IPSec Using Preshared Keys discussed in Chapter 17.
15 Verify the IKE and IPSec The steps required to verify the configuration of IKE
Configuration and |PSec are referenced in Chapter 17.
16 Explain the issues Regarding The implementation of IPSec using RSA-encrypted
Configuring IPSec Manually and nonces is discussed in Chapter 17.
Using RSA-Encrypted Nonces
17 Advanced |PSec VPNs Using Configuring VPNs using a certificate authority for
Cisco Routers and CAs peer authentication is a very scalable method for
building multipleVVPNs. Thistype of configurationis
discussed in Chapter 18.
18 Describe the Easy VPN Server The Easy VPN Server is defined in Chapter 19. The
configuration steps for building VPNs using Easy
VPN Server are also covered in this chapter.
19 Managing Enterprise VPN The products used to centrally manage an enterprise-
Routers level VPN using Cisco VPN routers are discussed in
Chapter 20.

Overview of the Cisco Certification Process

The network security market is currently in a position where the demand for qualified engineers
vastly surpasses the supply. For this reason, many engineers consider migrating from routing/
networking over to network security. Remember that “ network security” isjust “security” applied
to “networks.” This sounds like an obvious concept, but it is actually avery important oneif you are
pursuing your security certification. You must be very familiar with networking before you can
begin to apply the security concepts. Although a previous Cisco certification is not required to begin
the Cisco security certification process, it isagood ideato at least compl ete the CCNA certification.
The skills required to compl ete the CCNA will give you a solid foundation that you can expand into
the network security field.

The security certification is called Cisco Certified Security Professional (CCSP) and consists of the
following exams:

m  CSVPN—Cisco Secure Virtua Private Networks (642-511)
m CSPFA—Cisco Secure PIX Firewall Advanced (642-521)
m SECUR—Securing Cisco |OS Networks (642-501)
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m CSIDS—Cisco Secure Intrusion Detection System (642-531)
m CSI—Cisco SAFE Implementation (642-541)

The requirements for and explanation of the CCSP certification are outlined at the Cisco Systems
website. Go to Cisco.com, click Learning & Events>Career Certifications and Paths.

Taking the SECUR Certification Exam
Aswith any Cisco certification exam, it is best to be thoroughly prepared before taking the exam.
Thereis no way to determine exactly what questions are on the exam, so the best way to prepareis
to have a good working knowledge of all subjects covered on the exam. Schedule yourself for the
exam and be sure to be rested and ready to focus when taking the exam.

The best place to find out the latest available Cisco training and certifications is http://
www.cisco.com/en/US/learning/index.html.

Tracking CCSP Status
You can track your certification progress by checking https://www.certmanager.net/~cisco_s/
login.html. You will need to create an account the first time you log on to the site.

How to Prepare for an Exam
The best way to prepare for any certification exam isto use a combination of the preparation re-
sources, labs, and practice tests. This guide has integrated some practice questions and labs to help
you better prepare. If possible, you want to get some hands-on time with the Cisco |0S routers.
There is no substitute for experience, and it is much easier to understand the commands and con-
cepts when you can actually work with the Cisco 10S router. If you do not have access to a Cisco
|OS router, you can choose from among avariety of simulation packages available for areasonable
price. Last, but certainly not least, Cisco.com provides awealth of information about the Cisco 10S
Software, and all the products that operate using Cisco | OS Software and the products that interact
with Cisco routers. No single source can adequately prepare you for the SECUR exam unless you
already have extensive experience with Cisco products and a background in networking or network
security. At aminimum you will want to use this book combined with the Technical Assistance Center
(http://www.cisco.com/public/support/tac/home.shtml) to prepare for this exam.

Assessing Exam Readiness
After completing anumber of certification exams, | have found that you don’t really know if you're
adequately prepared for the exam until you have completed about 30 percent of the questions. At
this point, if you aren’t prepared it's too late. The best way to determine your readinessis to work
through the “Do | Know ThisAlready?’ portions of the book, the review questionsin the “Q&A”
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sections at the end of each chapter, and the case studies/scenarios. It is best to work your way through
the entire book unless you can complete each subject without having to do any research or look up
any answers.

Cisco Security Specialist in the Real World
Cisco has one of the most recognized names on the Internet. You cannot go into a data center or
server room without seeing some Cisco equipment. Cisco-certified security speciaists are able
to bring quite a bit of knowledge to the table due to their deep understanding of the relationship
between networking and network security. Thisiswhy the Cisco certification carries such clout.
Cisco certifications demonstrate to potential employers and contract holders a certain professional-
ism and the dedication required to complete agoal. Faceit, if these certifications were easy to
acquire, everyone would have them.

Cisco I0S Software Commands
A firewall or router is not normally something to play with. That is to say that once you have it
properly configured, you will tend toleaveit alone until thereisaproblem or you need to make some
other configuration change. Thisisthereason that the question mark (?) is probably the most widely
used Cisco |0S Software command. Unless you have constant exposure to this equipment it can be
difficult to remember the numerous commands required to configure devices and troubleshoot
problems. Most engineers remember enough to go in the right direction but will use the ? to help
them use the correct syntax. Thisislifein the real world. Unfortunately, the question mark is not
always available in the testing environment. Many questions on this exam require you to select the
best command to perform a certain function. It is extremely important that you familiarize yourself
with the different commands and their respective functions.

This book follows the Cisco Systems, Inc., conventions for citing command syntax:

m Boldfaceindicates the command or keyword that is entered by the user literally as shown
m [talicsindicate arguments for the command or option for which the user supplies avalue.

m Vertical bars/pipe symbol (|) separate alternative, mutually exclusive, command options. That
is, the user can enter one and only one of the options divided by the pipe symbol.

m  Square brackets ([ ]) indicate optional elements for the command
m Braces({ } ) indicate arequired option for the command. The user must enter this option

m  Braceswithin brackets ([{ }] ) indicate arequired choiceif the user implements the optional
element for the command.
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Rules of the Road

We have awaysfound it very confusing when different addresses are used in the examples through-
out atechnical publication. For this reason we are going to use the address space depicted in Figure -2
when assigning network segmentsin this book. Note that the address space we have selected is

all reserved space per RFC 1918. We understand that these addresses are not routable across the
Internet and are not normally used on outside interfaces. Even with the millions of |P addresses
available on the Internet, there is a slight chance that we could have chosen to use an address that
the owner did not want published in this book.

Figure -2 Addressing for Examples
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(or any public space)

It is our hope that thiswill assist you in understanding the examples and the syntax of the many
commands required to configure and administer Cisco 10S routers.

Registration

The SECUR exam isacomputer-based exam, with multiple-choice, fill-in-the-blank, list-in-order, and
simulation-based questions.You can take the exam at any Pearson VUE (http://www.pearsonvue.com)
or Prometric (http://www.2test.com) testing center. Your testing center can tell you the exact length
of the exam. Be aware that when you register for the exam, you might be told to allow a certain
amount of time to take the exam that islonger than the testing time indicated by the testing software
when you begin. Thisis becauseVUE and Prometric want you to allow for sometimeto get settled
and take the tutorial about the testing engine.

Book Content Updates

Because Cisco Systems will occasionally update exam objectives without notice, Cisco Press
may post additional preparatory content on the web page associated with this book at
http://www.ciscopress.com/1587200899. It's a good idea to check the website a couple of
weeks before taking your exam, to review any updated content that may be posted online. We also
recommend that you periodically check back to this page on the Cisco Press website to view any
errata or supporting book files that may be available.
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Although Cisco has not defined specific exam objectives that apply to this part of the book, it
is imperative that you have an in-depth understanding of network security principles. This part

is designed to give you the foundation you need to fully grasp the topics covered remaining parts
of the book.




This chapter covers the
following subjects:

Definition of Network Security

Balancing Business Need with Security
Requirement

Security Policies

m Network Security as a Process

Network Security asalLegal Issue




CHAPTER 1

Network Security Essentials

The term network security defines a broad range of complex subjects. To understand the
individual subjects and how they relate to each other, it isimportant for you to first look at the
big picture and get an understanding of the importance of the entire concept. Ask yourself why
you lock the door to your home. The answer islikely that you do not want someoneto walk in
and steal your stuff. You can think of network security in much the same fashion. Security is
applied to your network to prevent unauthorized intrusions and theft or damage of property. In
this case the “property” is“data.” In thisinformation age, data has become a very valuable
commodity with both public and private organi zations making the security of their assetsavery
high priority.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 11-question quiz, derived from the major sectionsin the“ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 1-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 1-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Definition of Network Security 11

Balancing the Business Need with the 9
Security Regquirement

Security Policies 1,2,356,7, 10

Network Security as a Process 4

Network Security asalLegal Issue 8
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CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yoursel f
credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Which of the following should be included in the security policy?
a. Capabilities of the firewall
b. Manufacturer of the firewall
c. User responsibilities
d. Sanctionsfor violating the policy
e. A network diagram
f. Routing protocols used

2. Which of the following employees should have access to a copy of the security policy?
a. Managers
b. Network engineers
¢. Human resources
d. Temporary employees

e. All employees

3. Which of the following is true about a security policy?

a. The policy should require testing.

b. The policy should not be revealed to the general public.

¢. Cisco equipment should be specified.

d. The policy is abusiness document, not a technical document.
e. Thepolicy should be changed every six months.

4. Which of the following are acts directed by “the security wheel”?
a. Configuring
b. Securing
c. Implementation
d. Testing
e. Monitoring and responding



5.

6.

7.

8.

“Do | Know This Already?” Quiz

Which of the following are benefits of a security policy?

Leadsto stahility of the network

Allows management to bypass security efforts

Allows the technical team to have an unlimited budget
Enables users to know the consequences of their actions
Informs the user of how to break into systems

What are reasons for implementing a security policy?

f.

Enables management to judge the effectiveness of security efforts
Enables the technical team to understand their goals

Enables users to browse the web without fear of getting avirus
Enables management to justify alarger technical team

L essens costs due to network downtime

True or False: The security policy is adocument that is designed to allow the business to
participate in certain electronic communications?

a.

b.

True
False

Choose the six main goals of security policy:

a.

Guides the technical team in purchasing equipment
Guides the technical team in choosing their equipment
Guides the technical team in configuring the equipment
Gains management approval for new personnel

Defines the use of the best-available technology
Defines the responsibilities for users and administrators
Defines sanctions for violating the policies

Provides a Cisco-centered approach to security

Defines responses and escal ations to recognized threats
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9. What isthe determining factor when evaluating the business need against the security posture?

a. Security isalways the most important.

b. The business need overrides security.

¢. You haveto factor security with the Bell-LaPadula Security Model.
d. Security isn't important unless your businessis big enough to sue.
e. None of the above.

10. What IETF RFC governs the Ste Security Handbook?
a. RFC1918
b. RFC 2196
¢. RFC 1700
d. RFC 1500

11. Trueor False: Network security can be achieved by having consultantsinstall firewalls at your
network perimeter.

a. True
b. False

The answersto the“Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choicesfor your next step are asfollows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m 9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.



Security Policies 9

Foundation Topics

Network security covers a very broad range of topicsthat differ for nearly every organization
depending upon their business function, size, and structure. This chapter defines network security
asit appliesto this test and addresses the security policy, its goals and benefits, how it should be
developed and by whom, how the policy should be implemented and maintained, and how to ensue
that the policy remains effective as the organization continues to change.

Definition of Network Security

Network security is the implementation of security devices, policies, and processes to prevent the
unauthorized access to network resources or the alteration or destruction of resources or data.
Security policies are defined later in this chapter and are the basis for the security implementation.
The security devices and processes implemented are simply used to enforce the security policy.

Balancing Business Need with Security Requirement

It isimportant to recognize that there is a trade-off between a completely secure network and the
needs of business. The only way to completely secure acomputer isto physically disconnect it from
the network and perhaps lock it in a secure area. Of course this solution would greatly reduce your
ability to use whatever resources were to be shared on that system. The goal isto identify the risks
and make an informed decision about how to address them.

Security Policies

Security policies are created based upon the security philosophy of the organization. The technical
team uses the security policy to design and implement the corporate security structure. The corpo-
rate security policy isaformal statement that specifies a set of rules users must follow while access-
ing the corporate network.

The security policy isnot atechnical document; it isabusiness document that lays out the permitted
and prohibited activities as well as the efforts and responsibilities regarding security. As defined in
RFC 2196 Ste Security Handbook, the security policy does not dictate how the businessis operated.
Rather, the business needs di ctate the scope and depth of the security policy. Normally, a security
policy is divided into several documents that each addresses a specific topic. These “ usage policy
statements” define the acceptable use of the network and the users roles and responsibilities with
respect to the network. The depth and scope of the security policy documents depend on the size of
the organization but should normally address the following topics.



10 Chapter 1: Network Security Essentials

Acceptable use of corporate assets—This policy defines what is considered to be acceptable
use of the corporate network. It should address such items as use of e-mail and Internet access.
Acceptable use must be defined so that employees know what they can and cannot do.

Server and workstation configuration policy—This policy defines what applications are to
be configured on the network and should designate a specific build for each system. This policy
is key to ensuring that all systems on the network adhere to a standard configuration, greatly
reducing thetime required for troubleshooting configuration problems. The definition of testing
procedures for configuration/change management may be included in this policy or there may
be a separate policy dedicated to that topic.

Patch management policy—The patch management policy defines how systems are upgraded
and should outline how new patches are tested before being applied in the production environ-
ment. After apatchisapproved for usein the production environment, it isadded to the standard
build to ensure that all new systems are configured with the approved system patch.

Network infrastructure policy—The network infrastructure policy defines how the
infrastructure is to be managed and who is responsible for maintenance. This policy should
address the following items:

— Network addressing scheme

— Naming convention

— Configuration/change management

— Quality of service

— Management and monitoring of systems
— Log consolidation and processing

User account policy—The user account policy defines what users should be assigned which
account permissions. It is recommended that you limit user permissions to ensure that users
adhere to the workstation configuration policy.

Other policies—The number and scope of policies depends on the organi zation. Other policies
can address such items as data handling, backup, use of encryption, password requirements
(length, type, and lifetime), and remote access.

Cisco recommends that three steps be implemented when establishing a security policy:

Prepar ation—When establishing a security policy, you should first create your general-usage
statements or arough draft of the previously listed policy documents. Thiswill give you agood
starting point. Next you need to perform arisk analysis to determine what risks you need to
guard against and to define alevel of acceptablerisk. Risk levelsare normally broken into high,
medium, and low risk, but what is considered to be arisk must be defined for each organization.
Thefinal preparation item should be the designation of security team personnel and the defini-
tion of their duties.
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m Prevention—This step defines how changes to you security posture are evaluated and imple-
mented. Additionally, this step outlines how the security of the network should be managed and
monitored. This should include the handling of log data, correlation and trending of log data,
log data archive, and so on.

m Response—This step defines what actions are taken in the event of a problem on the network.
It defines the individual responsibilities of members of the security team and addresses the
following topics:

— Reaction to an attempted security breach

— How to isolate and handle a compromised system

— Bvidence gathering and handling of log data

— Working with law enforcement authorities

— Network and system restoration

— Policy review to ensure that any newly discovered vulnerabilities are compensated for

Creating the security policy is not normally atask for asingle individual. A security policy team
should include members from management, legal, and technical. The security policy must have the
full support of management and must be enforceable based on applicable laws and regulations.
Finally, the policy must be technically feasible.

Some people question the need for apolicy. Thereisreally only onereasonto have awritten security
policy: cost savings. The cost savings can come in avariety of forms, including the following:

m  Savingsthrough not having data cor rupted—Preventing unauthorized users from accessing
your data greatly reducesthe chances of that data being corrupted. The cost of having to restore
corrupted data can be tremendous.

m  Savingsthrough not being devastated by a denial-of-service (DoS) attack—Although it is
impossible to prevent a DoS attack, it is not too difficult to mitigate the attack by preventing
access at multiple points on your network and at the Internet service provider. This type of
defense requires significant coordination and cannot be implemented at the last minute.

m Savingsthrough not having data manipulated—Restricting access to only authorized users
greatly reduces the risk of intentional data manipulation. Data manipulation is normally done
to embarrass an organization and can have alasting affect on their public image.

m  Savingsthrough increased efficiencies—An organization that standardizesits operations and
clearly definesits practices will function as a more efficient unit.

m  Savingsthrough reduced “ unknown” problemson the networ k—*Unknown” problemson
the network can be the result of the introduction of untested systems, configurations, or appli-
cations into the environment. By thoroughly testing and validating all practices, procedures,
applications, and configurations prior to implementing them in a production environment, you
will greatly reduce the changes of creating these types of issues.
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Security Policy Goals
Thefirst goal of the security policy isto guide the technical team in choosing their equipment, not
to specify the equipment for the technical team. Because the security policy is not a technical
document, a good policy does not dictate the exact equipment or configurations employed. For
example, agood policy does not state that a Cisco PIX 515E Firewall will be used. Instead, the
policy needs to define the minimum requirements for perimeter security, such as using a stateful
inspection or proxy firewall.

A second goal of the policy isto guide the technical team in configuring the equipment. For
example, a security policy may state that the technical team should use their best efforts to ensure
that users cannot view pornographic sites. However, the policy should not state specific sitesthat are
allowed or disallowed.

The third goal of the security policy isto define the responsibilities for users and administrators.
Clearly defined responsihilities allow management and technicians to measure performance in
security efforts. When people know what is expected of them, they usually respond accordingly.
Much of this would be addressed in the organizations acceptable-use policy.

The fourth goal of a security policy is to define consequences for violating the policies. If the
security policy states that no programs will be downloaded from the Internet, for example, there
must be a stated penalty for violating that policy. This allows users to understand that there are
consequences for their actions.

Thefifth goal of agood policy isto define responses and escal ationsto recognized threats. Knowing
how athreat isto be dealt with enables personnel to plan for the event. Failure to plan for athreat
results in confusion should that threat ever become aredlity. Additionally, it isimportant to define
escalation procedures for problemsthat are more difficult to pinpoint on the network. It isimportant
that each member of the organization understand what stepsto take in the event of aproblem on the
network.

In general, the goals of the security policy can be summarized as follows: The security policy isa
guideline to be used by administrators in planning security efforts and responses. Responsibilities
and sanctions for users and administrators are defined, as well as a planned response when the
employed measures are unsuccessful.

Now that the general goals of the security policy have been discussed, it'stime to consider some
guidelines for a successful policy.
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Security Guidelines
For a security policy to succeed, the following minimum guidelines should be followed:

m  Management must support the policy.

m The policy must be consistent.

m The policy must betechnically feasible.

m The policy should not be written as a technical document.

m The policy must be implemented globally throughout the organization.

m  Thepolicy must clearly define roles and responsibilities.

m The policy must be flexible enough to respond to changing technol ogies and organizational

goals.
m  Thepolicy must be understandable.
m The policy must be widely distributed.
m The policy must specify sanctions for violations.
m Thepolicy must include aresponse plan for security breaches.
m  Security isan ongoing process.

The next sections explore each of guidelines.

Management Must Support the Policy
Asin most business endeavors, unless management actively supports a policy, it will not be
effective. A policy that restricts a business function or is considered to lack flexibility but addresses
acritical need requires the full support of management; otherwise, it will not be followed.
Remember that any security policy is going to restrict someone from performing atask that he
thinksis necessary. The security policy isdesigned to weigh the good of the organization before the
needs of theindividual.

The Policy Must Be Consistent
An effective policy must be consistent. Few things frustrate and confuse users more than inconsis-
tent policies. Consistency of the policy refersto the application of the policy, not equal access for
all employees within the organization. Access for each user should be determined by job function
and need for such access.

However, policies need to be consistent in scope and goal. For example, you should not have one
group of employees that do not use passwords just because the manager of that group does not see
the need. Likewise, managers should be required to maintain the same security precautions as the
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average user. When one group of users needs additional resources, these resources should be
allocated with the same care as any other access.

Inconsistent policies are very difficult to implement and, by their nature, demonstrate a lack of
consistency within the organization. Inconsistent or vague policies are also open to interpretation
and may cause a debate as to which policy applies to a particular situation.

The Policy Must Be Technically Feasible
This should be common sense. It isimportant to understand that the creation of a security policy is
amanagement function. The security administrator should review the policy with management and
ensure that they are advised as to itstechnical feasibility. The security administrator should recom-
mend sol utions that meet the business need without compromising the security of the organization.
The policy must also be feasible for the users. Thisisto say that the policy should not be so com-
plicated that the user disregardsiit.

The Policy Should Not Be Written as a Technical Document
Writing the security policy in anontechnical manner has anumber of advantages. First, it isusually
easier to understand than a technical document for the average employee. Second, because this
document will be widely distributed, it isimportant that those receiving this document be able to
understand it.

Making the policy a nontechnical document allows for the security concepts to be distributed
without revealing the specific technologies used to accomplish the goals. For example, an
administrator should be reluctant to distribute any document that specifies the make and model of
firewall to be used or that specifies exactly how systems will be monitored. Making public such
specific information can increase the vulnerability of an organization because a good cracker will
use thisinformation to form his or her attack strategy. Of course some portions (or documents) will
be moretechnical than others. Whereas acceptabl e-use policieswill be very nontechnical, the server
and workstation configuration document will be more technical due to the nature of the topic.

Theimplementation plan isasection of the security policy where specific hardware and application
information isdefined. A ccessto theimplementation plan must be restricted to authorized personnel
only. Normally thisincludesthe security team members and anyoneinvolved in the implementation
of the security plan.

The Policy Must Be Implemented Globally Throughout the Organization
Because most organizationswith more than one officel ocation interconnect via private Frame Relay
networks, virtual private networks (VPNS), or other similar means, it iscritical that all siteshavethe
same emphasis on security. Although a good security design will limit and authenticate access
between sites, a security hole at a single site poses a threat to the entire organization.



Security Policies 15

The Policy Must Clearly Define Roles and Responsibilities
Users need to be aware of what is allowed and prohibited. One can hardly blame a user for
downloading music, for instance, if no policies prohibit such action.

Administrators must know their security goals and responsihilitiesif they are to be effectivein
accomplishing these goals. Management must also be aware of the role they are to play within the
security effortsif these efforts are to be accomplished.

The Policy Must Be Flexible Enough to Respond to Changing Technologies and
Organizational Goals
The security policy should be specific enough to define all requirements but not so inflexible that
it does not account for changes in technology, growth within the organization, or infrastructure
changes. The information technology field is ever evolving and system and infrastructure upgrades
and improvements occur constantly. The security policy isaliving document and should constantly
be reviewed and modified as necessary to ensure its relevance for the organization.

The Policy Must Be Understandable
Often nontechnical employees have difficulty understanding technical terms and concepts. There-
fore, it isimperative that the policy be clear and concise so that employees understand what is
expected of them. Avoiding the use of termsthat are unnecessarily ambiguous or technol ogy specific
ensures that the nontechnical reader understands his or her responsibilities. Many organizations
present the policy to new employees during an orientation seminar and require them to acknowledge
the training prior to receiving their network logon.

For example, a policy may address the issue of installing software in the following manner:

Software Installation: The Information Systems department is responsible for ensuring that all
computers operate efficiently and effectively. To this end the Information Systems department will
configure all systems within the organization with approved software. Downloading any software onto
any compulter is prohibited for all users except when specifically approved by the Information Systems
department. Failure to abide by this policy is subject to disciplinary action as described in Section X.

The preceding statement starts by explaining the reasoning behind the policy. Following thisisa
statement defining who is responsible for installing applications. The reader is aso directed to
another part of the policy that lists the disciplinary actions that may be taken if thispolicy is
disregarded.

Notice that the policy does not specifically state what applications are allowed or not allowed. This
allows the Information Systems department to determine the appropriateness of applications
without the need to rewrite the policy.
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The Policy Must Be Widely Distributed
Many organizations publish their security policies on the Internet. This can be a valuable resource
when starting to write your company’s policies. Most of the large colleges and universities are a
good source of sample policies.

Becausethe policy should not reveal any of your technical specifics, thereisno reason for thispolicy
not to be released to all employees. Distributing the policy to everyone within the organization and
having each employee acknowledge receipt makes it easier to enforce the policy.

The Policy Must Specify Sanctions for Violations
Employees should be made aware of the policy and understand that violations of the policy have
consequences. However, these sanctions should also be constructed in away that does not limit the
company to a specific action.

Because the rights of employees vary by city, state, and country, it is very important to ensure that
security team membersfrom human resourcesand legal areinvolved when creating any policiesthat
deal with disciplinary measures. The following policy is meant as an example only:

Sanctionsfor Violating the Corporate Security Policy: Management may impose any disciplinary action
it seesfit for any violations of the corporate security policies. These actions, while not limited to the
following, may include verbal counseling, written letter of counseling, written letter of reprimand, or
termination.

The Policy Must Include an Incident Response Plan for Security Breaches
Any network has the potential of being compromised. Complex networks are more difficult to pro-
tect and can be more difficult to monitor. It isimportant to identify when your network is under
attack and when the attack has resulted in a system or network breach. It is also very important to
develop an incident response plan so that the security personnel know how to react to the compro-
mise. Although the ultimate goal is to discover al breaches, some may go unnoticed. The policy
must state what actions to take if a breach is discovered. Most policies differentiate between
breaches occurring from within the organization and those originating from the Internet. The differ-
enceisbecauseit is normally less difficult to identify the offender as long as the attack originated
from within the network and not from an internal resource that was exploited by an external source.

A sample policy section follows:

Response to Internal Denial-of-Service (DoS) Attacks: Upon discovery of a DoS attack originating
within the local-area network (LAN), the administrator will record and document the discovery for
futureforensicsuse. A secure machine should be utilized to track all packets originating from the source
compulter.

The administrator will attempt to isolate the offending machine from the LAN. Next, the network
segment where the attack is originating will be isolated.
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Security Is an Ongoing Process
Security isarecurring process, not a single implementation effort. Figure 1-1 depicts what is
commonly referred to as the security wheel. Thisfigure, and many similar to it, are shown
throughout security documentation. It is used to illustrate the recurring efforts that must be made to
effectively implement security within a corporation. These recurring efforts are referred to asthe
security posture assessment (SPA).

Network Security as a Process

The security wheel demonstrates the ongoing process to ensure that networks are secured and
remain secure. The driving force at the center of the SPA is the security policy. The security policy
states how often testing and monitoring must occur, what areas are tested, and how new security
initiatives are implemented.

Figure 1-1 The Security Wheel
The Security Process

Secure

Security

Four steps must considered while implementing a security policy. Keep in mind that thisis not a
single process that is completed after one round. Thisis an ongoing process that should continue,
thus allowing the network to evolve and constantly improve as new threats arise. Generally, each
step continues as an ongoing process of its own with each step relying on the other for input and

improvement. The four steps of the security wheel are as follows:

m Secure—Thisstep isused in the actual implementation of adevice or configuration. Adding
firewalls, intrusion detection systems, or AAA servers al fall under this step.

m  Monitor/Respond—When an implementation has occurred, the next step is to monitor that
implementation. Monitoring enables the security administrators to better understand the
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challenges facing them. Monitoring should occur at all times, with new monitoring being
implemented after changes to the network. Any issues discovered while monitoring the system
need to be resolved as they are found (return input to the “ secure” step).

m Test—Testingisacritical step to the SPA because without testing there is no definitive
feedback to determine the effectiveness of the implementations. Whereas the time between
testing varies by company, al companies need to test to determine the effectiveness of their
security efforts. Testing should always occur after significant changes to the network.

m  Manage/l mprove—Management of al systemsand of the processisvery important. Itisalso
key to make improvements as necessary to systems, processes, policies, and so on. Whether
these improvements involve new equipment or configuration changes, they are aresult of
previous testing and a prelude to more efforts to secure the network.

Network Security as a Legal Issue

Consider the following scenario: An employee of Company X uses his computer (without
authorization) to scan the Internet and eventually finds a server that belongsto Company Y that he
is able to take control of using a documented exploit. The employee then uses that server to break
into the database server at Insurance Company Z and steals the medical records of a celebrity
containing very sensitive and potentially damaging personal information. The stolen informationis
later distributed to the public. Whoisresponsible? Of course the employeeisultimately responsible,
but probably lacks the financial resources that makes it worthwhile for the celebrity to seek legal
recourse. However, Companies X, Y, and Z will al probably become involved in legal action asa
result of this theft.

Just as a person expects that a bank would take “reasonable steps’ to ensure that her money is kept
secure, organizations are expected to ensure that personal information is kept secure from public
access. Many of the definitions for reasonable care are being created today and these definitions
constantly change in this fast-paced and very fluid environment. The security policy mentioned
earlier inthis chapter is defined by RFC 2196, also known as the Internet Engineering Task Force's
(IETF) Ste Security Handbook.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

Security Policies
The following list outlines the key points for and advantages of having a security policy:

m  Security policies are created based upon the security philosophy of the organization.

m Thetechnical team uses the security policy to design and implement the corporate security
structure.

m The security policy isnot atechnical document.
m Read the Ste Security Handbook (RFC 2196).

m The security policy should be devel oped by the security team consisting of members from
management, legal, human relations, and technical staff.

m Having agood security policy savesin the following areas:
— Savings through not having data corrupted
— Savings through not being devastated by a DoS attack
— Savings through not having data manipulated
— Savings through increased efficiency due to a standardized configurations

— Savings through reduced “unknown” problems on the network because only tested and
approved configurations are allowed on the network

Security Policy Goals
Many goals are achieved by implementing a strong yet balanced security policy. The following list
outlines these goals:

m Guidesthetechnical team in choosing their equipment
m  Guidesthetechnical team in configuring the equipment
m Definesthe responsibilities for users and administrators
m Defines sanctions for violating the policies

m  Defines responses and escalations to recognized threats



20 Chapter 1: Network Security Essentials

Security Guidelines
The following list outlines the guidelines for developing and implementing a security policy:

Management must support the policy.
The policy must be consistent.

The policy must be technically feasible and not so complex that users have difficulty
understanding and following it.

The policy should not be written as a technical document or documents.

The policy must be implemented globally throughout the company.

The policy must clearly define responsibilities for users, administrators, and management.
The policy must be flexible enough to respond to changing technologies and company goals.
The policy must be understandable.

The policy must be widely distributed.

The policy must specify sanctions for violations.

The policy must contain an incident response plan.

Security must be viewed as an ongoing process.

Network Security as a Process

The SPA is driven by the security policy. The security wheel demonstrates the four ongoing steps
used to continuously improve the security of a network.

Secure—Implement the equipment and processes and secure your system configurations to
reduce your network exposure.

Monitor/Respond—Monitor the network to determine how changes have affected your
network and look for additional threats and respond to any newly discovered issues.

Test—Test the current network and system configurations to determine whether any
vulnerabilities exist.

Manage/l mprove—Manage the process and make continuous improvements based on the
results of your testing and vulnerabilities noted during the network monitoring or based on
normal component upgrades and improvements.
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Q&A

Asmentioned in the section, “How to UsethisBook,” in the I ntroduction to this book, you have two
choices for review questions. The questions that follow next give you a bigger challenge than the
exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.
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Why is consistency important in a network policy?

Why isit so important that management accept the policy?

How often should testing occur?

When should monitoring occur?

Why isit necessary to even have awritten security policy?

Why isit important to specify sanctions for failing to abide by the security policy?
Why isit not a security risk to publish the security policy on a public website?
Why is the security policy shown in the center of the security wheel?

Why should a policy be implemented globally? Why not just implement it at one site?
Why isflexibility important in a security policy?

What organization published the Ste Security Handbook?



This chapter covers the
following subjects:

m Vulnerabilities
m Threats
m Intruder Motivation

m Types of Attacks




CHAPTER 2

Attack Threats Defined
and Detailed

This chapter discusses the potential network vulnerabilities and attacks that pose athreat to the
network and provides you with a better understanding of the need for an effective network
security policy.

“Do | Know This Already?” Quiz

Table 2-1

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 2-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping
Foundation Topics Section Questions Covered in This Section
Vulnerabilities 1,5

Threats 10

Intruder Motivation 4,6

Types of Attacks 2,3,7,8,9

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.
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1. Your bossinsiststhat it isfineto use hiswife’'s name as his password, despite the fact that your
security policy states that thisis not a sufficient password. What weaknesses are revea ed?

a.
b.
c.
d.

e.

This shows alack of an effective security policy (policy weakness).
This shows a technology weakness.

This shows a protocol weakness.

This shows a configuration weakness.

This shows that your bossis an idiot.

2. Youreceiveacall from awriter for acomputer magazine. They are doing a survey of network
security practices. What form of attack could this be?

a.
b.
c.
d.

e.

Reconnaissance
Unauthorized access
Data manipulation
Denial of service
None of the above

3.  Walking past aprogrammer’s desk, you see that heis using anetwork analyzer. What category
of attack should you watch for?

a.
b.
c.
d.

e.

Reconnaissance
Unauthorized access
Data manipulation
Denial of service
None of the above

4. Looking at thelogs, you notice that your manager has erased some system files from your NT
system. What is the most likely motivation for this?

a.
b.

C.

Intruding for political purposes
Intruding for profit

Intruding through lack of knowledge
Intruding for fun and pride

Intruding for revenge
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Your new engineer, who has very little experience working in your corporate environment, has
added anew VPN concentrator onto the network. You have been too busy with another project
to oversee the installation. What weakness do you need to be aware of concerning his
implementation of this device?

a.
b.
c.
d.

e.

Lack of effective policy
Technology weakness

Lack of user knowledge
Operating system weakness
Configuration weakness

Statistically, what is the most likely launch site for an attack against your network?

From poor configurations on the firewall
From the Internet over FTP

From the Internet through e-mail

From within your network

None of the above

Your accountant claimsthat all the electronic funds transfers from the previous day were
incorrect. What category of attack could this be caused by?

a.
b.
c.
d.

e.

Reconnai ssance
Unauthorized access
Denial of service
Data manipulation

None of the above

Your logs reveal that someone has attempted to gain access as the administrator of a server.
What category of attack could this be?

a.
b.

C.

Reconnai ssance
Unauthorized access
Denial of service
Data manipulation

None of the above
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10.

Your firewall and IDSlogsindicate that ahost on the Internet scanned all of your public address
space looking of connectionsto TCP port 25. What type of attack does thisindicate?

a. Reconnaissance attack, vertical scan

b. Reconnaissance attack, block scan

¢. Reconnaissance attack, horizontal scan
d. Reconnaissance attack, DNS scan

e. Reconnaissance attack, SMTP scan

Trueor False: A “script kiddie” that is scanning the Internet for “targets of opportunity”
represents a structured threat to an organization?

a. True
b. False

The answersto the“Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choicesfor your next step are asfollows:

8 or less overall score—Read the entire chapter. Thisincludes the “Foundation Topics’ and
“Foundation Summary” sections and the “ Q& A” section.

9 or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Computer systems have become a fundamental component of nearly every organization today.
Large corporations and government organi zations devote a tremendous amount of their assetsto
maintaining their networks, and even the smallest organization is likely to use a computer for
maintaining their records and financial information. Because these systems are able to perform
functions rapidly and accurately and because they make it very easy to facilitate communication
between organi zations, computer networks continue to grow and become more interconnected. Any
organi zation that wantsto provide some public accessto their network maintains aconnectionto the
Internet. This access does not come without certain risks. This chapter defines some of the risksto
networks and explains how an ineffective security policy can further increase the chance of a
network security breach.

Vulnerabilities

To understand cyberattacks you must remember that computers, no matter how advanced, are still
just machinesthat operate based on predetermined instruction sets. The operating systemsand other
software packages are just compiled instruction sets that the computer uses to transform input into
output. A computer has no capability to determine the difference between authorized and unautho-
rized input unless thisinformation is written into the instruction sets. Any point in a software pack-
age that enables a user to alter the software or gain access to a system (that was not specifically
designed into the software) is called a vulnerability. In most cases, a cracker can gain accessto a
network or computer by exploiting avulnerability if that user does not aready have authorized
access. (Seethe section “Internal Threats’ later in this chapter.) It is possible to remotely connect to
acomputer on any of 65,535 ports. As hardware and software technol ogy continuesto advance, the
“other side” continuesto search for and discover new vulnerabilities. For thisreason, most software
manufacturers continue to produce patches for their products as vulnerabilities are discovered.

Self-Imposed Vulnerabilities
All networks contain a combination of public and private data. A properly implemented security
scheme protects al of the data on the network yet allows some data to be accessed from outside
entities, usually without the ability to change that data. One example of this may be the corporate
website. Other data, such as payroll information, should not be made available to the public and
should be restricted to only specific users within the organization. Network security, properly
implemented, securesthe corporate data, reduces the effectiveness of hacking attempts, and ensures
that systems are used for their intended purposes. Networks designed to be freely available to the
public need to be secured to ensure accuracy of the information and availability to the public if the
network isto be useful. Additionally, properly securing a network ensures that the network is not
used as an attack point against other networks.
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Security attacks can become effective and damage networks for the following three main reasons:

Lack of effective policy
Configuration weakness
Technology weakness

Lack of Effective Policy
Because anetwork security policy directsthe administrators regarding how communications should
be enabled and implemented, thisisthe basisfor al security efforts. Security policies have weak-
nesses for anumber of reasons, including the following:

Politics—Palitics within an organization can cause alack of consistency within the policiesor,
worse, alack of uniformly applying the policies. Many policies make so many exceptions for
management and business owners that the policies become meaningless.

Lack of awritten policy—The lack of awritten policy is essentialy the same as not having
any policy. Publishing and widely distributing the security policy prevents confusion about it
within the organization.

Lack of continuity—When personnel change too frequently, there is often aloosening in the
care peopl e take to ensure that policies are enforced. When a system administrator leaves a
position, for example, all the passwords used by that administrator should be changed. In an
organization that changes administrators several times each year, thereis a natural reluctance
to change the passwords because users knows they will be changed again very shortly dueto
administrator turnover.

Lack of disaster recovery planning—A good disaster recovery plan must include contingen-
ciesfor security breaches. The resulting confusion after a disaster can prevent forensic efforts
from being successful because administrators are not careful in their recovery efforts.

Lack of patch management within the security policy—A good security policy alows
for frequent hardware and software upgrades. A detailed procedure for implementing new
hardware and software ensures that security does not become forgotten while implementing
new equipment.

Lack of monitoring—Failure to monitor logs and intrusion detection systems appropriately
eXposes many organizations to attack without any knowledge that those attacks are occurring.

Lack of proper access controls—Unauthorized network access is made easier when poorly
designed access controls are implemented on the network. Improper password length,
infrequent password changes, passwords written on notes attached to monitors, and freely
shared passwords are items that have the potential to lead to security breaches.



Vulnerabilities 29

Configuration Weakness
As network devices become increasingly complex, the knowledge base required to configure
systems correctly grows. This can be more of an issuein smaller organizations where asingle
administrator is responsible for the LAN, WAN, servers, and workstations. Configuration
weaknesses can be classified into one of the following:

Misconfigured equipment—A simple misconfiguration can cause severe security issues.
Whether the error is caused through lack of knowledge or isjust atypo, the consequences can
till lead to an insecure network. Some areas that are susceptible to this are access lists, SNMP
settings, and routing protocols.

Weak or exposed passwor ds—Passwords that are too short, are easily guessed, or consist of
common words make it easy for an intruder to gain access to resources. A “strong” password
should consist of at least eight characters and should include upper- and lowercase, numbers,
and special characters. Additionally, using the default password on administrator accountsisan
especially poor practice. It is aso important that users don't create a password that istoo
complex to remember. In such a scenario, the user will tend to write down the password,
defeating the purpose for the password in thefirst place. One common method for creating and
remembering passwordsisthe “vanity plate’ method: Think of aword or phrase and convert it
into the characters used on a vanity license plate, then change the case of aletter or two, and
substitute one or more numbers for letters. Here is an example: In Virginia, for instance, a
Hondaowner isapparently not fond of mayonnaise. The Hondaowner’slicense plate reads |H8
Mayo. You can drop in an underscore and an exclamation point and you get IH8 Mayo!. Not
too fancy and very easy to remember.

Misconfigured I nternet services—Java applets, Javascript, FTP security settings, and IP can
all be configured in ways that are considered unsafe. Knowing exactly what services are
required and what services are running ensures that Internet services do not create potential
security breaches.

Using default settings—The default settings on a great number of products were designed
for assisting in the configuration of adevice and placing it in a production environment. For
example, the default filters for the Cisco 3000 Series VPN concentrators are insufficient pro-
tection for use in a production network. By default, there are no access lists limiting telnet
access on routers; if telnet is enabled, you must ensure the access is limited to only authorized
| P addresses (from your management network). These are just two examples of how the default
settings are insufficient for production use.
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Technology Weakness
All technologies have intrinsic weaknesses. These weaknesses can reside in the operating system,
within the protocol, or within networking equipment. Each of these itemsis discussed further in the
following sections:

Operating system weakness—This was discussed earlier in this chapter under the heading
“Vulnerabilities.” Operating systemsare simple, coded instructions written for the computer. If
anintruder is ableto inject additional instructionsinto the system by exploiting a vulnerability
within the operating system, he or she may be able to affect how that system functions. It is
extremely important to keep operating systems patched to reduce system vulnerabilities.

Protocol weakness—Some protocols suites, such as TCP/IP, were designed without an
emphasis on security aspects. Some of the security weaknesses of protocols are detailed in the
following list:

— Network File System (NFS) isused by Novell and UNIX servers. There are no provisions
for authentication or encryption. Additionally, because NFS uses a random selection of
ports, it can be difficult for an administrator to limit access.

— The TCP/IP suite consists of ICMP, UDP, and TCP and has several inherent weaknesses.
For exampl e, the header and footer on an | P packet can beintercepted and modified without
leaving evidence of the change. ICMP packets are routinely used in DoS attacks, as
discussed later in this chapter.

— AppleTak isused by older Macintosh systems. Using this protocol raises a number of
issues regarding security. Lack of encryption, arandom port selection, and lack of authen-
tication rai se security concerns when using this protocol. MacOS now fully supports the
TCP/IP suite and is not commonly used.

Application weaknesses—Many applications are written without regard to security. The
primary objective when devel oping applications is functionality. Service packs, upgrades, and
patches are normally released by the application developer as vulnerabilities are identified. As
technology continues to develop, however, security is becoming a greater priority and is now
being written into newly created applications as they are designed.

Networ k equipment weakness—Although all manufacturers strive to produce the best prod-
uct possible, any system of sufficient complexity is prone to configuration errors or system

design vulnerabilities. Additionally, all systems havetheir particular strengths and weaknesses.
One product may be very efficient and secure when it processes a specific protocol or traffic for
aspecific application, for example, but may beweak or not support adifferent protocol or appli-
cation. It isvery important to focus on exactly what type of network traffic you need to support
and ensure that you implement the correct device in the correct location on the network. Addi-
tionally, you should always test your systems to ensure that they perform their functions as

expected. An administrator who knows the strengths and weaknesses of his equipment can

overcome these shortcomings through the proper deployment and configuration of egquipment.
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Potential threats are divided into the following two categories, but their motivations fall into much
larger categories, detailed in the section “Intruder Motivation,” which follows:

Structured threats—A structured threat is an organized effort to breach a specific target. This
can be the most dangerous threat because of its organized nature. Thisisapreplanned attack by
aperson or group that is seeking a specific target.

Unstructured threat—Unstructured threats are by far the most common. These are usually a
result of scanning of the Internet by persons seeking targets of opportunity. Many different
types of scanning files or “scripts’ are available for download on the Internet and can be used
to scan a host or network for vulnerabilities.

Intruder Motivation

Several motivations prompt someone to intrude on another’s network. Although no text can list all
the reasons that someone would choose to steal or corrupt data, some common themes become evi-
dent when looking at the motivations of previousintruders. To refine the discussion of intruder moti-
vations, it isfirst necessary to define some terms. In the context of this chapter, the word intruder
can be defined as someone who attempts to gain access to a network or computer system without
authorization. Intruders can be further classified as crackers, hackers, or script kiddies:

Cracker—Someone who uses an advanced knowledge of networking and the Internet to
compromise network security without proper authorization. Crackers are usually thought of as
having a malicious intent.

Hacker—Someone who investigates the integrity or security of anetwork or operating system.
Usually relying on advanced programming techniques, the hacker’s motivations are not always
malicious. The ethical hacker isaterm used for security consultants; the hacker may be hired
by a company to test an organization’s current defenses and expose weaknesses.

Script kiddie—Thisisacommonly used slang term for anovice hacker who relies heavily on
publicly available scripts to test the security of a network and scan for vulnerahilities.

The reasons that someone attempts to access, alter, or disrupt a network are as different as the
intruders themselves. Some of the most common motivations are discussed in the following
sections.

Lack of Understanding of Computers or Networks
Sometimes a user initiates a security breach through alack of understanding. For example, an
uneducated user with administrative rights on aWindows NT system can easily remove or change
critical settings, resulting in an unusable system. Having too much trust combined with alack of
understanding can be equally dangerous. It is not uncommon for an administrator to open up their
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whole network to someone when accessto asingle machineisall that isrequired. A poorly trained
administrator of afirewall can easily open connectivity to the point that the firewall becomesin-
effective. Another possibility isthat atemporary firewall opening becomes a permanent opening
because there are no proceduresin place to ensure that temporary openings are closed after the need
for them has been removed. Although agood security policy can help prevent these examples, some
security breaches occur without any malicious intent.

Intruding for Curiosity

Sometimes people arejust curiousregarding the datacontained in asystem or network. Oneincident
typical of thistypeis a 14-year-old boy who broke into a credit card company’s system to look
around. When asked the reason for breaking into the system, hereplied that smple curiosity wasthe
motivation. Sometimes an employee, for example, may attempt to break into a payroll system just
to see whether he or sheisreceiving pay in accordance with coworkers. Alternatively, an employee
may be curiousregarding thefinancial status of the company or wondering whether thereisanything
interesting within the personnel record. Despitethe focus of the curiosity, the common theme among
those intruding out of curiosity isthat there isusualy little or no damage to the data.

Intruding for Fun and Pride
Someintruders enjoy the challenge of being ableto bypass security measures. Many times, themore
sophisticated the security measures, the greater the challenge. Whether these intruders are hackers,
crackers, or script kiddies, their motivation isfun, pride, or acombination of the two. When George
Leigh Mallory was asked why he wanted to climb Mount Everest, hisreply was, “Becauseit is
there” This seemsto be the motivation for anumber of intruders. There are several bulletin boards
and discussion groups where members list their latest conquests and the challenges posed to
breaking into the systems. The members of these groups applaud successful attempts and provide
guidance to those who are unsuccessful. These are good places for a security administrator to
monitor for information on the latest techniques used for breaking into systems.

Intruding for Revenge
Revenge can be powerful motivation. Disgruntled or former employees who have a good under-
standing of the network and know what assets they want to target can cause substantial problemsfor
an organization. It is always advisable to change passwords and disabl e accounts whenever key per-
sonnel leave the company and ensure that you monitor the network for attacks that target specific
assets.

Intruding for Profit
Profit is another powerful motivator for breaking into systems. Credit card information, unautho-
rized bank transfers, and manipulation of billing information can be extremely profitable if success-
ful. However, not all intrusionsfor profit are based on money. In November 2002, a prominent news
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agency was accused of breaking into a Swedish company’s computer system to steal datarelated to
financial performance. The news agency was accused of obtaining thisinformation to release it
before the official announcement, thereby beating all the other news agenciesto the story. At the
time of thiswriting, there has been no determination whether this accusation has any merit. This
example shows how profit may not always be directly related to transferring funds or obtaining
credit card information. Of course, the theft of corporate secrets could provide a competitor with a
significant advantage in the marketplace.

Intruding for Political Purposes
Thefact that economies depend largely upon el ectronic transactions makes those economies vul ner-
able to disruptions by an attacker. Cyber-warfare does exist and can pose areal threat to any econ-
omy. If disruption of an economy is desired, doing so through electronic means may become the
chosen method due to a number of factors. Among these factors are the ability to launch an attack
from virtually any location, low equipment cost, low cost of connectivity, and alack of sufficient
protection. In November 2002, anumber of the primary DNS servers on the Internet were attacked
through a distributed denial-of-service (DDoS) attack and were rendered inoperable for a number
of hours. Although we cannot guess the motivation for this attack, a more sophisticated version
could dramatically affect Internet traffic and disrupt many organizations that communicate viathe
Internet. Another more common political motivation is known as hactivism, which is the act of tar-
geting an organization and defacing their websites for political purposes.

Types of Attacks

Before discussing the characteristics of specific attacks, it's necessary to categorize the different
types of attacks. Attacks are defined by the goal of the attack rather than the motivation of the
attacker. There are three major types of network attacks, each with its own specific goal:

m Reconnaissance attacks—An attack designed not to inflict immediate damage to a system or
network but only to map out the network to discover which address ranges are used, which
systems are running, and which services are on those systems. One must “access’ a system or
network to some degree to perform reconnaissance, but normally one does not cause any
damage at that time.

m  Accessattacks—An attack designed to exploit a vulnerability and to gain accessto a system
on a network. Once access is gained, the user can do the following:

— Retrieve, dter, or destroy data
— Add, remove, or change network resources, including user access
— Install other exploits that can be used at alater date to gain access to the network

m DoSattacks—A DoS attack is designed solely to cause an interruption to a computer or
network.
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Reconnaissance Attacks
The term reconnai ssance attack is misleading. The goal of thistype of attack is actualy to perform
reconnai ssance of a computer or network, and the goal of the reconnaissance isto determine the
makeup of the targeted computer or network and to search for and map any vulnerabilities. A
reconnai ssance attack can be an indicator of the potential for other more invasive attacks. Many
reconnai ssance attacks have been written into scripts that enable novice hackers or script kiddiesto
launch attacks on networks with afew mouse clicks. Thefollowing list identifies the more common
reconnai ssance attacks:

DNS whois queries—A whois query of the DNS provides the unauthorized user with such
information as what address space is assigned to a particular domain and who owns that
domain.

Ping sweep—The output from a ping sweep can tell the unauthorized user the number of hosts
that are active on the network.

Vertical scans—Vertical scans scan the service ports of asingle host and request different
services at each port. This method enables the unauthorized user to determine which type of
operating system is running and what services are running on the computer.

Horizontal scans—Horizontal scans scan an addressrangefor aspecific port or service. A very
common horizontal scan isthe FTP sweep. Thisis scanning a network segment looking for
replies to connection attempts on port 21.

Block scan—A block scan isacombination of the vertical and horizontal scans. In other words,
it scans a network segment and attempts connections on multiple ports of each host on that
segment.

Access Attacks
Asthe name implies, the goal of an access attack isto gain access to a computer or a network.
Having gained access, the user can perform many different functions. These functions can be broken
into three distinct categories:

I nter ception—If the unauthorized user is able to capture traffic going from the source to the
destination, that user can storethat datafor later use. The data could be anything that is crossing
the network segment that is connected to the sniffer and could include confidential data such as
personnel records, payroll, or research and devel opment projects. If network management data
is crossing the network, it is possible to acquire passwords for specific components and take
control of that equipment. The methods used for intercepting traffic vary but usually require
physical connectivity with the network. Upgrading from hub to switching technology greatly
reduces the amount of traffic that can be captured by a network sniffer. The most effective way
to protect your sensitive datais to save it in an encrypted format or to send it via an encrypted
connection. This prevents the intruder from being able to read the data. Figure 2-1 depicts how
interception may occur.
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Figure 2-1 Interceptions Can Occur if Data |s Sent in an Unencrypted Format
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m  Modification—Having access, the unauthorized user can now alter the resource. Thisnot only
includes altering file content, it also includes system configurations, unauthorized system
access, and unauthorized privilege escalation. Unauthorized system access is completed by
exploiting avulnerability in either the operating system or another software package running
on that system. Unauthorized privilege escalation refersto a user with alow level but authorized
account attempting to gain higher-level or more privileged user account information to increase
the unauthorized user’s privilege level. This enables the intruder to have greater control of the
target system or network.

m Fabrication—With access to the target system or network, the unauthorized user can create
false objects and introduce them into the environment. This could include altering data or
inserting packaged exploits such asavirus, aworm, or aTrojan horsethat can continueto attack
the network from within.

— Virus—Computer viruses range from annoying to destructive. They consist of computer
codethat attachesitself to other software running on the computer. Thisway, each timethe
attached software opens the virus reproduces and can continue to grow until it wreaks
havoc on the infected computer.

— Worm—A worm isavirusthat exploits vulnerabilities on networked systemsto replicate
itself. A worm scans a network looking for acomputer with a specific vulnerability. When
it findsahost, it copiesitself to that system and begins scanning from there as well.

— Trojan horse—A Trojan horse is a program that usually claimsto perform one function
(such asagame) but does something compl etely different (such as corrupting dataon your
hard disk). Many different types of Trojan horses get attached to systems, and the effects
of these programs range from aminor irritation for the user to total destruction of the com-
puter file system. Trojan horses are sometimes used to exploit systems by creating user
accounts on systems that enable unauthorized users to gain access or upgrade their privi-
legelevel. Some Trojan horses capture datafrom the host system and send it back to aloca-
tion where it can be accessed by the attacker. Others enabl e the attacker to take control of
the system and enlist it in a DDoS attack; thisis avery common use of the Trojan horse.
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DoS Attacks
A DoS attack isdesigned to deny user accessto computers or networks. These attacks usually target
specific services and attempt to overwhelm them by making numerous requests concurrently. If a
system is not protected and cannot react to a DoS attack, it can be very easy to overwhelm that
system by running scripts that generate multiple requests. It is possible to greatly increase the
magnitude of a DoS attack by launching the attack from multiple systems against a single target.
Thispracticeisreferred to asadistributed denial-of-service (DDoS) attack. The use of Trojan horses
in aDDoS was discussed in the previous section.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”

before going to take the exam.

Vulnerabilities

A vulnerability is anything that can be exploited to gain accessto or gain control of a host or
network.

Self-Imposed Vulnerabilities
An organization can create its own vulnerabilities by not ensuring that the following issues are
resolved through process or procedure:

m Thelack of aeffective and consistent security policy dueto any of the following conditions:

— Politics—Politics within an organization can cause alack of consistency within the
policies or alack of uniform application of policies.

— Lack of awritten policy—The lack of awritten policy is essentially the same as not
having any policy.

— Lack of continuity—When personnel change too frequently, thereis often alooseningin
the care people take to ensure that policies are enforced.

— Lack of disaster recovery planning—The resultant confusion after a disaster often
resultsinvirtually al security efforts being dropped if the administrators are not careful in
their recovery efforts.

— L ack of upgradeplanswithin the security policy—A detailed procedure for implement-
ing new hardware and software ensures that security does not become forgotten while
implementing new equipment.

— Lack of monitoring—Failure to monitor logs and intrusion detection systems appropri-
ately exposes many organizations to constant attack without any knowledge that those
attacks are occurring.

— Lack of proper access controls—Improper password length, infrequent password
changes, passwords written on notes attached to monitors, and freely shared passwordsare
all itemsthat can lead to security breaches.
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m Configuration weakness within a organization can result in significant vulnerability exposure.

— Misconfigured equipment—A simple misconfiguration can cause severe security issues.

— Insufficient passwor ds—Passwords that are too short, are easily guessed, or consist of
common words, especially when transmitted over the Internet, are cause for concern.

— Misconfigured Internet services—Knowing exactly which services are required and
which services are running ensures that I nternet services do not create potential security
breaches.

— Using default settings—The default settings on a great number of products are designed
to assist in their configuration and are placed in a production environment.

m All technologies have intrinsic weaknesses. These weaknesses can reside in the operating
system, within the protocol, or within networking equipment.

— All operating systems have weaknesses. You must take proper measures to make these
systems as secure as possible.

— Certain protocols can be exploited because of the way they were written and the
functionality that was written into the protocol.

m  Although al manufacturers strive to make the best product possible, any system of sufficient
complexity is prone to human and mechanical errors. Additionally, all systems have their
particular strengths and weaknesses. Knowing the nuances of your particular equipment isthe
best way of overcoming technology weaknesses.

Threats

There are two different types of threats to computer networks:

m  Structured threats are an organized effort to attack a specific target.

m  Unstructured threats are not organized and do not target a specific host, network, or
organization.

Intruder Motivation
m Therearethree different names for potential intruders, categorized by their skill level and
intent:

— Cracker—More advanced and usually part of a structured threat
— Hacker—Can be involved in both structured and unstructured threats.

— Script kiddie—Novice hacker using script files that perform most of the scanning and
hacking functions
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m Themotivations for intruders vary but generaly fit into one of the following categories:

— Intruding through lack of knowledge
— Intruding for curiosity

— Intruding for fun and pride

— Intruding for revenge

— Intruding for profit

— Intruding for political purposes

Types of Attacks

There are three major types of network attacks, each with its own specific goal:

m Reconnaissance attacks—An attack designed to gather information about a system or a
network. The goal isto map the network, identify the systems and services, and to identify
vulnerabilities that can be exploited at alater time.

m  Accessattacks—An attack designed to exploit avulnerability and to gain accessto a system
on a network. After access has been gained, the user can do the following:

— Retrieve, dter, or destroy data
— Add, remove, or change network resources, including user access
— Ingtall other exploits that can be used at alater date to gain access to the network

m DoSattacks—A DoS attack is designed solely to cause an interruption to a computer or
network.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual know!-
edge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

© © N o o M w

10.

11.
12.
13.
14.

An application that is supposed to monitor your network and alert you in the event of an outage
isbeing considered by your manager. You begin testing the product and discover that it requires
amanagement connection to every network component (each requiring a password) but main-
tains these nonencrypted (clear-text) connections. This would require that the system send
clear-text passwordsto every network component that you want to manage. Would you consider
this product for you network and why?

How many TCP ports can a system communicate over if no ports are blocked and a serviceis
listening on every available port?

What are three “ self-imposed vulnerabilities’?

Can a system misconfiguration be a security vulnerability?

Why would you not want to install security devices using the default settings?
How does NFS make network connections and why can it be difficult to secure?
Why isit difficult to determine whether | P traffic is spoofed?

What is a structured threat?

Which type of threat is more common: structured or unstructured?

Why should your security administrator be well trained and very familiar with the product that
sheisusing?

What is the goa of areconnaissance attack?
What isa“vertical scan”?
What isa“worm”?

What isaDDoS attack?
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CHAPTER 3

Defense in Depth

Astechnology continues to advance, network perimeters are becoming very difficult to define.
This chapter looks at the combination of security devices, policies, and procedures required to

secure today’s networks.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

Table 3-1

The eight-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of
the chapter, helps you determine how to spend your limited study time.

Table 3-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation and Supplemental
Topics Section

Questions Covered in This Section

Overview of Defense in Depth

18

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1.

Wheat is the major concern with having a compromised host on the internal network?

a. It will make the security administrator ook bad.
b. Dataon that host can be copied.
c. Dataon that host can be corrupted.
d. Thehost can be used to launch attacks against other hosts on the network.
e. None of the above.
What are some advantages in implementing AAA on the network? (Choose all that apply.)

a. It limitsaccessto only authorized users.
b. It allowsfor single sign-on.
c. It provides encrypted connections for user access.
d. Itrestricts usersto only authorized functions.
e. All of the above.
Which devices can be used to segment a network? (Choose all that apply.)
a. Firewals
b. Routers
c. Switches
d. Address scheme
e. All of the above
Where does a host-based IDS reside?

a. At the network layer
b. Atthedatalink layer
c. Atthe presentation layer
d. Asan add-on to the system processor
e. None of the above
What is the advantage of an anomaly-based IDS?

a. They protect against unknown attacks.

b. They protect against known attacks.

c. They can restart aWindows server after a system crash.
d. They stop and restart services when needed.

e. They arevery cost effective.
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How does a signature-based 1DS determine whether it is under attack?

d.

e.

It compares the traffic to previous traffic.

It compares traffic to predefined signatures.
It correlates logs from numerous devices.
All of the above.

None of the above.

Why isit important to monitor system logs?

a.

b.

d.

e.

To determine the state of the network

To determine whether your systems are running properly
To pick aneedle from the haystack

To determine whether you are under attack

To determine whether you can figure out what they mean

8. What isthe advantage of using correlation and trending?

a.
b.

C.

d.

e.

Most packages print out graphs that you can use for presentations.
They enable you to consolidate log data from multiple sourcesinto a readable format.

They enable you to correlate log data from multiple sources to get a better understanding
of the situation.

They enable you to delete traffic that does not apply to your network.

None of the above.

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

6 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

7 or 8 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation and Supplemental Topics

Overview of Defense in Depth

Table 3-2

Theterminter networking refersto the task of connecting different networks so they can communicate,
share resources, and so on. Many organizations consider their perimeter to be the connection to the
Internet; however, with the liberal use of intranet, extranet, and remote user connections, the true
perimeter hasfaded and isdifficult to determine. Thisissueisfurther complicated by the organizations
on the far end of your intranet, extranet, and remote user connections. It is no longer possible to
secure your network by just placing security devices (such as firewalls) at the Internet gateway.

Think of the network as a fortress that is under siege. You need to implement multiple layers of
defense and try to use different types of defense at each layer. Doing so will enable you to handle a
more diverse range of attacks. A common example of this would be an attack that successfully
penetrates the firewalls and gets to the targeted server but isterminated by host-based intrusion
detection/prevention systems installed on the server. Network attacks are becoming more complex
and can now target multiple areas of the network. Table 3-2 describes some of the many targets on
anetwork.

Potential Targets
Target Description
Routers The type of attack used against a router depends upon the attacker’s intent. An access

attack isused if the intent is to gain access to the router or network. A DoS or DDoS is
used to bring the router down and deny access to the network.

Firewalls The attacks against firewalls are virtually the same as routers. The techniques may differ
depending on the size and type of firewall being attacked.

Switches Any attack on a network component will effect how traffic flows across that segment.
Because network traffic concentrates at the switches, it is very important to ensure that
switches are very secure.

Networks Traffic flow on the network can be drastically affected by successful attacks against
routers, firewalls, and switches.

Hosts A host can be compromised and used to launch attacks against other network resources.
Hosts are often attacked just because the attacker has discovered a vulnerability on that
host and wants to exploit that vulnerability.

Applications | An attacker will normally exploit a vulnerability within an application to compromise a

host. As technol ogies advance, the number and type of attacks increase.




Table 3-2

Overview of Defense in Depth 47

Potential Targets (Continued)
Target Description
Data Data can be intercepted and manipulated, but the data itself does not have any

vulnerabilities. Normally attacks are launched to access specific data. When accessis
gained, that data may be copied, atered, or destroyed.

Management | Because management components are used to manage the different network components,
components | it isimportant to ensure that they are secured to prevent an attacker from gaining control

of the entire network.

Components Used for Defense in Depth
The number and combination of different components used to secure today’s networks changes
continuously as new threats and threat-mitigation techniques arise. The following list identifies
some of the many components used for a defense in-depth strategy:

Security policy—An effective security policy isthe centerpiece of any organization’s security
implementation. As described in Chapter 1, “Network Security Essentials,” and Chapter 2,
“Attack Threats Defined and Detailed,” the security policy definesthewho, what, when, where,
why, and how of every aspect of an organization’s operations. Although many aspects are not
defined in technical detail, the overall functionality is defined in the policy. All the following
elements are merely the implementation of the security policy.

Useof authentication, authorization, and accounting (AAA)—Theimplementation of AAA
hel ps ensure that only authorized users access resources necessary to perform their job functions.
Additionally, accounting and audit logs can be used to determine whether users are performing
tasks that expose the network to unnecessary security risks.

VPN connectivity—VPN technology is normally considered to be a cost-saving measure
because it allows organi zations to interconnect offices acrossthe Internet. The use of VPN tech-
nology isnot limited to the I nternet and is normally determined by the organization, itsbusiness
function, the type and value of its data, and the perceived threat. Many organizations that main-
tain very sensitive data use VPN technology to secure dedicated circuits between their offices
even though both endpoints are known. The use of VPN technology is a major cost-saving
factor for many organizations because it enables them to get rid of expensive dedicated con-
nections and securely interconnect their different offices across public networks. Another sig-
nificant advantage isthe ability to secure connections for remote users. With theincreasein the
availability of broadband Internet connectivity, many users are able to work from home using
an encrypted connection to their corporate network.
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Figure 3-1

Networ k segmentation—A jewelry store owner does not normally leave his most valuable
merchandise in an unlocked cabinet in the front of the store. The best way to protect assetsis
to segregate them by their value and restrict accessto specific users, groups, and so on. Network
segmentation can be compl eted with firewalls, routers, and switches by the effective implemen-
tation of access lists, VLANS, and address/port trandation.

Assetsthat require specific access from a specific audience can be grouped together and placed
on the same network segments. (For instance, all servers that host websites for public access
should reside on a public DMZ segment, should be assigned public address space [non-RFC
1918], and should allow access from the Internet via the standard HTTP ports.) Assets that
require limited access should be placed further within the network and can use RFC 1918 address-
ing to prevent access from the Internet. Access to these assets can be restricted to specific sources
and include the use of nonstandard ports by using Network Address Trandation (NAT) and Port
Address Trandation (PAT). Figure 3-1 depicts asimplified version of network segmentation.

Network Segmentation
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AsFigure 3-1illustrates, all network resources are segregated by type and value. Assetswith a
greater value to the organization are located further within the network and are, therefore, pro-
tected at multiple layers within the network. The use of RFC 1918 addressing on the internal
networks prevents attacks that originate from the Internet unless those segments are NAT'd

at the network perimeter. Additionally, network intrusion detection systems (IDS) should be
implemented liberally at al critical points of the network, and host-based IDS and virus protec-
tion should be implemented on all hosts.

NOTE This access “from the Internet” does not include known hostile hosts and networks.
Known hostile entities are addresses that have performed reconnaissance or other attacks and are
identified by firewall and IDSlog correlation and trending. These addresses are normally blocked
at the perimeter. Chapter 2 discussed motivations of theintruder. Some organizationswill identify
organizationsthat have an agenda contrary to their own as*“ hostile” and either monitor them very
closely or block their access altogether.

Dynamic perimeter security—It would not be wise to think that a statically configured fire-
wall or router could protect your network against attacks in an environment that is as dynamic
astoday’s Internet. A statically configured device can only protect against known attacks.
Because technology continuesto change at such arapid pace, the challengeisto protect against
the unknown. The most effective way to do thisisthrough the effective use of firewalls/routers
and IDS. Thistopic is discussed in greater detail in Chapter 16, “Intrusion Detection and the
Cisco 10S Firewall.”

Host-based defense—The prelude to any host-based defenseis for the host to be as secure
as possible. The devel opers of operating systems and applications produce service packs and
patches as soon as avulnerability has beenidentified. To limit the number of vulnerabilitiesthat
can be exploited by an attacker, it is very important to ensure that all systems are up to the
recommended patch level. If an attacker were able to penetrate multiple lines of defense to get
to the target host, the attack would still be ineffective if the attacker were unable to accesstheir
target. Host-based IDS areinstalled between the operating system and the kernel and can detect
and prevent unauthorized activity on the host system. Additionally, these systems normally
generate an alarm to identify that the system is under attack. There are two different types of
host-based IDS:

— Signature based—Signature-based | DS watch the system and match instruction setswith
the signatures of known attack profiles.

— Anomaly based—Anomaly-based IDS require time to establish a baseline of approved
activities. Any instruction that is not part of the approved baseline is considered to be an
attack and is blocked. Of course, you can configure the anomaly-based IDS to perform
specific functions when it encounters instructions that are not within the baseline instead
of just blocking the instruction. The major advantage of anomaly-based IDS is that it
enables you to protect against the known and unknown threat.



50 Chapter 3: Defense in Depth

Effective monitoring—Why do burglar dlarms normally include asiren? So people will know
that someoneistrying to break in. Firewalls, routers, switches, IDS, and virtually every other
piece of network equipment produce an incredible amount of log data. It is very important that
critical systems are monitored to accurately determine the state of the network.

Correlation and trending—Thisis the next step in effective monitoring. Correlation and
trending enable you to determine what is “normal.” By identifying what is normal, you can
determine what is not normal and what you need to react to. Additionally, correlation products
enable you to correlate data from multiple devices to get a better picture of the situation. This
enablesyou to see the data from a possible attack from many different sources (firewall/router,
IDS, and so on).

Effective security process—Remember that the processis the effective implementation of the
policy. The processisongoing and isthe driving force behind the constant improvement of your
security posture. The security wheel discussed in Chapter 1 depicts how potential threats are
identified and mitigated as part of the ongoing evolution of the network. This ongoing process
is discussed in Chapter 1 along with the security wheel, that includes four steps:

Step 1 Secure—Secure the network against all known vulnerabilities by
implementing equipment, processes, and system configurations.

Step 2 Monitor and Respond—M onitor the network to ensure that the
preceding changes have the desired result and respond to any adverse
effects or newly discovered issues.

Step 3 Test—Test the network to verify that the components, processes, and
configuration changes have secured the network.

Step 4 Manage/l mprove—Continue to manage the network and implement
improvements as necessary.

The use of defense in depth enables you to move from the old analogy of the network being achain
and only being as strong as the weakest link. Today’s networks should function more as vines that
are congtantly growing and improving. The vines are dynamic and can adapt to changing environments,
which is exactly how a secure network should function. All the components of defensein depth are
discussed in great detail inthe Cisco “ SAFE: A Security Blueprint for Enterprise Networks,” which
can be found at http://www.cisco.com/en/US/netsol/ns110/ns170/ns171/ns128/networking
solutions_package.html.

Itisestimated that approximately 70 percent of network attacks originate from within the network.
Thisfact, and the relatively new threat of dynamic attacks, is the driving force behind the concept
of multiplelayers of defense. Itiscrucial to ensurethat your core networks are adequately protected
from all attacks without regard to the source of the attack.
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Physical Security
Much of this chapter is dedicated to logically securing your networks and systems. If an attacker is
able to gain physical access to your systems, the amount of damage the attack could cause is only
limited by the amount of time available. Physical accessto facilities and networks should always be
restricted to authorized personnel within the organization or personnel who have abusinessfunction
within the organization.
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Foundation Summary

Table 3-3

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”
before going to take the exam.

In today’s very dynamic environment, it is not enough just to secure the network perimeter. With the
increasing use of intranets, extranets, remote users, and wireless technology, it is becoming very
difficult to determine where the network perimeter is actually located. Attackers now have more
potential points of access and a greater selection of tools at their disposal when trying to breach a
network. The best possible solution isto implement a defense in-depth concept with multiple layers
of defense that each compensates for a possible weakness of another layer. The key to defense in
depthisthat all componentswork together; failure of asingle component does not necessarily mean
that the attack was a success, because the attack can be mitigated at many different points.

Anything on the network, including the network itself, can be considered the target of a potential
attack. There are several components that combine to form defense in depth, shown in Table 3-3.

Defense In-Depth Components
Term Definition
Security policy The centerpiece of an organization’s implementation. Defines everything

about who/what is alowed on the network, how systems are to be protected,
and who is responsible for which functions. The security policy isa policy
document and does not include specific technical information.

Use of AAA Enables you to ensure that only authorized users access network resources
and provides accounting information for trend analysis.

VPN WAN connectivity Ensures secure connectivity between locations and network segments.

Network segmentation Enables you to separate resources by asset value and type. Provides for
multiple layers of security for resources of greater value. Includes the use
of RFC 1918 addressing with NAT/PAT.

Dynamic perimeter security | Dynamic configurations that require the use of firewalls/routers with
network-based IDS. This combination allows the perimeter to detect and
respond to attacks.

Host-based defense The last line of defense. In the event that an attacker is able to breach the
network and get to his target. the attacker’s actions will be terminated by
host-based IDS. Anomaly-based | DS can prevent unknown attacks because
it reacts to anything that deviates from the allowed baseline.
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Defense In-Depth Components (Continued)

Term

Definition

Effective monitoring

It is very important to ensure that you monitor the log output from your
various network devices to spot a network attack.

Correlation and trending

Correlation and trending enable you to effectively manage the large
amounts of log data that are produced by the many network devices.
Additionally, you can correlate the data from different devices (for
instance, afirewall and IDS) to get a better picture of the attack.

Effective security process

Thisisan ongoing process that drives constant improvement, greater
accuracy, and a greater understanding of the environment.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

o o &~ w0

Define the term inter networking.

How does the use of RFC 1918 addressing on internal networks help prevent attacks that
originate from the Internet?

What isamajor limitation of a statically configured firewall?
What type of IDS uses a system baseline for acceptable behavior?
What processes enable you to look at events on the network from different views?

What is the goal of the security process?
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Basic Router Mlanagement

“Do |

Table 4-1

The Cisco |OSrouter and Cisco |OSfirewall are actually the same hardware. Thedifferenceisa
low-cost, advanced firewall feature set that wasintegrated into Cisco I nternet Operating System
(Cisco 10S). All the basic functionality of Cisco 10S Software remains on the | OS firewall with
additional features added, called the firewall feature set. The Cisco |OS router is commonly
referred to asthe |OSfirewall if any of thefirewall feature set components are used. Thischapter
discusses access to and management of the Cisco |OS firewall.

Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 4-1 outlinesthe major topics discussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Router Configuration Modes 1,3,4,58

Accessing the Cisco Router CLI 9, 10

10S Firewall Features 2

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1.  What router configuration mode do you enter by default when connecting to a router?

a.

Console

ROM monitor
User EXEC
Privileged EXEC
None of the above

2. Which I0S firewall feature enables you to inspect traffic at multiple layers of the ISO model ?

Multilayer inspection
Context-based access control
Stateful inspection

Extended access control lists

Connection-based access control

3.  Which configuration mode is considered the path to the global configuration mode?

User EXEC

Line configuration
Interface configuration
Subinterface configuration
None of the above

4. What configuration mode are you in when you see the following prompt on RouterA?
Router A%

a.
b.

C.

User EXEC

Global configuration

Privileged EXEC

Unable to determine because the prompt has been changed
None of the above



“Do | Know This Already?” Quiz

5.  What configuration mode must you be in to configure telnet access?

Line configuration
Interface configuration
Telnet configuration
Global configuration
Connection configuration

None of the above

6. What isthe default symbol for the global configuration mode?

hostname#
hostname(config)%
router(config)>
hostname (global)>
hostname(config)#

7. What command do you use to exit the privileged EXEC mode?

Ctrl-z
disable
enable
exit

end

8. What are you most likely doing in the subinterface configuration mode?

o

c

o

o

Changing the telnet password
Binding additional 1P addresses to an interface
Changing the system password

. Configuring system monitoring

Adding the default gateway

61
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9.

10.

What access port would you use when connecting a modem?
a. Console port
b. Telnet port
c. Diaup port
d. Secure Shell
e. Auxiliary port

What clear-text protocol is not recommended for managing routers from external network
segments?

a. Tenet

b. Secure Shell
c. RSH

d. SNMP

e. SMTP

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

8 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

9 or 10 overall score—If you want more review on these topics, skip to the “ Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Router Configuration Modes

Before jumping into the command-line interface (CLI) of the Cisco router, it isimportant to
understand the different command modes available. Consider the command mode to be a level
where you are able to perform specific functions. If you are not at the correct level, you cannot
perform the correct function (to configure the router). Thisis avery simplified explanation but will
make more sense as each mode is discussed. The following are command modes on a Cisco router:

ROM monitor mode—The ROM monitor modeisthe modetherouter bootstoif it cannot find
avalid system image. You only need to use this mode if you need to change the system boot
parameters to include resetting the system password. If the router has aworking image
installed, you need to press the Break key during the first 60 seconds of the router boot
sequence.

User EXEC mode—The user EXEC mode is the mode that you connect to by default. If

the router is configured with a password, you are prompted for the password and given three
attemptsto provide the correct password. You will know that you are in the user EXEC mode
because the router displays the host name followed by aright-angle bracket (>) symbol.

RouterA>

In the user EXEC mode, you can perform limited functionsto check the status of the router but
cannot change the router configuration. To exit the user EXEC mode, use the command logout.

Privileged EXEC mode—To get from the user EXEC modeto privileged EXEC mode, usethe
enable command. If an enable password (or better yet, enable secret password) has been con-
figured (and it should have), you are again prompted for a password and given three attempts.
In this mode, the router displays its host name followed by the hash (#) symbol.

RouterA> enable
RouterA#

In the privileged EXEC mode, you can perform all the functionsthat were availablein the user
EXEC mode but still cannot make any configuration changes. You do, however, have access to
show and debug commands that are not available in the user EXEC mode. The privileged
EXEC mode s the path to the global configuration mode. To return to the user EXEC mode,
use the command disable.

RouterA# disable
RouterA>
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m Configuration modes and submodes—There are many different configuration modes. Each
of these makes changes to the device configuration. To ensure that those configuration changes
arenot lost if the router reboots, you must copy the running configuration to the startup config-
uration. Thetype and number of configuration submodes depends on the type of router, thelOS
version, and the components installed on the router.

— Global configuration mode—The command for accessing the global configuration mode
isconfigureterminal. Intheglobal configuration mode, the router continuesto display its
host name followed by (config) and the # symbol.

RouterA# configure terminal
RouterA(config)#

The global configuration mode is where you can make “global” changes to the
configuration of therouter. A very common example of aglobal configurationis
the creation of an accesslist. From the global configuration mode, you can move
toaposition that enablesyou to configure specific components of therouter, such
astherouter interfaces, VPN components (isakmp, crypto, and so on), CLI
connections (line), AAA server groups, and many more. To exit to the privileged
global configuration mode, usethe key combination Ctrl-Z or typethe command
end.

RouterA(config)# end
RouterA#

— Interface configuration mode—From the global configuration mode, the command for
accessing the interface configuration submode is inter face interface-type interface-
number. Therouter displaysits host name followed by (config-if) indicating that it isin the
interface configuration mode.

RouterA(config)# interface Ethernet 0
RouterA(config-if)#

At this point, you are ready to configure the interface that you have selected. If
you are configuring subinterfaces, you need to use the same command to enter
the subinterface configuration mode.

RouterA(config)# interface Ethernet 0.1
RouterA(config-subif)#

It isalso possibleto enter the subinterface configuration mode from the interface
configuration mode due to a backward command link.

RouterA(config-if)# interface Ethernet 0.1
RouterA(config-subif)#
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— Line configuration mode—Another configuration submode that must be configured is
the line configuration. Thisisthe mode used to configure the CLI accessto the router. The
command for accessing the line configuration mode from the global configuration modeis
line type number.

RouterA(config)# line con 0
RouterA(config-line)#

To exit the configuration mode and return to the privileged EXEC mode, use the
key combination Ctrl-Z or type the command end.

RouterA(config-subif)# end
RouterA#

To return to the global configuration mode, type the command exit. (This
command works for both interface configuration and subinterface configuration
modes.)

RouterA(config-subif)# exit
RouterA(config)#

NOTE The command prompts used in these examples are the default prompts. It is possible to
change the system prompt (>, #) by using the prompt command whilein the global configuration
mode.

For alist of the available commands in each configuration, you can use the question mark (?). This
is perhaps the most useful command written into the Cisco 10S Software. In the event that you are
not completely familiar with the correct syntax of acommand, it is possibleto input aportion of the
command followed by ?. Therouter then providesyou with the correct syntax. Table 4-2 shows how
to navigate between modes when configuring the router.

Table 4-2 Configuration Modes on the Cisco Router

Command Description

Router> enable Enter the router in the user EXEC mode. Use

Password: *¥*x*%xx the enable command and the correct password
to enter the privileged EXEC mode.

Router# configure terminal Enter the global configuration mode.

Router# (config) ip routing Enable IP routing on the router.

Router# (config) hostname RouterA Configure the router host name to RouterA.

continues
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Table 4-2 Configuration Modes on the Cisco Router (Continued)

Command Description

RouterA# (config) interface Ethernet 0/0 Enter the interface configuration mode.

RouterA# (config) ip address Configure eth0/0 for 10.10.10.254/24.

10.10.10.254 255.255.255.0

RouterA# (config) no shutdown The no shutdown command ensures that the
interface is enabled.

RouterA# (config) exit Configuration complete, exit to global
configuration mode.

RouterA# (config) end Configuration complete, exit to privileged
EXEC mode.

or

RouterA# (config) Ctrl-Z

NOTE Some commands change depending upon the router series and Cisco |0S Software
version.

Accessing the Cisco Router CLI
You can access the Cisco router CLI viaany of three methods:

m Console—The console connection requires adirect connection to the console port of the router
using arollover cable normally from the serial interface of acomputer. Thisis considered to be
the most secure method for administration of the router because it requires a physical connec-
tion to the router. This method can be very impractical for enterprise networks.

m  Auxiliary—Theauxiliary connection is normally aremote dialup connection completed by
connecting amodem to the auix port of the router. The administrator just dialsin to the attached
modem to initiate the connection to the modem. This method is commonly used for adminis-
tering large networks or as a backup method to telnet.

m Telnet—The telnet connection occurs viathe network interface. Telnet connections can be
completed using telnet or Secure Shell (SSH). Telnet is a clear-text protocol and should be
restricted to internal (protected) network segments only. SSH isaprotocol that uses encryption
and can be used for remote management across public networks. Thisis the most common
method for remote administration because it allows for administration of an entire enterprise
from a central location. Additional steps are required to configure the router to accept SSH
connections:
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— Enablethe SSH server—To enable the SSH server on the router, you must enter the
global configuration mode and configure the domain name for the device. The domain
name is important because it is used when generating the SSH key, which is used to

authenticate the router when making the connection.

RouterA(config)# ip domain-name secur-example.com

Next you should usethe crypto key gener ate r sa command followed by the key

length.

— Configurethe SSH parameter son therouter—Theoptional commandip ssh { [timeout
seconds] [[authentication-retriesinterger]} enablesyou to configure the authentication
parameters for the SSH connection to the router. It tells the router how long to wait for
aresponse from the client and how many attempts to allow before terminating the

connection.
— If you want to restrict the router to only SSH connections, you must add the command

transport input ssh from the global configuration mode.
The implementation of SSH is discussed in greater detail in Chapter 5 * Secure Router Admini-

stration.”

NOTE SSH requires |OS versions that support DES (56 bit) or 3DES (168 bit) encryption.

Figure 4-1 depicts the CLI connectionsto a Cisco 2600 series router.

Figure 4-1 CLI Connectionsto a 2600 Router
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computer directly to the router.
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Configuring CLI Access

A new router is delivered without passwords. You must configure passwords for the access method
that you intend to use and disabl e the methods that you do not intend to use. There are different ways
to complete theinitial configuration of arouter. The autoinstall feature installs a configuration on
the router that is sufficient to get the router on the network and allow telnet connectionsto complete
the configuration. The other configuration methods usually require a physical connection to the
router using a console cable. After connecting with the router, you need to enter the line configura-
tion mode and to configure the CL1 access. After connecting to the router, you must configure the

passwords for each type of connection. It isagood ideato configure a different password for each
connection type.

Example 4-1 shows the configuration of RouterA for a console connection using the password
N3wY Ork$s$.

Example 4-1 Configuring the Console Password

RouterA> enable

RouterA# configure terminal
RouterA(config)# line con 0
RouterA(config-line)# login
RouterA(config-line)# password N3wYOrk$$
RouterA(config-1line)# end

RouterA#

Example 4-2 shows the configuration of RouterA for an auxiliary connection using the password
BOstoN&!.

Example 4-2 Configuring the Auxiliary Password

RouterA> enable

RouterA# configure terminal
RouterA(config)# line aux 0
RouterA(config-line)# login
RouterA(config-line)# password BOstoN&!
RouterA(config-line)# end

RouterA#

Example 4-3 shows the configuration of RouterA for atelnet or virtual terminal (vty) connection
using the password Chlcag0!. Remember that you can use SSH to complete atelnet connection as
long as the SSH server has been enabled on the router.



Cisco IOS Firewall Features 69

Example 4-3 Configuring the vty Password

RouterA> enable

RouterA# configure terminal

RouterA(config)# line vty 0 4

RouterA(config-line)# login

RouterA(config-1line)# password Chicag0!

RouterA(config-line)# exit

RouterA(config)# transport input ssh << This is an optional command to disallow telnet
and only permit SSH connections

RouterA(config)# end

RouterA#

Cisco 10S Firewall Features

As mentioned in the beginning of this chapter, the Cisco |OS firewall feature is an enhancement
to the Cisco 10S Software that incorporates additional security-related features. The Cisco |0S
firewall provides an additional level of security for the network without the expense of purchasing
dedicated hardware. The Cisco |OS firewall feature set was first introduced as CiscoSecure
Integrated Software (CSIS). The Cisco 10S firewall overview lists the following features:

m Standard and extended access lists—The router can be configured to perform basic traffic
filtering by using standard or extended access lists.

m  Dynamic access lists—Dynamic access lists are used to configure lock-and-key traffic
filtering. Thisisthe capability to generate dynamic temporary access through the firewall for
specific predefined circumstances. This feature provides a more flexible method for filtering
network access.

m Reflexive access lists—Reflexive access lists only allow specific traffic to maintain state. In
other words, traffic that is generated on an internal network isallowed through the firewall only
until theinitial session state hasterminated. Reflexive accesslistsare used only if context-based
access control (CBAC) is not implemented.

m System auditing—Thefirewall maintainsarecord of all transactionsin an orderly format that
can be used for detailed reports.

m TCPintercept—TCPintercept is used to prevent atype of denial-of-service (DoS) attack
known asthe TCP SY N flood. This feature isused only if CBAC is not implemented.

m Javablocking—The firewall scans Java code and can block code that is unsigned or
determined to be malicious.

m Context-based access control—CBAC examines traffic passing through the firewall at al
layers (up to the application layer). CBAC is used to generate dynamic access lists.
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m CiscolOSfirewall IDS—The Cisco |0S firewall IDS is a signature-based IDS that can be
configured to take the following actions when an intrusion is detected:

— Send an alarm to the director
— Drop the packet
— Send aTCP reset
m DoS mitigation—The system is designed to detect and react to DoS attacks.

m Authentication proxy—Authentication proxy is used to proxy authentication requeststo a
AAA server. This allows authentication to occur on a per-user basis.

m Port-to-application mapping (PAM)—PAM enables administrators to specify which ports
can be used for which services. This alows for the configuration of services on nonstandard
ports when traversing the firewall.

m  Security server support—The Cisco 10S firewall supports the following AAA servers:
— TACACS+

— RADIUS
— Kerberos

m  Network Address Trandation (NAT)—The Cisco |OS firewall supports NAT and Port
Address Trandation (PAT). NAT enables administrators to translate RFC 1918 addressing to
public addressing on a one-for-one basis, and PAT enables administrators to hide an entire
internal network behind asingle public address. The Cisco | OS firewall supportsthe use of both
NAT and PAT on the same device.

m |PSec network security—The Cisco |0S firewall supports all the standard |PSec protocaols.
Thisallows for the configuration of VPNs.

m Neighbor router authentication—The Cisco |OS firewall can authenticate its peer routersto
ensure that al routing updates are legitimate.

m  Event logging—The Cisco |OS firewall logs all error messages and system eventsto the
console terminal by default. These messages can be redirected to a syslog server for easy
storage and recovery. The system logs are commonly used for troubleshooting connection
issues and for network forensics.

m  User authentication and authorization—Integration with AAA servers allows for
authentication and authorization on a per-user basis. This functionality enables administrators
to designate specific permissions for users and groups.

m Real-timealerts—Thefirewall can be configured to perform aert functionsin the event of a
known attack or other event that is determined to be a severe security risk.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”

before going to take the exam.

Router Configuration Modes
Table 4-3 lists the configuration modes of the Cisco router along with a brief description. It is

important to understand that except for the ROM monitor mode you must navigate from one mode

to another to view and edit different components of the router configuration.

NOTE Theterms specific configuration mode and very specific configuration modein Table 4-3
are not actual Cisco terms but are used to describe how the configuration of each component
becomes more granular on the router.

Table 4-3 Router Configuration Modes

Configuration Mode

Description

ROM monitor The ROM monitor mode is used to change the system boot
configuration only.

User EXEC The user EXEC mode is the mode entered by default. It is
possible to view the general condition of the router in this
mode.

Privileged EXEC The privileged EXEC mode is entered by using the enable

command. It is possible to view much of the router configura-
tion but changes cannot be made.

Global configuration

Genera configuration changes are made in the global configu-
ration mode. The command configure terminal is used to
enter this mode.

continues
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Table 4-3 Router Configuration Modes (Continued)

Configuration Mode

Description

Specific configuration

include but are not limited to the following:
1. Router interfaces

2. Line configuration

3. Crypto map

4. ISAKMP policy

5. Modem pool

the ? when in the global configuration mode.

Multiple specific items must be configured, each in its own
configuration mode. Examples of specific configuration items

For alist of specific configuration modes available, just enter

Very specific configuration

single physical interface.

Some configuration items require even more specific configu-
ration. A common example is the subinterface configuration
mode, which is used to bind additional virtual interfacesto a

Accessing the Cisco Router CLI

Table 4-4 describes the three connection methods used for management of the router and the
command used to enter the line configuration mode to configure each access method.

Table 4-4 CLI Connection Methods

Connection Method Connection Type Command

Console port Direct connection from a computer to the router using a linecon 0
console cable.

Auxiliary port Dialup connection. The receiving modem is connected to lineaux 0
the router auxiliary port.

Telnet Connection across the network, accessing the router viathe |linevty 04
network interface.

Cisco I0S Firewall Features

Table 4-4 lists the features that differentiate the Cisco router from the Cisco |OS firewall. It is
important to note that all of these features are software based and are availablein the current version

of Cisco |OS Software.




Table 4-5

Cisco IOS Firewall Features

|OSFirewall Features
Feature Explanation
Standard and extended Standard and extended access lists are used for static filtering of traffic
access lists passing through the firewall.

Dynamic access lists

Dynamic access lists are used to temporarily open portsto allow specific
traffic through the firewall. These ports are closed as soon asthe session is
completed.

Reflexive access lists

Reflexive access lists only allow access as long as the connection state
remains active. Reflexive access lists cannot be used in conjunction with
CBAC.

System auditing The Cisco 10S firewall maintains an audit log of all changes made to the
router.

TCP intercept TCP intercept is used to prevent a SY N flood attack. It cannot be used in
conjunction with CBAC.

Java blocking The Cisco 10S firewall can detect and block malicious Java code.

Context-based access
control

CBAC inspects traffic up to the application layer and can affect the traffic
based on the configured policy.

Cisco |OS firewall IDS

Cisco |OSfirewall IDS compares traffic to predefined attack signatures to
detect and react to malicious traffic. The firewall IDS can react in any of the
following manners:

¢ Send an dert
¢ Drop the packet
¢ Reset the connection

DoS mitigation

The Cisco 10S firewall can detect and react to potential DoS attacks.

Authentication proxy

Authentication proxy is used to proxy authentication requeststo aAAA
server. This allows for per-user or per-group policies.

Port-to-application
mapping (PAM)

Port-to-application mapping enables administrators to configure applications
to pass through the firewall using nonstandard ports.

Security server support

The Cisco |0S firewall supports the following AAA servers:
« TACACS+

« RADIUS

» Kerberos

Network Address
Trandation (NAT)

The Cisco |0S firewall can trandate source and destination addresses. This
allows for the use of RFC 1918 addresses on internal and DMZ segments,
greatly reducing the attacker’s ability to route attacks across public networks.

continues

73
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Table 4-5 |OSFirewall Features (Continued)

Feature

Explanation

| PSec network security

The Cisco 10Sfirewall supports | PSec standards and can be used to configure
VPNs.

Neighbor router
authentication

Neighbor router authentication is used to ensure that the Cisco 10S firewall
receives updated routing information from only authenticated sources.

Event logging

The Cisco |OS firewall can be configured to log all traffic that passes through
it. The firewall logs can be very helpful for troubleshooting and network
forensics.

User authentication and
authorization

Authentication and authorization allow for the configuration of per-user and
per-group policies.

Real-time alerts

The Cisco |OSfirewall can generate alertsin real time. This greatly increases
the ability to react to an attempted attack.
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Q&A

As mentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

You have just started work at a new facility and need to configure an old unused router.
Unfortunately you cannot find the current password for the router. What router configuration
mode would you need to enter to change the password?

Place the following configuration modes in the correct order:
a. Privilege EXEC
b. Globa configuration
c. User EXEC
d. Subinterface configuration

e. Interface configuration

What is the best way to ensure that your configuration changes are not lost if the router is
rebooted?

If it has not been changed using the prompt command, what will the prompt for RouterA look
likein the global configuration mode?

What is the difference between the end and exit commands?

What command enables you to see the available commands in your current configuration
mode?

How do you configure CBAC to implement reflexive access lists?

What type of cable isrequired to complete atelnet connection to the router via Ethernet 0/0
interface.
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10.
11.

12.
13.

What type of router management is considered to be the most secure, yet the most difficult to
use for enterprise networks? (Explain your answer.)

What command generates the key used for SSH on the |OS router?

What Cisco 10S firewall feature enables administrators to configure access to services on
nonstandard ports?

What AAA server types can interact with the |OS firewall?

How does the Cisco |0S firewall ensure that routing updates are valid?
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CHAPTER 5

Secure Router Administration

The Cisco 10S firewall helps secure the trusted network from unauthorized users. The security
of the network also involves the security of the Cisco |OSfirewall itself. In addition to physical
security of the Cisco |OSfirewall, it isimportant to secure administrative accessesto interfaces
on the Cisco 10S firewall. This chapter discusses the different methods that are available in
securing the administrative access to the Cisco 10S firewall.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 5-1 outlinesthe major topics discussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 5-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Secure Administrative Access for Cisco 1-10
Routers

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. What are some of the stepsthat can be taken to secure the consol einterface on arouter or switch
device?
a. Administratively shut down the console interface.
b. Physically secure the device.
c. Apply an access list using the access-class command.
d. Configure a console password.

2. How many characters can you have in an enable password?

a. 256
b. 32
c. 25
d 12

3. Which of the following isthe least restrictive privilege level ?
a. 0
b. 22
c. 15
d. 17

4. The service password-encryption command does which of the following?

a. Encryptsthe configuration on the router

b. Stores passwordsin an encrypted manner in the router configuration
c. Only encrypts the telnet password in the Cisco 10S configuration

d. Isonly available on PIX Firewall

5.  Which of the following choices has the correct configuration for encrypting the enable
password?

a. Router(config)#enable secret gr 3twhite

b. Router#enable encryption gr3twhite

c. Router#fenable secret gr 3twhite

d. Router#(config)enable encryption t gr3twhite
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6. Which of the following commands are associated with privilege level 0?

a. disable
b. configureterminal
c. enable
d. logout

7. Which of the following configurations displays alogin banner when arouter is accessed?

a. Router# banner exec d If you are not an authorized user disconnect immediately
message d

b. Router(config)# banner login d If you are not an authorized user disconnect
immediately d

c. Router(config)#banner exec d If you are not an authorized user disconnect immediately d

d. Router# banner login d If you are not an authorized user disconnect immediately d

8. For maintaining confidentiality and integrity inaccessingarouter, __ isrecommended
over telnet.

a. SSH
b. AH
c. Securetelnet
d. VPN

9. How do you secure the Ethernet port on a switch? (Select two.)

a. Disable unused ports.

b. Configure port security.

c. Setaccesslist.

d. Security cannot be configured on the port.

10. Intheevent of asecurity violation, what is the default response of the port?

a. Switchesinto restrictive mode

b. Switchesinto atemporary shutdown mode
¢. Switches into permanent shutdown mode
d. Switchesinto atemporary restrictive mode
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

One of the important elements to securing the network is preventing unauthorized users from
gaining access to router and switch administrative access interfaces. If an intruder wereto gain
console or terminal access into a networking device, such as arouter, switch, or network access
server, that person could do significant damage to your network—perhaps by reconfiguring the
device, or even by just viewing the device's configuration information.

Typicaly, you want administrators to have access to your networking device; you do not want other
users on your LAN or those dialing in to the network to have administrative access to the router.

Steps can be taken to securely configure your administrative access to your network devices.
Password protection enables you to restrict accessto anetwork or anetwork device. Privilege levels
enable you to define what commands users can issue after they have logged in to a network device.

Privilege Levels

By default, the Cisco |0S Software command-line interface (CL1) has two levels of accessto
commands:

m  User EXEC mode (level 1)
m Privileged EXEC mode (level 15)

However, you can configure additional levelsof accessto commands, called privilegelevels, to meet
the needs of your users while protecting the system from unauthorized access. Up to 16 privilege
levels can be configured, from level 0, which isthe most restricted level, to level 15, which isthe
least restricted level.

Access to each privilege level is enabled through separate passwords, which you specify when
configuring the privilegelevel. If you want acertain set of usersto be able to configure only certain
interfaces, but not allow them access to other configuration options, for instance, you could create
a separate privilege level for only specific interface configuration commands and distribute the
password for that level to those users.
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Securing Console Access

The console administrative interface is primarily accessed by attaching aterminal (for instance, a
laptop) directly to arouter. Physical security hasto be put in place for the router to prevent unautho-
rized usersfrom gaining accessto routersthe consol einterface. You al so haveto configure the router
to require a password when users try to access it via the console port. The router or switch can
authenticate users locally or via aremote security database such as Cisco Secure Access Control
Server (CSACS).

The console password can have from 1 to 25 uppercase and lowercase a phanumeric characters.
Example 5-1 shows the configuration of a console password for a router.

Example 5-1 Smple Console Interface Configuration for a Router

Router(config)#line console @
Router(config-line)#login
Router(config-line)#password Meron!

After you enter the password for the console interface you will be in EXEC mode with the greater
than sign (>) after the router name, as shown in Example 5-2.

Example 5-2 Accessing the EXEC Mode

User access Verification
Password:Meron!
Router>

However, you cannot make configuration changesto the router unlessyou arein the privilege mode.
The privilege mode is accessed by typing in the enable command and the enable password if oneis
configured.

Configuring the Enable Password

To set alocal password to control access to various privilege levels, use the enable password
command in global configuration mode.

enable password [level level] {password | [encryption-type] encrypted-password}

Table 5-2 shows the different options that the enable command has.
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Table 5-2 enable Command Options

level level Level for which the password applies. You can specify up to 15 privilege levels,
using numbers 1 through 15. Thisis an optional parameter that provides not only
authentication but also authorization.

password Password users type this to enter enable mode.

encryption-type Cisco-proprietary algorithm used to encrypt the password. Currently the only
encryption type availableis 7.

encrypted-password | Encrypted password you enter.

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)

The use of the privilege level in the enable command hel ps administrators/managers better manage
user access to the routers. After you specify the level and the password, give the password to the
users who need to access thislevel. Use the privilege level configuration command to specify
commands accessible at various levels.

You will not ordinarily enter an encryption type. Typically you enter an encryption type only if you
copy and paste into this command a password that has aready been encrypted by a Cisco router.

CAUTION If you specify an encryption type and then enter a clear-text password, you will not
be able to reenter enable mode. You cannot recover alost password that has been encrypted by
any method. However, you can enter the router in ROMMON mode. Use configreg 0x2142
(depending on the router) and change the enable password but do not recover the old password.

You can enable or disable password encryption with the service passwor d-encryption command.
An enable password is defined as follows:

m It must contain from 1 to 25 uppercase and lowercase a phanumeric characters.
m It must not have a number as the first character.

m It can haveleading spaces, but they areignored. However, intermediate and trailing spaces are
recognized.

m It can contain the question mark (?) character if you precede the question mark with the key
combination Crtl-V when you create the password; for example, to create the password gen?X,
do the following:

Step 1 Enter gen.
Step 2 Press Crtl-V.
Step 3 Enter ?X.
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When the system prompts you to enter the enabl e password, you need not precede the question mark
with the Ctrl-V; you can just enter gen?X at the password prompt. The following example enables
the password MerOn for privilege level 4:

enable password level 4 MerOn

enable secret
The enable secret command provides better security by storing the enable secret password using a
nonreversible cryptographic function. The added layer of security encryption provides proves useful
in environments where the password crosses the network or is stored on a TFTP server.

enable secret [level level] {password | [encryption-type] encrypted-password}

You will not ordinarily enter an encryption type. Typically you enter an encryption type only if you
paste into this command an encrypted password that you copied from arouter configuration file.

If you use the same password for the enable password and enable secret commands, you receive
an error message warning that this practice is not recommended, but the password is accepted. By
using the same password, however, you undermine the additional security the enable secret com-
mand provides.

NOTE After you set a password using the enable secret command, a password set using the
enable password command works only if the enable secret is disabled or an older version of
Cisco | OS Software is being used, such as when running an older rxboot image. In addition, you
cannot recover alost password that has been encrypted.

An enable password is defined as follows:

m It must contain from 1 to 25 uppercase and lowercase a phanumeric characters
m It must not have anumber asthefirst character.

m It can haveleading spaces, but they areignored. However, intermediate and trailing spaces are
recognized.

m [t can contain the question mark (?) character if you precede the question mark with the key
combination Crtl-V when you create the password.

Example 5-3 specifies the enable secret password of ladyhawk

Example 5-3 Enable Secret Password Configuration

|Router(config)#enable secret ladyhawk
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After you specify an enable secret password, users must enter this password to gain access. Any
passwords set through enable password will no longer work.

In addition to the enable secret password, the username secret command provides an additional
layer of security over the username password. It also provides better security by encrypting the
password using nonreversible Message Digest 5 (MD5) encryption and storing the encrypted text.
The added layer of MD5 encryption proves useful in environments in which the password crosses
the network or is stored on a TFTP server. This command was introduced in Cisco 10S Software
Release 12.0(18)S. The syntax to encrypt a user password with MD5 is as follows:

username name secret {[@] password | 5 encrypted-secret}
Example 5-4 illustrates the use of the username secret command

Example 5-4 The username secret Command

|Router(config)# username Aida secret 0 ysf600

service password-encryption

The service passwor d-encryption command stores passwords in an encrypted manner in router
configuration.

Router(config)#service password-encryption

The actual encryption process occurs when the current configuration is written or when a password
is configured. Password encryption is applied to al passwords, including username passwords,
authentication key passwords, the privileged command password, console and virtual terminal line
access passwords, and BGP neighbor passwords. This command is primarily useful for keeping
unauthorized individual s from viewing your password in your configuration file and it does not
provide the highest level of network security. When password encryption is enabled, the encrypted
form of the passwordsis displayed.

Configuring Multiple Privilege Levels

To configure anew privilege level for users and associate commands with a privilege level, use the
privilege command syntax as follows:

privilege mode [all] {level level | reset} command-string

Table 5-3 shows the different options that the privilege command provides.
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Table 5-3 privilege Command Options

Option Description
all (Optional) Changes the privilege level for all the suboptions to the same level.
level level Specifies the privilege level you are configuring for the specified command or

commands. The level argument must be a number from 0 to 15.

reset command-string Resets the privilege level of the specified command or commands to the
default and removes the privilege level configuration from the running-config
file

The password for a privilege level defined using the privilege command is configured using the
enable secret command.

Level 0 can be used to specify a more-limited subset of commands for specific users or lines. For
example, you can allow user userl to use only the show users and exit commands

NOTE Five commands are associated with privilege level O: disable, enable, exit, help, and
logout. If you configure AAA authorization for a privilege level greater than 0, these five
commands are not included.

When you set the privilege level for acommand with multiple words, note that the commands
starting with the first word will also have the specified access level. If you set the show ip route
command to level 15, for example, the show commands and show ip commands are automatically
set to privilege level 15—unless you set them individually to different levels. Thisis necessary
because you can’t execute, for instance, the show ip command unless you have access to show
commands.

To change the privilege level of agroup of commands, use the all keyword. When you set a group
of commandsto aprivilege level using the all keyword, all commands that match the beginning
string are enabled for that level, and all commands that are available in submodes of that command
are enabled for that level. If you set the show ip keywordsto level 5, for example, show and ip are
changed to level 5 and all the options that follow the show ip string (such as show ip accounting,
show ip aliases, show ip bgp, and so on) are available at privilege level 5.

Example 5-5 shows how to set axsforL 14 as the password users must enter to use level 14
commands.

Example 5-5 Sample Configuration Showing Different Passwords Set for Different Privilege Levels

|enab1e secret level 14 axsforL14
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Example 5-6 shows how to set the show and ip keywordsto level 6. The suboptions coming under
ip are also allowed to users with privilege level 6 access.

Example 5-6 Assignment of the Command show ip with the Privilege Level 6

|Router(config)# privilege exec all level 6 show ip

Warning Banners

In some jurisdictions, civil and criminal prosecution of crackers who break into your systemsis
made much easier if you provide abanner informing unauthorized usersthat their useisin fact unau-
thorized. In other jurisdictions, you may be forbidden to monitor the activities of even unauthorized
users unless you have taken steps to notify them of your intent to do so. One way to provide this
notification isto put it into a banner message configured with the Cisco 10S banner login
command.

L egal notification requirementsare complex and vary in each jurisdiction and situation. Even within
jurisdictions, legal opinions vary, and thisissue should be discussed with your own legal counsel.
In cooperation with counsel, consider which of the following information should be put into your
banner:

m A noticethat the systemisto belogged in to or used only by specifically authorized personnel,
and perhaps information about who may authorize use.

m A noticethat any unauthorized use of the system is unlawful and may be subject to civil and
criminal penalties.

m A noticethat any use of the system may belogged or monitored without further notice, and that
the resulting logs may be used as evidence in court.

m  Specific notices required by specific local laws.

From a security, rather than alegal, point of view, your login banner usually should not contain any
specific information about your router, itsname, its model, what software it’s running, or who owns
it; such information may be abused by crackers.

The banner messages can be displayed when a user enters privileged EXEC mode, upon line
activation, on an incoming connection to avirtual terminal, or as a message of the day. To create a
banner message, use the following command:

banner {exec | incoming | login | motd} d message d

Table 5-4 shows the different command options of the banner command.
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Table 5-4 banner Command Options

Command Syntax Description

exec Specifies a messages to be displayed when an EXEC processis created.

incoming Specifies a banner displayed when an incoming connection to aline
(asynchronous) from a host on the network is made.

login | dentifies a message to be displayed during alogin before the username and
password login prompts.

motd Specifiesthe display of the message of the day (MOTD) banner. This banner is
displayed at thelogin and is useful for sending messagesthat affect all network
USers.

d You must use a delimiting character of your choice, such as apound sign (#).

You cannot use the delimiting character in the banner message.

message The actual message text.

Interactive Access

Besides those already discussed, there are additional waysto get interactive connectionsto routers.
Cisco 10S Software, depending on the configuration and software version, may support connections
viatelnet; rlogin; SSH; non-1P-based network protocols such as LAT, MOP, X.29, and V.120 and
possibly other protocols aswell as vialocal asynchronous connections and modem dial-ins. More
protocolsfor interactive access are always being added. | nteractivetelnet accessisavailablenot only
on the standard telnet TCP port (port 23) but on avariety of higher-numbered ports as well.

All interactive access mechanisms usethe IOSTTY abstraction (in other words, they all involve
sessionson “lines’ of one sort or another). Local asynchronous terminals and dialup modems use
standard lines, known as TTYs. Remote network connections, regardless of the protocol, use virtual
TTYs, or vtys. The best way to protect a system is to make certain that appropriate controls are
applied on al lines, including both vty linesand TTY lines.

Because it's difficult to be certain that all possible modes of access have been blocked, you should
usually make sure that logins on all lines are controlled using some sort of authentication
mechanism, even on machines that are supposed to be inaccessible from untrusted networks. This
is especially important for vty lines and for lines connected to modems or other remote-access
devices.

Securing vty Access

Any vty should be configured to accept connections only with the protocols actually needed. You
can do thiswith thetransport input command. A vty expected to receive only telnet sessions could
be configured with transport input telnet, for example, whereas a vty permitting both telnet and
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SSH sessions would have transport input telnet ssh. Not configuring a transport input for vty
accessis aso an option if you want to disable the service.

One way to reduce this exposure is to configure an access list on all vty lines. Thiswill restrict the
router to accept connections only from a single, specific administrative workstation. Example 5-7
shows a sample configuration of an access list configured on a vty line.

Example 5-7 Access List Configured on a vty Line

Router(config)#access-1list 10 permit 192.168.100.0 0.0.0.255
Router(config)#line 1 5
Router(config-line)#access-class 10 in

Another useful tactic is to configure vty timeouts using the exec-timeout command. This prevents
an idle session from consuming a vty indefinitely. Although its effectiveness against deliberate
attacksisrelatively limited, it also provides some protection against sessions accidentally left idle.

The password that is sent over atelnet sessionisin clear text. This makestelnet an insecure method.
SSH is amore secure method of interactive access to the router.

Secure Shell (SSH) Protocol

SSH was originally intended to replace telnet and the UNIX r- commands. Both of these session
types have vul nerahilities such as spoofing, man-in-the-middl e attacks, and session hijacking, which
SSH addresses and mitigates for the most part. For maintaining confidentiality and integrity in
accessing arouter, it is recommended to deploy SSH rather than telnet.

SSH protects against the following:

Attacks from machines pretending to be another server, router, or adomain name server

| P spoofing, where aremote host sends out packets that pretend to come from another
trusted host

I P source routing, where ahost can pretend that an | P packet comes from another trusted host
DNS spoofing, where an attacker forges name server records

Interception of clear-text passwords or data on the network

Manipulation of data by people in control of intermediate hosts

Setting Up a Cisco I0S Router or Switch as an SSH Client
Before you start with the SSH configuration, download the required image on your router. The SSH
server requires you to have an IPSec (DES or 3DES) encryption software image from Cisco |0S
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Software Release 12.1(1) T downloaded on your router. The SSH client requires you to have an
IPSec (DES or 3DES) encryption software image from Cisco | OS Software Release 12.1(3)T
downloaded on your router.

To enable SSH support on a Cisco |OS router, follow these four steps:

Step 1 Configure the hosthame command.
Step 2 Configure the DNS domain.

Step 3 Generate the SSH key to be used.

Step 4 Enable SSH transport support for the vty.

Router(config)#hostname JAH

JAH(config)#aaa new-model

JAH(config)#username haile password @ selassie
JAH(config)#ip domain-name secure-exam.org
JAH(config)#cry key generate rsa
JAH(config)#ip ssh time-out 60

JAH(config)#ip ssh authentication-retries 3
JAH(config)#line vty 0 4
JAH(config-1line)#transport input SSH

Port Security for Ethernet Switches

The port security feature enables you to block input to an Ethernet, Fast Ethernet, or Gigabit
Ethernet port when the MAC address of the station attempting to access the port is different from
any of the MAC addresses specified for that port. Thisalso isreferred to as MAC address lockdown.

Theglobal resourcefor the systemis 1024 MAC addresses. In addition to thisglobal resource space,
thereis space for one default MAC address per port to be secured. The total number of MAC
addresses that can be specified per port is limited to the global resource of 1024 plus one default
MAC address. The total number of MAC addresses on any port cannot exceed 1025.

The maximum number of MAC addressfor each port is determined by your network configuration.
The following combinations are examples of valid allocations:

m 1025 (1 + 1024) addresses on 1 port and 1 address each on the rest of the ports
m 513 (1+512) each on 2 portsin asystem and 1 address each on the rest of the ports

m 901 (1+900) on1port, 101 (1 + 100) on another port, 25 (1 + 24) on the third port, and
1 address each on the rest of the ports

After you allocate the maximum number of MAC addresses on a port, you can either specify the
secure MAC addressfor the port manually or you can have the port dynamically configurethe MAC
address of the connected devices. Out of an alocated number of maximum MAC addresses on a



Port Security for Ethernet Switches 93

port, you can manually configure al, allow all to be autoconfigured, or configure some manually
and allow the rest to be autoconfigured. After addresses have been manually configured or auto-
configured, they are stored in NVRAM and maintained after a reset.

After you allocate a maximum number of MAC addresses on a port, you can specify how long
addresses on the specified port will remain secure. After the age time expires, the MAC addresses
on the port become insecure. By default, all addresses on a port are secured permanently.

In the event of a security violation, you can configure the port to go into shutdown mode or
restrictive mode. The shutdown mode option enabl es you to specify whether the port is permanently
disabled or disabled for only a specified time. The default isfor the port to shut down permanently.
The restrictive mode option enables you to configure the port to remain enabled during a security
violation and drop only packets that are coming in from insecure hosts.

When a secure port receives a packet, the source MAC address of the packet is compared to the list
of secure source addresses that were manually configured or autoconfigured (learned) on the port.
If aMAC address of adevice attached to the port differs from the list of secure addresses, the port
shuts down permanently (default mode), shuts down for the time you have specified, or drops
incoming packets from the insecure host. The port’s behavior depends on how you configure it to
respond to a security violation.

When a security violation occurs, the link LED for that port turns orange, and alink-down trap is
sent to the SNMP manager. An SNMP trap is not sent if you configure the port for restrictive
violation made. A trap is sent only if you configure the port to shut down during a security violation.

Configuring Port Security
Consider the following when configuring port security:

m You cannot configure port security on atrunk port.
m You cannot enable port security on a SPAN destination port and vice versa.
m You cannot configure dynamic, static, or permanent CAM entries on a secure port.

m  When you enable port security on a port, any static or dynamic CAM entries associated with
the port are cleared; any currently configured permanent CAM entries are treated as secure.

NOTE Thefollowing port security configuration is for Catalyst OS (CatOS)—it differs for
switches running native |OS (for example, Cat 3550 and 2950XL).
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Example 5-8 shows how to enable port security using the learned MAC address on aport and verify
the configuration.

Example 5-8 Enabling Port Security on Port 2/19

ATL-SWITCH> (enable) set port security 2/19 enable

Port 2/19 port security enabled with the learned mac address.
Trunking disabled for Port 2/19 due to Security Mode
ATL-SWITCH> (enable) show port 2/19

Port Name Status Vlan Level Duplex Speed Type
e comected 2 nornal full 100 fo0BaseTX
Port Security Secure--Addr Last-Src-Addr Shutdown Trap IfIndex

2/19 enabled 00-90-20-03-CC-08 00-90-2b-03.-0C-08 No  disabled 1081
Port Broadcast-Limit Broadcast-Drop

P S 0

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize

2/19 0 0 0 0 0
Port Single-Col Multi-Coll Late-Coll Excess-Col Carri-Sen Runts Giants
2/19 0 0 0 0 0 0 0

Fri June 8 2003, 19:31:10

Example 5-9 shows how to enable port security on aport and manually specify the secure MAC
address.

Example 5-9 Manually Assigning a MAC Address to a Port

ATL-SWITCH> (enable) set port security 3/8 enable 00-A0-3C-03-2D-03

Port 3/8 port security enabled with 00-A0-3C-03-2D-03 as the secure mac address
Trunking disabled for Port 3/8 due to Security Mode

ATL-SWITCH> (enable)

ATL-SWITCH> (enable) show port security 3/8

Port Security Violation Shutdown-Time Age-Time Max-Addr Trap IfIndex
3/8 enabled shutdown 300 60 5 disabled 921
Port Num-Addr Secure--Addr  Age-Left Last-Src-Addr Shutdown/Time-Left

3/8 1 00-A0-3C-03-2D-03 60 00-A0-3C-03-2D-03 no -
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

Securing the administrative accesses to the Cisco router is one of the many tasks that have to be
completed to secure the network. Administrative access points, such as the console and vty access,
should require at minimum a password. Creating privilege levels on the Cisco routers for the type
of commands authenticated users can execute provides an additional level of security.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

)

How many levels of command access does the CLI have?

What are some of the characteristics of the enable password?
What are the commands associated with privileged level 0?

What is the banner login command used for?

Give one of example of telnet vulnerability?

Give two advantages of using SSH for connecting to your device?
What is maximum number of MAC addresses allowed on a port?

What does the service passwor d-encryption command do?

© © N o o M w N

What is the advantage of using the enable secret command over enable password command?

-
d

What are the steps required to configure SSH on a Cisco 10S router?






PART Ill: Authentication,
Authorization, and Accounting
(AAA)

Chapter 6 Authentication

Chapter 7 Authentication, Authorization, and Accounting

Chapter 8 Configuring RADIUS and TACACS+ on Cisco I0S Software

Chapter 9 Cisco Secure Access Control Server

Chapter 10 Administration of Cisco Secure Access Control Server



This part of the book addresses the following exam objectives as posted at Cisco.com:

m Describe the components of abasic AAA implementation

m Test the perimeter router AAA implementation using applicable debug commands

m Describe the features and architecture of CSACS 3.0 for Windows

m  Configure the perimeter router to enable AAA processes to use a TACACS remote service
m Configure AAA on aCisco |OS Firewall
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m PAP and CHAP Authentication




CHAPTER 6

Authentication

The identification and verification of users requesting access to a device or network is one of
the core objectives of security. Although several methods of authentication are available, it is
essential that one or a combination of authentication be used to secure the device or network.
This chapter provides an introduction to the different types of authentication methods that you
can use for Cisco devices and networks.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The eight-question quiz, derived from the major sectionsin “ Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 6-1 outlinesthe major topics discussed in this chapter and the Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 6-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
TACACS 5

RADIUS 7

CHAP and PAP 6,8

Configuring Line Authentication 4

Authentication 1,23
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CAUTION Thegoa of self-assessment is to gauge your mastery of the topicsin this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you should
mark this question wrong for purposes of the self-assessment. Giving yourself credit for an
answer you correctly guess skews your self-assessment results and might provide you with afalse
sense of security.

1. Which of the following istrue? (Choose two.)

a.

Authentication provides a method for verifying the identity of users.
NAS cannot provide authentication.

Usernames and passwords can be stored on NAS.

Cisco does not support RADIUS.

2. Which of the following isthe least secure method of authentication? (Choose two.)

Username/password static
Username/password aging
Session key one-time password
Token cards

3. Which of the following security protocolsis not_supported by Cisco network devices?

TACACS+
RADIUS
Kerberos
TLS

4. Which of the following command syntax is correct for creating a username and password
locally onthe NAS?

a.
b.

C.

Router(config)#username meron password kOnjO
Router#user name meron passwor d kOnj0
Router(config)#set username meron set password kOnjoO

Router#set username meron password kOnjo
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5. Which port isreserved for TACACS+?

a. UDP 1645
b. TCP 1645
c. TCP49
d. UDP49

6. Password Authentication Protocol (PAP)

a. Involves atwo-way handshake where the username and password are sent across the link
in clear text.

b. Sends username and passwords in encrypted format.
c. Involves a one-way handshake.
d. Isnot supported by Cisco network devices.

7.  Which of the following port does RADIUS use?

a. UDP49
b. TCP 1645
c. TCP49
d. UDP 1645

8. The CHAP authentication protocol

a. Involves athree-way handshake.
b. Involves aone-way handshake.
c. Isnot supported by Cisco network devices.

d. Sends password in clear text.

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 6 or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q& A” section.

m 7 or 8overall score—If you want more review on these topics, skip to the “ Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Authentication

Authentication provides the method for verifying the identity of users and administrators who are
requesting access to network resources, through username and password dialog boxes, challenge
and response, token cards, and other methods.

Various types of authentication methods are available today. They range from the simple username
and password databasesto stronger implementation of token cards and one-time passwords (OTPs).
Table 6-2 lists the authentication methods, from the strongest and most complex methods to the
weakest and easy methods.

Table 6-2 Authentication Methods

Method Description

Token cards and soft Token cards are small electronic devices. A PIN is given to users. The user
tokens authenticates with a combination of the token card and the PIN.

One-time passwords OTP systems are based on a secret pass-phrase that generates passwords.

These are only good for one-time use, and thus guard against eavesdrop-
ping attacks, playback attacks, and password attacks.

Username and passwords The user must change the password because it expires (usually every 30—60

(with expiration date) days).
Static username and The password is the same unless changed by the system administrator.
password database Vulnerable to password-cracking programs and other password attacks.

No username and password | Thisis usually an open invitation to hackers who discover the access
method to gain access to the network system.

Configuring Line Password Authentication
You can provide access control on aterminal line by entering the password and establishing
password checking. To do so, use the following commands in line configuration mode:

Router(config) line console 0
Router(config-line)# password password
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The password checker is case-sensitive and can include spaces; for example, the password Secret is
different from the password secret, and you can use two words for an acceptable password. You can
disable line password verification by disabling password checking. To do so, use the following
command in line configuration mode:

Router(config-line)# no login authentication

NOTE A password for avty line has to be configured for telnet access to work.

Configuring Username Authentication
You can create a username-based authentication system, in which auser is prompted for ausername
and password when attempting to access the network access server (NAS) or router. The username
and password database is stored locally on the Cisco NAS device.

To establish username authentication, use the following commands in global configuration mode

Router(config)# username name [nopassword | password password
password encryption-type encrypted-password]

The following example shows the creation of a user named Meron with a password DOwnUnd3r.

Router(config)# username Meron password DOwnUnd3r

NOTE Passwords display in clear text in your configuration unless you enable the service
passwor d-encryption command.

L ocal username and password works very well for administrative access authentication. For remote-
accessdial-in users, however, using an external database to do authentication may be agood choice.

Remote Security Servers
A remote security database provides uniform remote-access security policies throughout the
enterprise. It centrally manages all remote user profiles. Cisco network devices support the
following three primary security server protocols:

m TACACS+
m RADIUS
m Kerberos
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TACACS Overview
Terminal Access Controller Access Control System (TACACYS) providesaway to centrally validate
all usersindividually before they can gain accessto arouter or access server. TACACS was derived
from the United States Department of Defense and is described in RFC 1492. TACACS is an open
protocol and can be ported to most username or password databases. Figure 6-1 showsa TACACS+
server supporting adialup client.

Figure 6-1 TACACS+ Server Supporting a Dialup User

User Request for Authentication E

Dial-Up Client NAS

The Cisco |0S Software implements TACACS to allow centralized control over who can access
routers and access servers. Authentication also can be provided for Cisco 10S administration tasks
on the routers’ and access servers user interfaces. With TACACS enabled, the router and access
server prompts the user for a username and a password. Then the router or access server queries
aTACACS server to determine whether the user provided the correct corresponding password.
TACACS was originally designed to run on UNIX workstations but can now run on Windows too.
The three current versions of TACACS security server application are as follows:

m TACACS—An older access protocol, incompatible with the newer TACACS+ protocaol. It
provides password checking and authenti cation and notification of user actionsfor security and
accounting purposes.

m  XTACACS—AnN extension to the older TACACS protocol, supplying additional functionality
to TACACS. Extended TACACS providesinformation about protocol trand ator and router use.
Thisinformation is used in UNIX auditing trails and accounting files.

m  TACACS+—Animproved protocol providing detailed accounting information and flexible
administrative control over authentication and authorization processes. TACACS+ isfacilitated
through AAA and can be enabled only through AAA commands.

The TACACS and XTACACS protocols in Cisco |OS Software are officially considered end-of -
maintenance and are no longer maintained by Cisco for bug fixes or enhancement.

TACACS+ provides for separate and modular authentication, authorization, and accounting facili-
ties. TACACS+ alowsfor asingle access control server (the TACACS+ daemon) to provide authen-
tication, authorization, and accounting services independently. Each service can betied into itsown
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database to take advantage of other services available on that server or on the network, depending
on the capabilities of the daemon.

The TACACS+ protocol provides authentication between the NAS and the TACACS+ daemon, and
it ensures confidentiality because all protocol exchanges between aNAS and a TACACS+ daemon
are encrypted, typically using Message Digest 5 (MD5) algorithms. TACACS+ can forward the
password typesfor ARA, SLIP, PAP, CHAP, and standard telnet. Therefore, clients can usethe same
username password for different protocols. TCP port 49 isreserved for TACACS+.

RADIUS Overview
RADIUS isadistributed client/server protocol that secures networks against unauthorized access.
RADIUS includes two pieces: an authentication server and client protocols. A NAS operates as a
client of RADIUS. The client is responsible for passing user information to designated RADIUS
servers, and then acting on the response that is returned. RADIUS servers are responsible for
receiving user connection requests, authenticating the user, and then returning all configuration
information necessary for the client to deliver service to the user. The RADIUS servers can act as
proxy clientsto other kinds of authentication servers. RADIUS uses UDP as the communication
protocol between the client and the server on port UDP 1645. Figure 6-2 shows a RADIUS server

supporting adialup client.
% m RADIUS Server
NAS

Dial-Up Client

Figure 6-2 Dialup Client Supported by a RADIUS Server

RADIUS encrypts only the password in the access-request packet, from the client to the server. The
remainder of the packet is unencrypted. Other information, such as username, authorized services,
and accounting, could be captured by athird party.

The RADIUS server supports a variety of methods to authenticate a user. When it is provided with
the username and original password given by the user, it can support PPP, PAP, CHAP, UNIX login,
and other authentication mechanisms.

RADIUS combines authentication and authorization. The access-accept packets sent by theRADIUS
server to the client contain authorization information. This makes it difficult to decouple authenti-
cation and authorization. RADIUS does perform accounting separately.
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When auser attempts to log in and authenticate to an access server using RADIUS, the following
steps occur:

1. Theuser isprompted for and enters a username and password.
2. The username and encrypted password are sent over the network to the RADIUS server.

3. The user receives one of the following responses from the RADIUS server:

« ACCEPT—The user is authenticated.

 REJECT—The user is not authenticated and is prompted to reenter the username
and password, or access is denied.

* CHALLENGE—A challengeisissued by the RADIUS server. The challenge col-
lects additional data from the user.

* CHANGE PASSWORD—A reguest isissued by the RADIUS server, asking the
user to select a new password.

TheACCEPT or REJECT responseisbundled with additional datathat isused for EXEC or network
authorization. You must first complete RADIUS authenti cation before using RADIUS authorization

Table 6-3 shows a brief comparison between TACACS+ server and RADIUS.

Table 6-3 Features of TACACS+ and RADIUS Protocols

Functionality TACACS+ RADIUS
AAA support Authentication, authorization, and Authentication and authorization are
accounting services are separate. combined, but accounting services
are separate.
Transport protocol TCP port 49. UDP Port 1645—A uthentication/
Authorization

UDP Port 1646—A ccounting

Above are the original RFC ports
(still supported)

New (additional) ports are

UDP Port 1812—Authentication/
Authorization

UDP Port 1813—Accounting

Challenge/response Bidirectional. Unidirectional.

Protocol support Multiproctocol support. No NetBEUI, ARA.
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Table 6-3 Features of TACACS+ and RADIUS Protocols (Continued)

Functionality TACACS+ RADIUS

Dataintegrity The entire TACACS+ packet is Only the user password is encrypted.
encrypted in MD5.

Accounting Limited. Extensive.

Kerberos Overview
The Kerberos protocol was designed by the M assachusetts I nstitute of Technology to provide strong
authentication for client/server applications by using secret-key cryptography. Kerberos keeps a
database of its clients and their private keys. The private key is alarge number known only to
Kerberosand the client it belongsto. In the case that the client isauser, it isan encrypted password.
Network services requiring authentication register with Kerberos, as do clientswanting to use those
services. The private keys are negotiated at registration.

Because Kerberos knows these private keys, it can create messages that convince one client that
another isreally who it claimsto be. Kerberos also generates temporary private keys, called on
keys, which are given to two clients and no one else. A session key can be used to encrypt messages
between two parties.

Kerberos providesthree distinct level s of protection. The application programmer determineswhich
is appropriate, according to the requirements of the application. For example, some applications
requireonly that authenticity be established at theinitiation of anetwork connection and can assume
that further messages from a given network address originate from the authenticated party.

Other applications require authentication of each message, but do not care whether the content of
the message is disclosed. For these, Kerberos provides safe messages. Yet ahigher level of security
isprovided by private messages, where each message is not only authenticated but also encrypted.
Private messages are used, for example, by the Kerberos server itself for sending passwords over the
network.

You can find more information on Kerberos at http://web.mit.edu/kerberos/wwwy/.

PAP and CHAP Authentication

Traditionally, remote users dial in to an access server to initiate a PPP session. PPP is the standard
encapsulation protocol for thetransport of different network protocolsacross|SDN, serial, or Public
Switched Telephone Network (PSTN) connections.

PPP currently supportstwo authentication protocols: PAP and CHAP. Both are specified in RFC 1334
and are supported on synchronous and asynchronous interfaces. Authentication via PAP or CHAPis
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equivalent to typing in a username and password when prompted by the server. CHAP is considered
to be more secure because the remote user’s password is never sent across the connection.

PAP
Password Authentication Protocol (PAP) involves atwo-way handshake where the username and
password are sent across the link in clear text. When PAP is enabled, the remote client attempting
to connect to the access server is required to send an authentication request. If the username and
password specified in the authentication request are accepted, the access server sends an authenti-
cation acknowledgment. Figure 6-3 shows the two-handshake process of PAP.

Figure 6-3 Two-Handshake Process of PAP

Username, Password
D
-~
e AccepiRejet E

Dial-Up User NAS

An example of a PAP authentication on a NAS follows:
Router(config-if)# ppp authentication pap

PAP provides no protection from playback and password attacks. A protocol analyzer could easily
capture the password. Although alot of vendors support PAP, CHAP is the preferred method of
authentication because it is more secure.

CHAP
Challenge Handshake A uthentication Protocol (CHAP) isamore secure authentication method than
PAP because the password is never sent over thewire. CHAP periodically verifiestheidentity of the
peer using athree-way handshake. Thisis done upon initial link establishment and may be repeated
any time after the link has been established. Figure 6-4 shows the three-way handshake of CHAP.

Figure 6-4 Three-Way Handshake of CHAP

Challenge
-«
D Response E
_— >
=
Accept/Reject NAS

Dial-Up User
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After thelink establishment phaseis complete, the access server sendsa“ challenge’ messageto the
remote peer. The remote peer responds with avalue calculated using a“one-way hash” function
(typically MD5). The access server checks the response against its own calculation of the expected
hash value. If the values match, the authentication is acknowledged.

CHAP provides protection against playback attacks through the use of an incrementally changing
identifier and avariable challenge value. The use of repeated challengesisintended to limit thetime
of exposure to any single attack. The access server isin control of the frequency and timing of the
challenges.

MS-CHAP
Microsoft Challenge Handshake A uthentication Protocol (MS-CHAP) is the Microsoft version of
CHAP and isan extension of RFC 1994. Like the standard version of CHAP, MS-CHAP isused for
PPP authentication; in this case, authentication occurs between a PC using Microsoft Windows NT
or Microsoft Windows 95 and a Cisco router or access server acting asaNAS.

MS-CHAP differs from the standard CHAP as follows:

m  MS-CHAPisenabled by negotiating CHAP algorithm 0x80 in LCP option 3, Authentication
Protocol.

m The MS-CHAP response packet isin aformat designed to be compatible with Microsoft
Windows. Thisformat does not require the authenticator to store aclear or reversibly encrypted
password.

m  MS-CHAP provides an authenticator-controlled authentication retry mechanism.
m  MS-CHAP provides an authenticator-controlled change-password mechanism.

m  MS-CHAP defines a set of reason-for-failure codes returned in the failure packet's Message
field.
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at aminimum know all the detailsin each “ Foundation Summary” before
going to take the exam.

m  Authentication methods vary from strong to weak:
— One-time passwords using token cards

— One-time passwords using token cards

— The session key one-time password (OTP) systems
— Expiring or aging username and passwords

— Static username and password

— No username and password

m TACACS+ separates authentication, authorization, and accounting services. RADIUS
combines authentication and authorization but separates accounting services.

m CHAP periodically verifies the identity of the peer using a three-way handshake.

m  PAPinvolves atwo-way handshake where the username and password are sent across the link
in clear text. PAP provides no protection from playback and password attacks.
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Q&A

As mentioned in the introduction, “How to Use This Book,” you have two choices for review
guestions. The questions that follow next give you a bigger challenge than the exam itself by using
an open-ended question format. By reviewing now with this more difficult question format, you can
exercise your memory better and prove your conceptual and factual knowledge of this chapter. The
answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

o o &> w

N

Which port is reserved TACACS+ use?

Why is PAP considered insecure compared to other authentication protocols such CHAP and
MS-CHAP?

What type of encryption algorithm does CHAP uses during the three-way handshake?
Who devel oped and designed the Kerberos authentication protocol ?
Give one difference between CHAP and MS-CHAP?

Which versions of the TACACS protocol in Cisco 10S Software have officially reached end-of -
maintenance?

What command is used to disable the console password for a network access server?
Which two popular authentication methods does PPP support?

In the RADIUS security architecture, what is the network access server?



This chapter covers the
following subjects:

m AAA Overview
m Configuring AAA Services

m Troubleshooting AAA



CHAPTER 7

Authentication, Authorization,
and Accounting

An access control system hasto be in place to manage and control access to network services
and resources. Authentication, authorization, and accounting (AAA) network security services
provide the primary framework through which you set up access control on your router or
network access server (NAS).

“Do | Know This Already?” Quiz

Table 7-1

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 7-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Configure AAA on Cisco 10S Firewall 1-6,9, 10

Test the Perimeter Router AAA 7,8
Implementation Using Applicable debug
Commands

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. Which of the following best describes AAA authentication?

a.

Authentication is last defense against hackers.

Authentication can only work with firewalls.

Authentication is the way a user isidentified prior to being allowed into the network.
Authentication is away to manage what a user can do on a network.

Authentication isway to track what a user does once logged in.

2.  Which of the following best describes AAA authorization?

Authorization cannot work without accounting.
Authorization provides the means of tracking and recording user activity on the network.
Authorization isthe way a user isidentified.

Authorization determines which resources the user is permitted to access and what opera-
tion the user is permitted to perform.

3. Which of the following best describes AAA accounting?

Accounting is the way that users are identified before they log in to the network.

Accounting enables you to track the services users are accessing as well as the amount of
network resources they are consuming.

Accounting cannot be used for billing.
Accounting isaway to curtail where users can go on a network access server.
AAA accounting is used only to track userslogging on to the network.

4. What isthe command that enables AAA on anetwork access server or arouter?

aaain

aaaon

aaa new-model
enable aaa

start aaa services

5.  Which of thefollowing isthe correct syntax to specify RADIUS as the default method for a
user authentication during login?

a.

b.

authentication radiuslogin
login radius aaa authentication



c.
d.

e.

“Do | Know This Already?” Quiz

aaa login authentication group radius
aaa authentication login default group radius
radius authentication login

6. Which of the following authorization methods does AAA not support?

7.

8.

9.

TACACS+
RADIUS
SQL

NDS
Cisco

What command enables you to troubleshoot and debug authentication problems?

debug authentication
debug aaa authentication
authentication debug aaa
show authentication
show aaa authentication

How do you track user activity on your network access server?

You cannot track user activities on your NAS.
Use AAA authorization only.

Use AAA authentication only.

A and B.

Configure AAA accounting.

117

Which of the following commands requires authentication for dialup users viaasync or ISDN
connections?

a.
b.

C.

ppp authentication default radius
aaa authentication ppp default local
authentication lineisdn

aaa authentication login remote
aaa ppp authentication radius
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10. After an authentication method has been defined, what is the next step to make AAA
authentication work on the access server?

a. Set up AAA accounting.

b. Do nothing.

c. Apply the authentication method to the desired interface.
d. Reload therouter or NAS.

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

AAA Overview

Access control is the cornerstone in ensuring the integrity, confidentiality, and availability of a net-
work and its resources. Enforcing identification and verification of users, permitting, and then re-
porting or auditing their activity provides a solid framework for security. You can think of it as
accessing some secure buildings today. When you first walk in front door, you are asked to provide
your identification. Your name islogged in and then you are permitted to go beyond the lobby into
the building. After you have access through the front door, it does not necessarily mean that you are
permitted to access all the floors or offices within the building. You only have access to the rooms
and floors to which you are given permission. At the end of the day when you leave, your departure
from the building will be logged.

Now that is a high level overview of what you would like to accomplish with users accessing your
network and resources. You would like to first identify and verify who they are, then give them per-
mission to only some of resources on the network, and also have the capability to audit their activity
while they arein your network. You can accomplish these functions by configuring authentication,
authorization, and accounting (better as known asAAA) on the Cisco 10S Software.

AAA provides amodular way to perform the authentication, authorization, and accounting through
the use of method lists, as discussed in the following sections.

Authentication
Authentication is the verification that the user’'s claimed identity is avalid. Mechanisms used to
verify authentication include usernames and passwords, challenge and response, and token cards.
Chapter 6, “Authentication,” discusses these mechanismsin more detail.

Most Cisco products support AAA authentication that uses local authentication (for instance, on
the router) or that uses a remote security server database such as a Cisco access control server or
RADIUS server. The loca authentication method is an effective solution for a small user commu-
nity, whereas the separate remote security server is scalable and appropriate for alarger community
of users.

AAA authentication serviceisimplemented by first defining the authenti cation method, also known
as method list, and then applying the method list to the interface desired. Having more than one
method of authentication ensures a continuity of the authentication service should one of the authen-
tication methods fail. In addition to defining the type of authentication to be performed, a method
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list also defines the sequence in which the authentication will be performed. If no method lists are
defined for an interface, the default method list applies. With the exception of local, line password,
and enable password, all authentication methods must be defined through AAA.

NOTE When auser submits an incorrect username and password combination, a FAIL
response occurs. On the other hand, an ERROR occurs when the security server failsto respond
to an authentication request. Secondary and tertiary authentication method lists are used only
when an ERROR is detected and not when a FAIL response occurs.

Authorization

Authorization determines which resources the user is permitted to access and which operations the
user is permitted to perform after being successfully authenticated. Just like AAA authentication,
authorizationinformation for each user iseither stored locally on theroutersor remotely on TACACS+
RADIUS security servers. AAA authorization works by comparing attributes that describe the
authorization of the user to information stored in the database. Like AAA authentication method
lists, authorization method lists have to befirst defined and then applied to the desired interface. Al
authorization methods must be defined through AAA.

Accounting

User activity reporting, such as start and stop times, executed commands, number of packets, user
identities, and number of bytes, are logged by the AAA accounting service. Information collected,
including the amount of resources consumed by users, can be used for billing and auditing.

Configuring AAA Services

AAA configuration includesfour mandatory stepsand two optional steps. It involvesenabling AAA,
providing security server information, defining the method list, and then applying the method list to
the interface of interest. The following steps describe the configuration process:

Step 1 Activate AAA services by using the aaa new-model command.

Step 2 Select the type of security protocols (for instance, RADIUS, TACACSH, or
Kerberos).

Step 3 Define the method list’s authentication by using an aaa authentication
command.

Step 4 Apply the method list to a particular interface or line, if required.
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Step b (Optional) Configure authorization using the aaa authorization command.

Step 6 (Optional) Configure accounting using the aaa accounting command.

Configuring AAA Authentication
Administrative and remote LAN network access to routers and network access servers can be
secured using AAA. To configure AAA authentication, perform the following steps:

Step 1 Activate AAA by using the aaa new-model command.

Step 2 Create alist name or use default. A list name is alphanumeric and can have
one to four authentication methods.

Step 3 Specify the authentication method lists for the aaa authentication
command. You may specify up to four.

Step 4 Apply the method list to an interface (for example, sync, async, and virtual -
configured PPP, SLIP, and NASI) or to lines (for example, vty, tty, console,
aux, and async lines).

There are severa aaa authentication commands available in Cisco 10S Software Release 12.2,
including the following:

m aaaauthentication arap

m aaaauthentication login
m aaaauthentication ppp

m aaaauthentication enable
m aaaauthentication banner

m aaaauthentication username-prompt
m aaaauthentication fail-message

m aaaauthentication nas
The following sections discuss these three aaa authentication commands:

m aaaauthentication login
m aaaauthentication ppp
m aaaauthentication enable
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Configuring Login Authentication Using AAA
Multiple login authentication methods are available in the AAA security services. The aaa authen-
tication login command is used to enable AAA authentication. With this command, you create one
or more lists of authentication methods that are tried at login. These lists are then applied to inter-
facesyou areinterested in. Table 7-2 describes the steps for applying the aaa authentication login
command.

Step 1 Enable AAA.

Router(config)#aaa new-model
Step 2 Create alocal authentication list.

Router(config)# aaa authentication login {default | l1ist-name} method1 [method2...]
Step 3 Apply the authentication list to aline or set of lines.

Router(config-line)# login authentication {default | l1ist-name}

Thelist-name argument can be any namethat you give to describe the list. The method argument
is the name of the method the authentication algorithm tries. The additional methods of authen-
tication are used only if the preceding method returns an error. The none argument lets the
authentication succeed if al the authentication methods return an error.

Table 7-2 lists the supported login authentication.

Table 7-2 Supported login authentication

Keyword Description

default Uses the listed authentication methods that follow this argument as the default
list of methods when a user logsin.

list-name Character string used to name the list of authentication methods activated when
auser logsin.

method Specifies at least the following keywords.

enable Uses the enable password for authentication.

krb5-telnet Uses the Kerberos 5 telnet authentication protocol when using telnet to connect
to the router.

line Uses the line password for authentication.

local Uses the local username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.
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Table 7-2 Supported login authentication (Continued)

Keyword Description
group radius Usesthelist of all RADIUS servers for authentication.
group tacacs+ Usesthe list of all TACACS+ servers for authentication.

group group-name Uses a subset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radiusor aaa group server tacacs+ command.

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)

Example 7-1 shows use the local username database as the method of user authentication at the
console interface.

Example 7-1 Sample Configuration for Console Interface Access Using AAA Authentication Login

Router(config)#aaa new-model

Router(config)#username meron password abc123
Router(config)#aaa authentication login conaccess local
Router(config)#line console 0

Router(config-line)#login authentication conaccess

Enabling Password Protection at the Privileged Level
Use the aaa authentication enable default command to create a series of authentication methods
that are used to determine whether a user can access the privileged EXEC command level. The
following shows the syntax for aaa authentication enable:

Router(config)# aaa authentication enable default method? [method2...]

Table 7-3 shows aaa authentication enable default methods.

Table 7-3 aaa authentication enable default Methods

Keyword Description

enable Uses the enable password authentication.

line Uses the line password for authentication.

none Uses no authentication.

group radius Usesthelist of all RADIUS hosts for authentication.

group tacacs+ Usesthe list of all TACACS+ hosts for authentication.

group group-name Uses asubset of RADIUS or TACACS+ serversfor authentication as defined by
the aaa group server radiusor aaa group server tacacs+ command.
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Example 7-2 shows a configuration for privileged EXEC access authentication using AAA.

Example 7-2 Configuring Privileged EXEC Access Authentication Using AAA

Router(config)#aaa new-model
Router(config)#aaa authentication enable default enable

Configuring PPP Authentication Using AAA
Userswho dial in to your network need to be authenticated. Dialup configuration (PPPARA) is
typically configured on serial interfaces on your router. AAA provides arange of authentication
methodsfor use on the serial interfaces configured for PPP. The aaa authentication ppp command
enablesAAA authentication. The syntax for aaa authentication ppp is asfollows:

aaa authentication ppp {default | l1ist-name} method1 [method2...]
Table 7-4 shows aaa authentication ppp methods.

Table 7-4 aaa authentication ppp Methods

Keyword Description

if-needed Does not authenticate if user has aready been authenticated on tty line.

krb5 Uses Kerberos 5 for authentication (can only be used for PAP authentication).

local Usesthelocal username database for authentication.

local-case Uses case-sensitive local username authentication.

none Uses no authentication.

group radius Usesthelist of all RADIUS servers for authentication.

group tacacs+ Usesthe list of all TACACS+ servers for authentication.

group group-name Uses asubset of RADIUS or TACACSH+ servers for authentication as defined by
the aaa group server radiusor aaa group server tacacs+ command.

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)

The following steps outline the configuration procedure for AAA authentication methods for serial
lines using PPP:
Step 1 Enable AAA globally.

Router(config)# aaa new-model
Step 2 Create alocal authentication list.

Router(config)# aaa authentication ppp {default | l1ist-name} method1 [method2..]
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Step 3 Enter the configuration mode for the interface to which you want to apply the
authentication list.
Router(config)#interface interface-type interface-number

Step 4 Apply the authentication list to aline or set of lines.

Router(config-if)# ppp authentication {protocoli?[protocol2...]1} [if-needed]
{default | Iist-name}[callin] [one-time]

The configuration shown in Example 7-3 has AAA authentication configured for PPP connections
to use the local username database as the default method for user authentication.

Example 7-3 Configuration of aaa authentication ppp

Router(config)#aaa new-model
Router(config)#username meron password abc123
Router(config)#aaa authentication ppp default local

Configuring AAA Authorization
You can restrict the type of operation users can perform or the network resources they can access by
using the AAA authorization service. After AAA authorization is enabled and configured, user
profiles are stored on the local database or in a remote security server. From information in these
profiles, users' sessions are configured after they have been authenticated.

AAA supports five different methods of authorization:

m  TACACS+—User profileinformation is stored on aremote security server that has TACACS+
services running. The network access server communicates with the TACACS+ service to
configure the user’s session.

m [f-authenticated—Successful authentication is required first before the user is allowed to
access the requested function.

m  None—Authorization is not performed over thisline or interface.

m Local—User information is stored locally on the router or access server

m  RADIUS—User profileinformation is stored on aremote security server. The router or access
server reguests authorization information from the RADIUS security server.

AAA authorization controls the user’s activity by permitting or denying access to what type of net-
work access a user can start (PPP, SLIP, ARAP), what type of commands the user can execute, and
more. The seven types of AAA authorization supported on the Cisco |0S Software are as follows:

m  Auth-proxy—Applies specific security policies on a per-user basis.

m  Commands—Appliesto the EXEC mode commands a user issues. Command authorization
attempts authorization for all EXEC mode commands, including global configuration com-
mands, associated with a specific privilege level.
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m EXEC—Appliesto auser EXEC terminal session.

m  Network—Appliesto network connections. This can include a PPP, SLIP, or ARAP

connection.

m Reverseaccess—Appliesto reverse telnet sessions.

m Configuration—Appliesto downloading configurations from the AAA server.

m |P mobile—Appliesto authorization for P mobile services.

The syntax for the aaa authorization command is as follows:

Router(config)# aaa authorization {auth-proxy | network | exec | commands Ievel |
reverse-access | configuration | ipmobile} {default | 1ist-name}
[method1 [method2]]

Table 7-5 shows aaa authorization command parameters.

Table 7-5 aaa authorization Command Parameters

Keyword Description

network Enables authorization for all network-related service requests, including SLIP,
PPP, PPP NCPs, and ARAP.

auth-proxy Enabl es authorization that applies specific security policies on a per-user basis.
For detailed information on the authentication proxy feature, see Chapter 15,
“Authentication Proxy and the Cisco 10S Firewall.”

exec Enabl es authorization to determine whether a user is allowed to run an EXEC
shell.

commands Enables authorization for specific, individual EXEC commands associated with
aspecific privilege level. This enables you to authorize all commands associated
with a specified command level from 0 to 15.

rever se-access Enables authorization for reverse telnet functions.

configuration

Downloads the configuration from the AAA server.

default Uses the listed authentication methods that follow this argument as the default
list of methods for authorization.

level Specific command level that should be authorized, from 0 through 15.

list-name Character string used to name the list of authentication methods.

method Specifies at least one of the keywords that follow.

group group-name

Uses asubset of RADIUS or TACACS+ servers for authentication as defined by
the aaa group server radiusor aaa group server tacacs+ command.

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)
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The following steps outline the configuration procedure for AAA authorization methods:

Step 1 Create an authorization method list for a particular authorization type and
enable authorization.

Router(config)# aaa authorization {auth-proxy | network | exec | commands Ievel
reverse-access | configuration | ipmobile} {default | list-name}
[method1 [method2...]1]

Step 2 Enter theline configuration modefor the linesto which you want to apply the
authorization method list.
Router(config)# line [aux | console | tty | vtylline-number [ending-line-number]

Step 3 Apply the authorization list to aline or set of lines.

Router(config-line)# authorization {arap | commands level | exec | reverse-access}
{default | l1ist-name}

Example 7-4 shows a sample configuration of aNAS (enabled for AAA and communication with a
RADIUS security server) for AAA servicesto be provided by the RADIUS server. If the RADIUS
server failsto respond, the local database is queried for authentication and authorization
information.

Example 7-4 Configuring a NASfor AAA Services Provided by the RADIUS Server

Router(config)#aaa new-model

Router(config)#aaa authentication login admins local
Router(config)#aaa authorization network la-users group radius local
Router(config)#username mark password whatisthema7rix
Router(config)#radius-server host 10.2.1.17
Router(config)#radius-server key ToPs3cret
Router(config)#interface group-async 1
Router(config-line)#group-range 1 16
Router(config-line)#encapsulation ppp
Router(config-1line)#ppp authentication chap admins
Router(config-1line)#ppp authorization la-users
Router(config)#line 1 16
Router(config-line)#autoselect ppp
Router(config-line)#modem dialin

The linesin this sample RADIUS AAA configuration are defined as follows:

m Theaaa new-model command enables AAA network security services.

m Theaaaauthentication ppp dialinsgroup radiuslocal command defines the authentication
method list dialins, which specifies that RADIUS authentication and then (if the RADIUS
server does not respond) local authentication is used on serial lines using PPP.
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The aaa authorization network la-usersgroup radiuslocal command defines the network
authorization method list named la-users, which specifies that RADIUS authorization will be
used on serial lines using PPP. If the RADIUS server failsto respond, local network authoriza-
tion is performed.

The username command defines the username and password to be used for the PPP Password
Authentication Protocol (PAP) caller identification.

Theradius-server host command defines the name of the RADIUS server host.

Theradius-server key command defines the shared secret text string between the NAS and the
RADIUS server host.

Theinterface group-async command selects and defines an asynchronous interface group.

The ppp authentication chap dialins command selects Challenge Handshake A uthentication
Protocol (CHAP) asthe method of PPP authentication and appliesthe dialins method list to the
specified interfaces.

The ppp authorization la-user s command applies the la-users network authorization method
list to the specified interfaces.

Configuring AAA Accounting
Enabling AAA accounting feature of AAA helps you log user activity, including network resource
utilization, which could be used for billing and auditing. Like authentication and authorization, the
AAA accounting feature has method lists. The two methods used by the AAA accounting feature
are RADIUS and TACACS+.

The following six types of accounting can be configured on the Cisco |OS Software:

Networ k—Provides information for al PPP, SLIP, or ARAP sessions, including packet and
byte counts.

EXEC—Provides information about user EXEC terminal sessions of the NAS.

Commands—Provides information about the EXEC mode commands that a user issues.
Command accounting generates accounting records for all EXEC mode commands, including
global configuration commands, associated with a specific privilege level.

Connection—Provides information about all outbound connections made from the NAS, such
as telnet.

System—Provides information about system-level events.

Resour ce—Provides start and stop records for calls that have passed user authentication, and
provides stop records for callsthat fail to authenticate.
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The syntax for the aaa accounting command is as follows:

aaa accounting {auth-proxy | system | network | exec | connection | commands level}
{default | l1ist-name} {start-stop | stop-only | none} [broadcast] group groupname

Table 7-6 explains the keywords and arguments for the aaa accounting command.

aaa accounting Command Syntax Explanation

Keywords Description

auth-proxy Provides information about all authenticated proxy user events.

system Performs accounting for all system-level events not associated with users, such as
reloads.

network Runs accounting for all network-related service requests, including SLIP, PPP
NCPs, and ARAP.

exec Runs accounting for EXEC shell session. This keyword might return user profile
information such as what is generated by the autocommand command.

connection Provides information about all outbound connections made from the NAS, such as

telnet, LAT, TN3270, PAD, and rlogin.

commands level

Runs accounting for all commands at the specified privilege level. Valid privilege
level entries are integers from O through 15.

Default Uses the listed accounting methods that follow this argument as the default list of
methods for accounting services.

list-name Character string used to name the list of at least one of the accounting methods.

start-stop Sends a“start” accounting notice at the beginning of a process and a* stop”
accounting notice at the end of a process.

stop-only Sends a“stop” accounting notice at the end of the requested user process.

none Disables accounting services on this line or interface.

broadcast (Optional) Enables sending accounting records to multiple AAA servers. Simulta-

neously sends accounting recordsto thefirst server in each group. If thefirst server
is unavailable, failover occurs using the backup servers defined within that group.

group groupname

radius or tacacs+.
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The following example shows aaa accounting configuration for users accessing the NAS via PPP,

Router(config)#aaa new-model

Router(config)#aaa authentication login neteng group radius local
Router(config)#aaa authentication ppp default group radius local
Router(config)#aaa authorization exec neteng group radius
Router(config)#aaa authorization network neteng group radius
Router(config)#aaa accounting exec neteng start-stop group radius
Router(config)#aaa accounting network neteng start-stop group radius

Troubleshooting AAA

After AAA services are configured, you must test and monitor your configuration. The debug com-
mand is avery useful command to troubleshoot and test your AAA configuration. The following
debug commands enabl e you to troubleshoot and test your AAA configuration:

m debug aaa authentication
m debug aaa authorization
m debug aaa accounting

Example 7-5 provides sample output of the debug aaa authentication command. A single EXEC
login that usesthe default method list and the first method, TACACS+, isdisplayed. The TACACS+
server sends a GETUSER request to prompt for the username, then a GETPASS request to prompt
for the password, and finally a PASS response to indicate a successful login. The number 35149617
isthe session ID, which is unique for each authentication. Use this ID number to distinguish differ-
ent authentications if several are occurring concurrently.

Example 7-5 debug aaa authentication Command Output

Router# debug aaa authentication

2:13:51: AAA/AUTHEN: create_user user='"' ruser='"' port='tty19'
rem_addr='192.168.100.14"' authen_type=1 service=1 priv=1

:13:51: AAA/AUTHEN/START (0@): port='tty19' list='' action=LOGIN service=LOGIN
:13:51: AAA/AUTHEN/START (@): using "default" list

:13:51: AAA/AUTHEN/START (35149617): Method=TACACS+

:13:51: TAC+ (35149617): received authen response status = GETUSER
:13:51: AAA/AUTHEN (35149617): status = GETUSER

:13:51: AAA/AUTHEN/CONT (35149617): continue_login

:13:51: AAA/AUTHEN (35149617): status = GETUSER

:13:51: AAA/AUTHEN (35149617): Method=TACACS+

:13:51: TAC+: send AUTHEN/CONT packet

:13:51: TAC+ (35149617): received authen response status = GETPASS
:13:51: AAA/AUTHEN (35149617): status = GETPASS

:13:51: AAA/AUTHEN/CONT (35149617): continue_login

:13:51: AAA/AUTHEN (35149617): status = GETPASS

NSRS RN \C R \C I \C T \CT \C I \C R \C I \C I \C T \C I \G]
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Example 7-5 debug aaa authentication Command Output (Continued)

2:13:51:
2:13:51:
2:13:51:
2:13:51:

AAA/AUTHEN (35149617): Method=TACACS+

TAC+: send AUTHEN/CONT packet

TAC+ (35149617): received authen response status = PASS
AAA/AUTHEN (35149617): status = PASS

Example 7-6 shows sample output from the debug aaa authorization command. Inthisdisplay, an
EXEC authorization for user Howard is performed. On thefirst line, the usernameis authorized. On
the second and third lines, the attribute value (AV) pairs are authorized. The debug output displays
alinefor each AV pair that is authenticated. Next, the display indicates the authorization method
used. Thefinal line in the display indicates the status of the authorization process, which, in this
case, hasfailed.

Example 7-6 debug aaa authorization Command Output

12:
12:
12:
12:
12:
12:
12:
12:

41
41
41
41
41
41
41
41

Router# debug aaa authorization
121
121
121:
121
121:
121
121
121

AAA/AUTHOR (@) : user='Howard'

AAA/AUTHOR (@): send AV service=shell

AAA/AUTHOR (0@): send AV cmd*

AAA/AUTHOR (642335165): Method=TACACS+

AAA/AUTHOR/TAC+ (642335165): user=Chris

AAA/AUTHOR/TAC+ (642335165): send AV service=shell
AAA/AUTHOR/TAC+ (642335165): send AV cmd*

AAA/AUTHOR (642335165): Post authorization status = FAIL

The aaa authorization command causes a request packet containing user profile information to be
sent to the TACACS+ services daemon as part of the authorization process. The service respondsin
one of the following three ways:

Acceptsthe request asis

Makes changes to the request

Refuses the request, thereby refusing authorization

Example 7-7 demonstrates sampl e output from the debug aaa accounting command.

Example 7-7 debug aaa accounting Command Output

Router# debug aaa accounting

16:49:21: AAA/ACCT: EXEC acct start, line 10

16:49:32: AAA/ACCT: Connect start, line 10, glare

16:49:47: AAA/ACCT: Connection acct stop:

task_id=70 service=exec port=10 protocol=telnet address=172.31.3.78
cmd=glare bytes_in=308 bytes_out=76 paks_in=45 paks_out=54 elapsed_time=14
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Theinformation displayed by the debug aaa accounting command is independent of the account-
ing protocol used to transfer the accounting information to a server. You also can use the show
accounting command to step through all active sessions and to print all the accounting records for
actively accounted functions.

The show accounting command enablesyou to display the active accountabl e events on the system.
It provides systems administrators a quick ook at what is happening and may also prove useful for
collecting information in the event of a dataloss of some kind on the accounting server.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”
before going to take the exam.

To configure security on a Cisco router or access server using AAA, follow these steps:

Step 1
Step 2

Step 3

Step 4
Step b
Step 6

Activate AAA services by using the aaa new-model command.

Select the type of security protocols (for instance, RADIUS, TACACSH, or
Kerberos).

Define the method list’s authentication by using an aaa authentication
command.

Apply the method liststo a particular interface or line, if required.
(Optional) Configure authorization using the aaa authorization command.

(Optional) Configure accounting using the aaa accounting command.

m debug aaa authentication—Displays debugging messages on authentication functions

m debug aaa authorization—Displays debugging messages on authorization functions

m debug aaa accounting—Displays debugging messages on accounting functions
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

©® N o g & w N

10.

What command enablesAAA on arouter/NAS?

Which of the AAA services can be used for billing and auditing?

What are the seven types of AAA authorization supported on the Cisco 10S Software?

What AAA command would you use to configure authentication for login to an access server?
Name two authorization methods supported by AAA?

What command enables you to troubleshoot aAAA authorization problem?

How many authentication methods can you specify in AAA configuration?

What is the difference between a FAIL response and an ERROR responsein aAAA
configuration?

How would you display all the accounting records for actively accounted functions?

What command disablesAAA functionality on your access server?






This chapter covers the
following subject:

m Configure the perimeter router to enable
AAA processes to use a TACACS remote
service



CHAPTER 8

Configuring RADIUS and
TACACS+ on Cisco 10S
Software

TACACS+ and RADIUS provide away to centrally validate users attempting to gain accessto
arouter or access server. This chapter discusses the basic configuration of a network access
server (NAS) and router to work with TACACS+ and RADIUS servers.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The eight-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of
the chapter, helps you determine how to spend your limited study time.

Table 8-1 outlinesthe major topicsdiscussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

Table 8-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Configure the Network Access Serverto | 1-8
Enable AAA Processesto Use a
TACACS Remote Service

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. Which of the following is the command to specify the TACACS+ server on the access server?

a. tacacs-server host
b. tacacshost

c. server tacacs+

d. server host

2.  Which isthe default port that is reserved for TACACS?

a. UDP49
b. TCP49
c. UDP 1046
d. TCP 1046

3. Which of the following commands enables you to verify or troubleshoot a RADIUS
configuration on a network access server?

a. show radius
b. debugradius
c. debugradius-server

d. verify radius

4. What isthe significance of the tacacs-server key command?

a. |t specifies an encryption key that will be used to encrypt all exchanges between the
access server and the TACACS+ server.

b. Itisused to specify aspecial text when the user logsin to the access server.
c. Itisanoptional configuration and not required in the TACACS+ configuration.
d. Ituniquely identifiesthe TACACS+ server.

5.  Which of the following commands identifies a RADIUS server in a RADIUS configuration?

a. radius-server host
b. radius-host
c. server radiust

d. server host
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Which of thefollowing are the basic stepsthat are required to configure RADIUS on Cisco |OS
Software?

a.
b.
c.

d.

Enable AAA.

Create an access list.

Identify RADIUS server.

Define the method list using AAA authentication.

Which of the following commands del etes the RADIUS server with |P address 10.2.100.64
from arouter configuration?

a.
b.
c.

d.

del radius-server host 10.2.100.64
removeradius-server host 10.2.100.64
no radius-server host 10.2.100.64
disableradius-server host 10.2.100.64

Which of the following is the default port used by RADIUS?

TCP 1685
UDP 1645
TCP 1645
UDP 1685

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

6 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q& A” section.

7 or 8 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Configuring TACACS+ on Cisco 10S

To configure the Cisco access server to support TACACS+, you must perform the following steps:

Step 1
Step 2

Step 3

Step 4

Enable AAA. Use the aaa new-model command to enable AAA.

Identify the TACACS+ server. Use the tacacs-server host command to
specify the | P address or name of one or more TACACS+ servers.

Configure AAA services. Use the aaa authentication command to define
method lists that use TACACS+ for authentication.

Apply the method liststo the interfaces. Useline and inter face commandsto
apply the defined method lists to various interfaces.

If needed, you can configure authorization using the aaa authorization command to authorize user-
specific functions. Unlike authentication, which can be configured per line or per interface, autho-
rization is configured globally for the entire network access server. Similarly, accounting can be
configured using the aaa accounting command to enable accounting for TACACS+ connections.

Thetacacs-server host command enables you to specify the names of the | P host or hosts maintain-
ing a TACACS+ server. Because the TACACS+ software searches for the hosts in the order speci-

fied, this feature can prove useful for setting up alist of preferred servers. The following syntax is
used to specify a TACACS server :

tacacs-server host host-name [single-connection] [port integer] [timeout integer]
[key string]

Table 8-2 shows the command parameters and the description of the tacacs-server host command.

Table 8-2 The Parameters for the tacacs-server host Command

Parameter Description
hostname Name or IP address of the host.
single-connection (Optional) Used to specify a single connection. Rather than have the router open

and close a TCP connection to the daemon each time it must communicate, the
single-connection option maintains a single open connection between the router
and the daemon. Thisis more efficient because it allows the daemon to handle a
higher number of TACACS operations.
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Table 8-2 The Parameters for the tacacs-server host Command

Parameter Description

port (Optional) Used to identify the server port number. If this option is used, it
overrides the default, which is port 49.

timeout (Optional) Specify atimeout value. This overrides the global timeout value set
with the tacacs-server timeout command for this server only.

key (Optional) Specify an authentication and encryption key. This must match the
key used by the TACACS+ daemon. Specifying this key overrides the key set by
the global command tacacs-server key for this server only.

string (Optional) Character string specifying authentication and encryption key.

Table source: Cisco.com

It isalso possible to configure the encryption key used for TACACS+ separately using the tacacs-
server key command. Specifying the encryption key with the tacacs-server host command over-
ridesthe default key set by the global configuration tacacs-server key command for thisserver only.

The following example specifies a TACACS+ server with an | P address of 192.168.1.10:

NAS (config)#tacacs-server host 192.168.1.10

The following exampl e specifies that, for authentication, authorization, and accounting (AAA)
confirmation, the access server consults the TACACS+ server with | P address 192.168.1.10 on port
number 49. The timeout value for requests on this connection is three seconds; the encryption key

is seferea.

NAS (config)#tacacs-server host 192.168.1.10 port 49 timeout 3 key seferea

TACACS+ Authentication Examples
Example 8-1 shows a sample configuration for TACACS+ to be used for PPP authentication.
Figure 8-1 shows a remote client being authenticated viathe TACACS+ server.
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Figure 8-1 A TACACS+ Server Being Used as a Security Server for AAA Authentication
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Example 8-1 Sample Configuration for PPP Authentication Using TACACS+

NAS (config)#aaa new-model

NAS (config)#aaa authentication ppp meist tacacs+ local
NAS (config)#tacacs-server host 192.168.1.15 key meron
NAS (config)#interface serial 0

NAS (config-if)#ppp authentication chap meist

In this example:

m Theaaa new-model command enablesthe AAA services globally.

m Theaaa authentication command defines a method list, meist, to be used on seria interfaces
running PPP. The keyword tacacs+ meansthat authentication will be done through TACACS+.
If TACACS+ returns an error of some sort during authentication, the keyword local indicates
that authentication will be attempted using the local database on the network access server.

m Thetacacs-server host command identifies the TACACS+ server as having an IP address of
192.168.1.15. Thetacacs-server key command defines the shared encryption key to be meron.

m Theinterface command selectstheline, and the ppp authentication command appliesthetest
method list to thisline.

NOTE Thelocal database is chosen if the TACACS+ server does not respond; it is not used if
authentication does not pass because of incorrect username/password combination.
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TACACS+ Authorization Example
Example 8-2 shows a sample TACACS+ configuration to be used for PPP authentication using the
default method list and network authorization.

Example 8-2 Sample Configuration for PPP AAA Authentication and Network Authorization

NAS (config)#aaa new-model

NAS(config)#aaa authentication ppp default if-needed tacacs+ local
NAS (config)#aaa authorization network tacacs+

NAS (config)#tacacs-server host 192.168.1.15 key meron

NAS (config)#interface serial 0

NAS(config-if)#ppp authentication default

In this example:

The aaa new-model command enables the AAA security services.

The aaa authentication command defines amethod list, default, to be used on serial interfaces
running PPP. The keyword default means that PPP authentication is applied by default to all
interfaces. The if-needed keyword meansthat if the user has already authenticated by going
through the ASCII login procedure, PPP authentication is not necessary and can be skipped. If
authentication is needed, the keyword tacacs+ means that authentication will be done through
TACACS+. The keyword local indicates that local authentication will be used using the local
database if the TACACS+ returns an error (that is, if the TACACS+ server is not accessible).

The aaa authorization command configures network authorization via TACACS+. Unlike
authentication lists, this authorization list aways applies to all incoming network connections
made to the network access server.

Thetacacs-server host command identifies the TACACS+ server as having an |P address of
192.168.1.15. Thetacacs-server key command defines the shared encryption key to be meron.

Theinterface command selects the line, and the ppp authentication command applies the
default method list to thisline.

TACACS+ Accounting Example
Example 8-3 shows a sample TACACS+ configuration to be used for PPP authentication using the
default method list and accounting.

Example 8-3 Sample Configuration for AAA Authentication and Accounting with TACACS+

Security Server

NAS (config)#aaa new-model

NAS(config)#aaa authentication ppp default if-needed tacacs+ local
NAS (config)#aaa accounting network stop-only tacacs+

NAS (config)#tacacs-server host 192.168.1.15
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Example 8-3 Sample Configuration for AAA Authentication and Accounting with TACACS+
Security Server (Continued)

NAS (config)#tacacs-server key meron
NAS(config)#interface serial 0
NAS (config-if)#ppp authentication default

In this example:

m Theaaa new-mode command enablesthe AAA security services.

m Theaaaaccounting command configures network accounting viaTACACS+. In thisexample,
accounting records describing the session that just terminated will be sent to the TACACS+
server whenever a network connection terminates.

m Thetacacs-server host command identifiesthe TACACS+ daemon as having an | P address of
192.168.1.15. Thetacacs-server key command defines the shared encryption key to be meron.

m Theinterface command selects the line, and the ppp authentication command applies the
default method list to thisline.

AAA TACACS+ Troubleshooting
Verifying and testing TACACS+ configuration is accomplished using the following commands;

m debug aaa authentication
m debugtacacs
m debug tacacs events

The following examples show sample outputs from the commands listed in the preceding sections.

debug aaa authentication
Example 8-4 shows a sample output from the debug aaa authentication command for a TACACS
login attempt that was successful. The information indicates that TACACS+ is the authentication
method used.

Example 8-4 Sample Output from a debug aaa authentication Command Showing a Successful
Authentication

NAS# debug aaa authentication

17:42:03: AAA/AUTHEN (182481354): Method=TACACS+

17:42:03: TAC+: send AUTHEN/CONT packet

17:42:03: TAC+ (182481354): received authen response status = PASS
17:42:03: AAA/AUTHEN (182481354): status = PASS




There are three possible results of an AAA session; PASS, FAIL, or ERROR.

debug tacacs
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Example 8-5 shows a sampl e output from the debug tacacs command for a TACACS login attempt
that was successful, asindicated by the status PASS.

Example 8-5 Sample Output from a debug tacacs Command Showing a Successful Authentication

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

33:
33:
33:
33:
34:
34:
34:
34:
38:
38:
38:
38:
38:

NAS# debug tacacs
TAC+: Opening TCP/IP connection to 192.168.1.15 using source 10.100.14.184
TAC+: Sending TCP/IP packet number 858503507-1 to 192.168.1.15 (AUTHEN/START)
TAC+: Receiving TCP/IP packet number 858503507-2 from 192.168.1.15

TAC+ (858503507): received authen response status = GETUSER

TAC+: send AUTHEN/CONT packet

TAC+: Sending TCP/IP packet number 858503507-3 to 192.168.1.15 (AUTHEN/CONT)
TAC+: Receiving TCP/IP packet number 858503507-4 from 192.168.1.15
TAC+ (858503507): received authen response status = GETPASS

TAC+: send AUTHEN/CONT packet

TAC+: Sending TCP/IP packet number 858503507-5 to 192.168.1.15 (AUTHEN/CONT)
TAC+: Receiving TCP/IP packet number 858503507-6 from 192.168.1.15

TAC+ (858503507): received authen response status = PASS
TAC+: Closing TCP/IP connection to 192.168.1.15

debug tacacs events
Example 8-6 shows a sample output from the debug tacacs events command. This example shows
the opening and closing of aTCP connection to aTACACS+ server (192.168.100.24), the bytesread
and written over the connection, and the TCP status of the connection.

Example 8-6 Sample Output from a debug tacacs events Command

NAS# debug tacacs events
13:22:21:
13:22:21:
13:22:21:
13:22:21:
handle=0x48A87C (ESTAB)
expire=14
13:22:22:
13:22:27:
13:22:27:
13:22:27:
13:22:27:
expire=9
AUTHEN/START /SENDAUTH/CHAP processed
13:22:27: TAC+: periodic timer stopped (queue empty)

TAC+: Opening TCP/IP to 192.168.100.24/1049 timeout=15
TAC+: Opened TCP/IP handle 0x48A87C to 192.168.100.24/1049
TAC+: periodic timer started

TAC+: 192.168.100.24 req=3BD868 id=-1242409656 ver=193

AUTHEN/START/SENDAUTH/CHAP queued
TAC+: 192.168.100.24 ESTAB 3BD868 wrote 46 of 46 bytes

TAC+: 192.168.100.24 CLOSEWAIT read=12 wanted=12 alloc=12 got=12
TAC+: 192.168.100.24 CLOSEWAIT read=61 wanted=61 alloc=61 got=49

TAC+: 192.168.100.24 received 61 byte reply for 3BD868

TAC+: req=3BD868 id=-1242409656 ver=193 handle=0x48A87C (CLOSEWAIT)

continues
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Example 8-6

13:
13:
13:
13:
13:

00:
00:
00:
00:
00:

00:

Sample Output from a debug tacacs events Command (Continued)

22:27: TAC+: Closing TCP/IP ©x48A87C connection to 192.168.100.24/1049
22:27: TAC+: Opening TCP/IP to 192.168.100.24/1049 timeout=15

22:27: TAC+: Opened TCP/IP handle 0x489F08 to 192.168.100.24/1049

22:27: TAC+: periodic timer started

22:27: TAC+: 192.168.100.24 req=3BD868 id=299214410 ver=192 handle=0x489F08

(ESTAB)
expire=14 AUTHEN/START/SENDPASS/CHAP queued

03:23: TAC+: 192.168.100.24 ESTAB 3BD868 wrote 41 of 41 bytes

03:23: TAC+: 192.168.100.24 CLOSEWAIT read=12 wanted=12 alloc=12 got=12
03:23: TAC+: 192.168.100.24 CLOSEWAIT read=21 wanted=21 alloc=21 got=9
03:23: TAC+: 192.168.100.24 received 21 byte reply for 3BD868

03:23: TAC+: req=3BD868 1d=299214410 ver=192 handle=0x489F08 (CLOSEWAIT)

expire=13
AUTHEN/START/SENDPASS/CHAP processed

03:23: TAC+: periodic timer stopped (queue empty)

Among the messages shown in Example 8-6 are the following:

Line 1 indicates that a TCP open request to host 192.168.100.24 on port 1049 will time out in
15 secondsif it gets no response.

Line 2 indicates a successful open operation and provides the address of the internal TCP
handle for this connection.

Line 7 indicates that all 46 bytes were written to address 192.168.100.24 for request 3BD868.
Line 8 indicates that 12 bytes were read in reply to the request.

Line 26 indicates that the TACACS+ server helper process switched itself off when it had no
more work to do.

Thedebug tacacs eventscommand generates asubstantial amount of output and hasto be used with
caution. For more detailed information, refer to the “ Debug Command Reference” documentation
from Cisco.

Configuring RADIUS on Cisco I10S

To configure RADIUS on your Cisco router or access server, you must perform the following steps:

Step 1 Enable AAA. Use the aaa new-model global configuration command to

enable AAA.

Step 2 Identify the RADIUS server. Use the radius-server host command to

specify the |P address. Use the radius-server key command to specify an
encryption key that will be used to encrypt all exchanges between the
network access server and the RADIUS server.
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Step 3 Configure AAA services. Use the aaa authentication global configuration
command to define method lists that use RADIUS for authentication.

Step 4 Apply the method liststo theinterfaces. Useline and inter face commandsto
apply the defined method lists to various interfaces.

If needed, you can configure authorization using the aaa authorization command to the network
access server. Similarly, you can configure accounting using the aaa accounting command to
enable accounting for RADIUS connections.

To configure RADIUS to use the AAA security commands, you must specify the host running the
RADIUS server and a secret text string that it shares with the access server. To specify a RADIUS
server host and shared secret text string, use the following commandsin global configuration mode;

radius-server host {hostname | ip-address} [auth-port port-number]
[acct-port port-number] [timeout seconds] [retransmit retries] [key string]
[alias {hostname | ip-address}]

Table 8-3 shows the radius-server host command parameters and their description.

Table 8-3 Parameters for the radius-server host Command

Parameter

Description

hostname | ip-address

Name or |P address of the RADIUS server host.

auth-port port-number

(Optional) Specifies the UDP destination port for authentication requests. The
default port number is 1645.

acct-port port-number

(Optional) Specifiesthe UDP destination port for accounting requests. The
default port number is 1646.

timeout seconds

(Optional) Thetimeinterval (in seconds) that the router waits for the RADIUS
server to reply before retransmitting. This setting overrides the global value of
theradius-server timeout command. If no timeout value is specified, the
global valueis used. Enter avalue in the range 1 to 1000.

retransmit retries

(Optional) The number of timesaRADIUS request isre-sent to a server, if that
server is not responding or responding slowly. This setting overrides the global
setting of the radius-server retransmit command.

key string

(Optional) Specifies the authentication and encryption key used between the
router and the RADIUS daemon running on this RADIUS server. This key
overrides the global setting of the radius-server key command. If no key
string is specified, the global valueis used.

The key isatext string that must match the encryption key used on the
RADIUS server.

alias

(Optional) Allows up to eight aliases per line for any given RADIUS server.
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RADIUS Authentication and Authorization Example
Example 8-7 shows a sample configuration to authenticate and authorize using RADIUS

Example 8-7 Sample Configuration Using RADIUS

NAS (config)#aaa new-model

NAS (config)#radius-server host 192.168.100.15

NAS (config)#radius-server key ladyhawk

NAS (config)#username meron password konjo

NAS (config)#aaa authentication login test radius local
NAS(config)#aaa authentication ppp test if-needed radius
NAS (config)#aaa authorization exec radius

NAS (config)#aaa authorization network radius

The configuration linesin this sample RADIUS authentication and authorization configuration are
defined as follows:

m Theaaaauthentication login test radiuslocal command configurestherouter touse RADIUS
for authentication at the login prompt. If RADIUS returns an error, the user is authenticated
using the local database. In this example, test is the name of the method list, which specifies
RADIUS and then local authentication.

m Theaaaauthentication ppp test if-needed radius command configures the Cisco 10S
Software to use RADIUS authentication for lines using PPP if the user has not already been
authenticated. If the EXEC facility has authenticated the user, RADIUS authentication is not
performed. In this example, test is the name of the method list defining RADIUS asthe if-
needed authentication method.

m Theaaaauthorization exec radius command sets the RADIUS information that is used for
EXEC authorization, autocommands, and access lists.

m Theaaaauthorization network radius command sets RADIUS for network authorization,
address assignment, and access lists.

RADIUS Authentication, Authorization, and Accounting Example
Example 8-8 isageneral configuration using RADIUS with the AAA command set. This
configuration is shown in Figure 8-2.
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Figure 8-2 General Configuration Using RADIUS
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Example 8-8 Sample RADIUS Configuration

NAS(config)#aaa new-model

NAS (config)#radius-server host 192.168.100.15

NAS (config)#radius-server key ladyhawk

NAS (config)#username meron password konjo

NAS (config)#aaa authentication ppp test1 radius local
NAS (config)#aaa authorization network radius local
NAS(config)#aaa accounting network start-stop radius
NAS (config)#aaa authentication login admins local
NAS (config)#aaa authorization exec local
NAS(config)#line 1 8

NAS(config-line)#login authentication admins

NAS (config)#interface group-async 1
NAS(config-line)#ppp authentication pap test1

Thelinesin this example RADIUS authentication, authorization, and accounting configuration are
defined as follows:

m Theradius-server host command defines the | P address of the RADIUS server host.

m Theradius-server key command defines the shared secret text string between the network
access server and the RADIUS server host.

m Theaaa authentication ppp test1 radiuslocal command defines the authentication method
list, test1, which specifies that RADIUS authentication, then (if the RADIUS server does not
respond) local authentication will be used on serial lines using PPP.
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m Theppp authentication pap test 1 command applies the test 1 method list to the lines
specified.

m Theaaaauthorization network radiuslocal command is used to assign an address and other
network parameters to the RADIUS user.

m Theaaa accounting network start-stop radius command tracks PPP usage.

m Theaaaauthentication login adminslocal command defines another method list, admins, for
login authentication.

m Thelogin authentication admins command applies the admins method list for login
authentication to lines 1-8.

Testing and Troubleshooting RADIUS Configuration
The commands that are used for RADIUS configuration testing and configuration are very similar
to ones used by TACACS and AAA.

m debugradius

debug aaa authentication
debug aaa authorization
debug aaa accounting

show accounting
Example 8-9 shows a sample output from the debug radius command.

Example 8-9 Sample Output from the debug radius Command

NAS# debug radius

Radius protocol debugging is on

Radius packet hex dump debugging is off

Router#

14:51:04: RADIUS: ustruct sharecount=3

14:51:04: Radius: radius_port_info() success=0 radius_nas_port=1

14:51:04: RADIUS: Initial Transmit ISDN 0:D:23 id 0 192.168.100.64:1824,
Accounting-Request, len 358

14:51:04: RADIUS: NAS-IP-Address [4] 6 10.100.10.0

14:51:04: RADIUS: Vendor, Cisco [26] 19 VT=02 TL=13 ISDN 0:D:23

14:51:04: RADIUS: NAS-Port-Type [61] 6 Async

14:51:04: RADIUS: User-Name [1] 12 "7358827539"

14:51:04: RADIUS: Called-Station-Id [30] 7 "74762"

14:51:04: RADIUS: Calling-Station-Id [31] 12 "7358827539"

14:51:04: RADIUS: Acct-Status-Type [40] 6 Start

14:51:04: RADIUS: Service-Type [6] 6 Login

14:51:04: RADIUS: Vendor, Cisco [26] 27 VT=33 TL=21 h323-gw-1id=5300_43.

14:51:04: RADIUS: Vendor, Cisco [26] 55 VT=01 TL=49
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Example 8-9 Sample Output from the debug radius Command (Continued)

h323-incoming-conf-id=8F3A3163 B4980003 @ 29BD0O

14:51:04: RADIUS: Vendor, Cisco [26] 31 VT=26 TL=25 h323-call-origin=answer

14:51:04: RADIUS: Vendor, Cisco [26] 32 VT=27 TL=26 h323-call-type=Telephony

14:51:04: RADIUS: Vendor, Cisco [26] 57 VT=25 TL=51
h323-setup-time=*13:14:02.222 EST sun mar 22 2003

14:51:04: RADIUS: Vendor, Cisco [26] 46 VT=24 TL=40 h323-conf-id=8F3A3163
B4980003 0 29BDO

14:51:04: RADIUS: Acct-Session-Id [44] 10 "00000004"

14:51:04: RADIUS: Delay-Time [41] 6 O

Example 8-10 is sample output from the debug aaa accounting command.

Example 8-10 Sample Output from the show accounting Command

NAS# debug aaa accounting

08:22:12 : AAA/ACCT: EXEC acct start, line 10

08:22:22: AAA/ACCT: Connect start, line 10, glare

08:22:37: AAA/ACCT: Connection acct stop:

task_id=11 service=exec port=10 protocol=telnet address=192.168.100.17 cmd=glare
bytes_in=283 bytes_out=84 paks_in=32 paks_out=41 elapsed_time=12

The show accounting command enables you to display the active accountable events on the net-
work. It provides system administrators with a quick look at what is going on, and it also can help
collect information in the event of a dataloss on the accounting server. (Refer to Example 8-11.)

Example 8-11  Sample Output of the show accounting Command

NAS# show accounting

Active Accounted actions on Interface Serial4:16, User meron Priv 1
Task ID 27, Network Accounting record, 00:00:13 Elapsed

task_id=27 timezone=EDT service=ppp mlp-links-max=4 mlp-links-current=4
protocol=ip addr=192.168.100.12 mlp-sess-id=6

Active Accounted actions on Interface Serial4:17, User meron Priv 1
Task ID 29, Network Accounting record, 00:00:44 Elapsed

task_id=29 timezone=EDT service=ppp mlp-links-max=4 mlp-links-current=4
protocol=ip addr=192.168.100.12mlp-sess-id=1

Active Accounted actions on Interface Serial4:18, User meron Priv 1
Task ID 17, Network Accounting record, 00:01:19 Elapsed

task_id=17 timezone=EDT service=ppp mlp-links-max=4 mlp-links-current=4
protocol=ip addr=192.168.100.12mlp-sess-id=1

Active Accounted actions on Interface Serial4:20, User meron Priv 1
Task ID 14, Network Accounting record, 00:01:03 Elapsed

task_id=14 timezone=EDT service=ppp mlp-links-max=4 mlp-links-current=4
mlp-sess-id=1 protocol=ip addr=192.168.100.12

continues
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Example 8-11  Sample Output of the show accounting Command (Continued)

Active Accounted actions on , User (not logged in) Priv 0
Task ID 1, Resource-management Accounting record, 04:32:21 Elapsed
task_id=1 timezone=EDT rm-protocol-version=1.0
service=resource-management

protocol=nas-status event=nas-start reason=reload

Overall Accounting Traffic

Starts Stops Updates Active Drops

Exec © 0 0 0 0

Network 8 4 0 4 0

Connect 0 0 @ 0 @

Command @ @ 0 0 0

R-mgmt 1 0 0 1 0

System 0 0 @ 0 @

User creates:21, frees:9, Acctinfo mallocs:15, frees:6
Users freed with accounting unaccounted for:0

Queue length:0
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”
before going to take the exam.

The following are the steps required to configure TACACS+ or RADIUS server on arouter.

Step 1 Enable AAA. Use the aaa new-model global configuration command to
enable AAA.

Step 2 Identify the server. Use the radius-server host or tacacs-server host
command to specify the IP address. Use the radius-server key or tacacs-
server key command to specify an encryption key that will be used to
encrypt all exchanges between the router and authentication servers.

Step 3 Configure AAA services. Use the aaa authentication global configuration
command to define method lists that use RADIUS for authentication.

Step 4 Apply the method liststo theinterfaces. Uselineand inter face commandsto
apply the defined method lists to various interfaces.

If needed, you can configure authorization using the aaa authorization command for the network
access server. Similarly, you can configure accounting using the aaa accounting command to
enable accounting for RADIUS connections.

The following troubleshooting commands enable you to test and verify RADIUS and TACACS+
server configuration:

m debugradius

m debug aaa authentication
m debugtacacs

m debug tacacs events
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.  What isthe command that specifiesa TACACS server?

2. Givetwo commandsto test and verify your RADIUS configuration?

3. What isthe purpose of the tacacs-server key command?

4. What isthe purpose of the keyword local in the following configuration line?

aaa authentication ppp test1 tacacs local

5. Isit possible to change the default port used by RADIUS authentication?
6. What isthe command to delete the RADIUS server configuration?
7. What isthe command to enable network-level authorization to use a TACACS+ server?

8. Which testing and verifying command used for TACACS+ produces a substantial amount of
output?

9. What isthe default port that is reserved for TACACS?
10. Isit possible to have both RADIUS and TACACS configuration on a single router/NAS?
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CHAPTER 9

Cisco Secure Access Control
Server

Cisco Secure Access Control Server (Cisco Secure ACS) providesAAA services for dialup
access, dial-out access, wireless, VLAN access, firewalls, VPN concentrators, administrative
controls, and more. Thelist of external databases supported has also continued to grow, and the
use of multiple databases, as well as multiple Cisco Secure ACSs, has become more common.

This chapter describes the features and architectural components of the Cisco Secure ACS.

“Do | Know This Already?” Quiz

Table 9-1

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 9-1 outlinesthe major topics discussed in this chapter and the“ Do | Know ThisAlready?’
quiz questions that correspond to those topics.

“Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Describe the Features and Architecture 1-10
of Cisco Secure ACS

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. Which of the following devices are supported by Cisco Secure ACS?

a.

Cisco PIX firewall

Cisco Network Access Servers (NAS)
Cisco 412

Cisco 550

2.  Which of thefollowing istrue about Cisco Secure ACS?

Centralizes access control and accounting

Centralizes configuration management for routers and switches
Isadistributed security application only for firewalls

Only supports Cisco products

3. Which of the following user repository systems are supported by Cisco?

Windows NT/2000 user database

Generic LDAP

Novell NetWare Directory Services (NDS)
CipherTec database

4. Which of the following password protocolsis not supported by Cisco Secure ACS?

EAP-CHAP
EAP-TLS
LEAP
ERTP

5. Which of the following is afeature of the Cisco Secure ACS authorization feature?

Denying logins based on time of day and day of week
Denying access based on operating system of the client
Permitting access based on packet size

Permitting access based on the type of encryption used
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Which of the following are the types of accounting logs that can be generated by Cisco Secure
ACS?

a.
b.
c.

d.

Administrative accounting
PAP accounting
TACACS+ accounting
RADIUS accounting

Which of the following is not part of the main services'modules that are installed for Cisco
Secure ACS for Windows?

a.
b.
c.

d.

CSMon
CSAdmin
CSAuth
CSACS

What does the CSMon services do?

Provides logging services for both accounting and system activity
Provides the HTML interface for administration
Provides recording and notification of Cisco Secure ACS performance.

Monitors firewall activities

Authentication and authorization function ishandled by which servicein the Cisco SecureACS
for Windows?

a.
b.
c.

d.

CSAdmin
CSAuthen
CSAuth
SecureAuthen

Under which condition(s), using the Cisco Secure user database, are users forced to change
their password?

a.
b.

C.

After a specified number of days
After a specified number of logins
Thefirst time anew user logsin

Never
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

Cisco Secure ACS for Windows

Cisco Secure ACSisahighly scalable, access control server that operates asacentralized RADIUS
server or TACACS+ server system and controls the authentication, authorization, and accounting
(AAA) of users who access corporate resources through a network.

Cisco Secure ACS for Windows provides authentication, authorization, and accounting servicesto
network devices that function asAAA clients, such as anetwork access servers, PIX firewalls, and
routers. The AAA client in Figure 9-1 represents any such device that providesAAA client func-
tionality and uses one of the AAA protocols supported by Cisco Secure ACS.

g

Cisco Secure ACS

Figure 9-1 A AAA Client Being Supported by a Cisco Secure ACS

5— &

User AAA Client

-

External User Database

Cisco Secure ACS supports a broad set of networking access products, including all Cisco 10S
routers, VPN access products, voice-over-1P (Vol P) solutions, cable broadband access, content
networks, wirel ess solutions, storage networks, and 802.1x-enabled Cisco Catalyst switches. It also
supportsthird-party devicesthat can be configured with TACACS+ or RADIUS. Cisco Secure ACS
treats al such devicesas AAA clients.

Cisco Secure ACS centralizes access control and accounting. With Cisco Secure ACS, network
administrators can quickly administer accounts and globally change levels of service offerings for
entire groups of users. Although the external user database shown in Figure 9-1 is optional, support
for many popular user repository implementations enables companies to put to use the working
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knowledge gained from and the investment already made in building their corporate user
repositories such as Windows Active Directory.

To maintain reliability and security in your network, the AAA features of the Cisco Secure ACS
application help you monitor and control the following:

m Authentication—Who islogging in to the system

m  Authorization—Whether a particular user should be using the requested service

m  Accounting—What each user has been doing

The network access server directs al dial-in user access requests for authentication and authoriza-
tion to Cisco Secure ACS using the TACACS+ or RADIUS protocol. If the user’s request is authen-

ticated, Cisco Secure ACS sendsthe user’s authorizing attributes and the accounting functionisthen
started. Figure 9-2 shows an overview of how Cisco Secure ACS for Windows works.

Figure 9-2 Cisco Secure ACSOverview

Authentication Request
Username and Password

Windows NT/
TACAS or 2000 User

RADIUS
Uig Authentication Confirmation Services Database
( _______________________

Dial-In User NAS o ) The Windows 2000/NT
< Authorization Information Authentication user repository does not
authenticate the user to
Authorization permit dial in.
Accounting
Authentication

Cisco Secure ACS supports a variety of user databases for authentication. It supports the Cisco
Secure user database and the following external user databases:

m  Windows NT/2000 user database
m Generic LDAP
m  Novell NetWare Directory Services (NDS)
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m  Open Database Connectivity (ODBC)-compliant relational databases
m  CRYPTOCard token server

m SafeWord token server

m PassGo token server

m  RSA SecurelD token server
m  AXENT

m LEAP proxy agent

m Safeword

m  ActivCard token server

m Vasco token server

You can configure Cisco Secure ACSto forward authentication of usersto one or more external user
databases, which meansthat different levels of security can be concurrently used with Cisco Secure
ACSfor different requirements. The basic user-to-network security level isPassword Authentication
Protocol (PAP). Although it represents the unencrypted security, PAP does offer convenience and
simplicity for the client. PAP allows authentication against the Windows NT/2000 database. With
this configuration, users need to log in only once.

CHAP dlows a higher level of security than PAP for encrypting passwords when communicating
from an end-user client to the AAA client. You can use CHAP with the Cisco Secure user database.
AppleTalk Remote Access Protocol (ARA Protocol) support isincluded to support Apple clients.

Cisco Secure ACS supports many common password protocolsincluding EAP-CHAP, EAP-TLS,
LEAP, ARA Protocol, ASCII/PAP, CHAP, MS-CHAP.

With Cisco Secure ACS you can choose whether and how you want to use password aging. Control
for password aging may reside either in the Cisco Secure user database or in a Windows NT/2000
user database. Each password-aging mechanism differs asto requirements and setting configura-
tions.

The password-aging feature controlled by the Cisco Secure user database enablesyou to force users
to change their passwords under any of the following conditions:

m  After aspecified number of days
m  After aspecified number of logins

m Thefirst timeanew user logsin
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The Windows NT/2000-based password-aging feature enables you to control the following
password-aging parameters:

m  Maximum password agein days

m  Minimum password age in days

The methods and functionality of Windows password aging differ according to whether you are
using Windows NT or Windows 2000 and whether you use Active Directory (AD) or Security
Accounts Manager (SAM).

Authorization
Cisco Secure ACS can send user profile policiesto aAAA client to determine the network services
the user can access. You can configure authorization to give different users and groups different
levels of service. For example, standard dialup users might not have the same access privileges as
premium customers and users. You can also differentiate by levels of security, access times, and
services.

The Cisco Secure ACS access-restrictions feature enables you to permit or deny logins based on
time of day and day of week. For example, you could create agroup for temporary accountsthat can
be disabled on specified dates. Thiswould make it possible for a service provider to offer a 14-day
freetrial. The same authorization could be used to create atemporary account for a consultant with
login permission limited to Monday through Friday, 9 am. to 5 p.m.

You can restrict users to a service or combination of services such as PPP, ARA, or Seria Line
Internet Protocol (SLIP), or EXEC. After aserviceisselected, you can restrict Layer 2 and Layer 3
protocols, such as IP and IPX, and you can apply individual access lists. Access lists on a per-user
or per-group basis can restrict users from reaching parts of the network where critical information
is stored or prevent them from using certain services such as FTP or SNMP.

Cisco Secure ACS can provide information to the network device for a specific user to configure a
secure tunnel through a public network such as the Internet. The information can be for the access
server (such asthe home gateway for that user) or for the home gateway router to validate the user
at the customer premises. In either case, Cisco Secure ACS can be used for each end of the virtua
private dialup network (VPDN).

Additional authorization-related features of Cisco Secure ACS features include the following:

m  Group administration of users, with support for up to 500 groups

m The capability to map a user from an external user database to a specific Cisco Secure ACS
group
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m Restricting access by time-of-day and day-of-week access

m  Support for VoIP, including configurable logging of accounting data

m Disabling an account after a number of failed attempts, specified by the administrator
m Disabling an account on a specific date

m  Restricting network access based on remote address caller lineidentification (CLID) and dialed
number identification service (DNIS)

m  Per-user and per-group TACACS+ or RADIUS attributes
m Define usage quotas by duration or total number based on daily, monthly, or weekly periods

Accounting
AAA clients use the accounting functions provided by the RADIUS and TACACS+ protocols to
communicate relevant datafor each user session to the AAA server for recording. Cisco SecureACS
writes accounting recordsto acomma-separated value (CSV) log file or ODBC database, depending
on your configuration. You can easily import these logsinto popul ar database and spreadsheet appli-
cations for billing, security audits, and report generation. You can generate the following types of
accounting:

m  Administrative accounting—Lists commands entered on a network device with TACACS+
command authorization enabled

m  RADIUSaccounting—Lists when sessions stop and start; recordsAAA client messages with
username; provides CLID information; records the duration of each session

m TACACS+ Accounting—Lists when sessions start and stop; records AAA client messages
with username; provides CLID information; records the duration of each session

The Cisco Secure ACS provides the following accounting features:

m  Configurable supplementary user 1D fields for capturing additional information in logs

m Centralized logging, allowing several Cisco Secure ACS serversto forward their accounting
datato aremote Cisco Secure ACS server

m Customizable logs, enabling you to capture as much information as needed

Administration

The web administration interface is platform independent so that it can configure, maintain, and
protect itsAAA functionality. AlImost all the configuration of the Cisco ACS server is done viathe
web interface post installation. The HTML interface enablesyou to easily modify Cisco SecureACS
configuration from any connection on your LAN or WAN.
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Theadministration interface primarily usesHTML, along with some Javafunctions, to enhance ease
of use. This design keeps the interface responsive and straightforward. The inclusion of Javare-
quires that the browser used for administrative sessions supports Java.

Through the web interface, you can do the following:

View and edit user and group information
Restart services

Add remote administrators

View reports from anywhere on the network
Back up the system

Change AAA client information

The Cisco Secure ACS provides the following administrative capabilities:

Define different privileges per administrator

Log administrator activities

View alist of logged-in users

Restore Cisco Secure ACS configuration, user accounts, and group profiles from a backup file

CSMon service, providing monitoring, notification, logging, and limited automated failure
response

Replication of Cisco Secure user database components to other Cisco Secure ACS servers

Automatic configuration of users, groups, network devices, and custom RADIUS vendor-
specific attributes (V SAS)

Scheduled and on-demand Cisco Secure ACS system backups

Cisco Secure ACS for Windows Architecture

Cisco Secure ACS ismodular and flexible to fit the needs of both simple and large networks. Cisco
Secure ACS for Windows operates as a set of Windows 2000 services and control s the authentica-
tion, authorization, and accounting of users accessing networks.

When you install Cisco Secure ACS on your server, the installation adds several Windows services.
These services provide the core of the Cisco Secure ACS functionality and are as follows:

CSAdmin—Provides the HTML interface for administration of Cisco Secure ACS
CSAuth—Provides authentication and authorization services
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m CSDBSync—Provides synchronization of the Cisco Secure user database with an external
RDBMS application

m CSLog—Provideslogging services, both for accounting and system activity

m CSMon—Provides monitoring, recording, and notification of Cisco Secure ACS performance,
and includes automatic response to some scenarios

m CSTacacs and CSRadius—Provides communication between RADIUS or TACACS+ AAA
clients and the CSAuth service

Figure 9-3 shows the cores services in the Cisco ACS for Windows.

Figure 9-3 The Core Services of Cisco ACSfor Windows

Administration CSTacacs and
CSAdmin CSRadius
CSDBSync User DB Cisco Secure Authentication and
Synchronization ACS for Windows Authorization Services
4 CSAuth
Logging Services Monitoring Services
CSLog CSMon

CSAdmin
CSAdmin provides the web server for the Cisco Secure ACSHTML interface. After Cisco Secure
ACSisinstalled, you must configure it from its HTML interface; therefore, CSAdmin must be
running when you configure Cisco Secure ACS.

Cisco Secure ACS has abuilt-in web server for ACS administration. The web server uses port 2002
rather than the standard port 80 usually associated with HTTP traffic. CSAdmin is multithreaded,
which enables several Cisco Secure ACS administrators to access it at the same time. Therefore,
CSAdmin iswell-suited for distributed, multiprocessor environments.

CSAuth
CSA.uth is the authentication and authorization service. It permits or denies access to users by
processing authentication and authorization requests. CSAuth determines whether access should be
granted and defines the privilegesfor aparticular user. It isthe Cisco Secure ACS database manager.
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To authenticate users, Cisco Secure ACS can use the internal user database or one of many external
databases. When areguest for authentication arrives, Cisco Secure ACS checks the database that is
configured for that user. If the user is unknown, Cisco Secure ACS checks the database configured
for unknown users.

When a user has authenticated, Cisco Secure ACS obtains a set of authorizations from the user
profile and the group to which the user is assigned. Thisinformation is stored with the usernamein
the Cisco Secure user database. Some of the authorizations included are the services to which the
user is entitled, such as IP over PPP, IP pools from which to draw an | P address, access lists, and
password-aging information. The authorizations, with the approval of authentication, are then
passed to the CSTacacs or CSRadius modules to be forwarded to the requesting device.

CSDBSync
CSDBSync is the service used to synchronize the Cisco Secure ACS database with third-party
relational database management systems (RDBMSs). CSDBSync synchronizesAAA client, AAA
server, network device groups, and proxy table information with data from atable in an external
relational database.

CSLog
CSLog isthe service used to capture and place logging information. CSLog gathers data from the
TACACS+ or RADIUS packet and CSAuth and then manipul ates the data to be placed into the
comma-separated value (CSV) files. CSV files can be imported into spreadsheets that support this
format.

CSMon
CSMon is aservice that helps minimize downtime in a remote-access network environment. It
provides monitoring, recording, and notification of Cisco Secure ACS performance and includes
automatic responses to some scenarios. CSMon works for both TACACS+ and RADIUS and
automatically detects which protocols are in use. You can use the Cisco Secure ACSHTML
interface to configure the CSMon service. The Cisco Secure ACS Active Service Management
feature provides the options for configuring CSMon behavior.

CSTacacs and CSRadius
The CSTacacs and CSRadius services communicate between the CSAuth module and the access
device that is requesting authentication and authorization services. CSTacacsis used to communi-
cate with TACACS+ devices and CSRadius to communicate with RADIUS devices. Both services
can run at the sametime. When only one security protocol isused, only the applicable service needs
to berunning; however, the other service does not interfere with normal operation and does not need
to be disabled.
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Cisco ACS for UNIX

Cisco Secure ACS for UNIX incorporates a multiuser, web-based Java configuration and manage-
ment tool that simplifies server administration. Security services can be managed by several system
administrators located in multiple location simultaneously.

Cisco Secure ACS for UNIX supports Sybase and Oracle relational databases. The Cisco Secure
ACS includes SQLAnywhere from Sybase. Although this version of the database does not have
client/server support, it is optimized to perform the essential AAA services with the Cisco Secure
ACS.

The Cisco Secure ACS for UNIX is designed to provide for easy expansion of AAA servicesin a
NAS. It usesrelational enterprise databases, allowing an environment in which any number of Cisco
Secure ACSs can be distributed among many locations.

The distributed databases provide the necessary replication of data among the Cisco Secure ACSs,
especialy for organizations that have several sites. This solution allows for redundancy, user-entry
scalability, and performance scalahility.

The distributed architecture of the Cisco Secure ACS enables you to scale your performance. In a
dial-in network with multiple dial-in port banks located in different regions, you can scale network
performance by installing separate Cisco Secure ACSs to support each region.

Features of Cisco Secure ACS 2.3 for UNIX productsinclude the following:

m Web-page-based interface to do the following:
—Manage TACACS+-enabled and RADIUS-enabled Cisco Secure ACSs

— Set up and manage remote connections to VPDNSs
—Administer Secure Computing token card users
—Manage TACACS+-enabled and RADIUS-enabled NAS clients

—Configure adefault profile to accommodate guest users or userslogging in through aclient
NAS but who are authorized by some other control system to access the network

—Assign mid-level group administration privileges
—Configure token caching for all userslogging in through atoken server
m  UNIX CLI support

m Profile data caching (for enhanced authentication performance)

m  Support for database replication among multiple Oracle or Sybase database sites that contain
the profile data for multiple Cisco Secure ACS sites
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Cisco Secure ACS for UNIX can be used with the both the TACACS+ protocol and RADIUS
protocol. Although some AAA features are supported by both protocols, other features are protocol
dependent, as shown on Table 9-2.

Table 9-2 AAA Features Supported by the TACACS+ and RADIUS Protocols for the UNIX Cisco Secure

ACS\ersion

TACACS+ RADIUS
AAA Feature Support Support
Web-based administration Yes Yes
Encrypted password transactions Yes Yes
Solaris 2.5 or greater support Yes Yes
Option to disable accounts after failed login attempt count exceeded Yes Yes
User group membership support Yes Yes
Accounting support Yes Yes
Session key authentication support Yes Yes
Option to specify maximum sessions per user Yes Yes
Support for use of common token card servers (CRY PTOCard, Yes Yes
Secure Computing, and Security Dynamics, Inc.)
Password aging and configurable warning period Yes No
Allow/refusefilter option for remote addresses Yes No
Option to change user passwords or reject passwords not meeting Yes No
security reguirements
L anguage configurable message catal ogs Yes No

Currently, two upgrade options are available for Cisco Secure ACS for UNIX:

m  Upgrading from Cisco Secure ACS 1.x—Users of the database included with Cisco Secure
ACS 1.x can import their 1.x user database into the Cisco Secure ACS RDBMS.

m  Upgradingfrom Cisco SecureACS 2. x—Usersof Cisco SecureACS 2.x, don’t haveto do any
imports because their database is supported in the current version of Cisco Secure ACS for
UNIX upon installation.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

Important points to remember about Cisco Secure ACS for Windows 2000/NT include the

following:

m  Helpscentralize access control and accounting

m Can authenticate against many popular token servers

m Usesthe TACACS+ and RADIUS protocolsto provide AAA services that ensure a secure
environment

m  ProvidesAAA servicesto network devicesthat function asAAA clients, such as NASs,
switches, PIX firewalls, VPN concentrators, and routers

m Enables network administrators to quickly administer accounts and globally change levels of
service of service offerings for entire group of users

m  Supports many popular user repository implementations, including Windows Active Directory

The major services that make up Cisco Secure ACS for Windows are as follows:

CSAdmin—Provides the HTML interface for administration of Cisco Secure ACS
CSAuth—Provides authentication services

CSDBSync—Provides synchronization of the Cisco Secure user database with an external
RDBMS application

CSL og—Provides logging services, both for accounting and system activity

CSM on—Provides monitoring, recording, and notification of Cisco Secure ACS performance,
and includes automatic response to some scenarios

CSTacacs and CSRadius—Provides communication between RADIUS or TACACS+ AAA
clients and the CSAuth service
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.
1.  Where does the Cisco Secure ACS write its accounting records?

Give one example of the user repository that Cisco Secure ACS supports?

2

3. Giveone advantage of using Cisco Secure ACS?

4. Givetwo examples of the password protocols that are supported by Cisco Secure ACS?
5

Mike is anetwork administrator at an engineering firm. He would like to restrict accessto
consultants during the weekend. Can Cisco Secure ACS help Mike?

6. What are the core services of Cisco Secure ACS 3.0?
7. What isthe function of CSAdmin?
8. What are some of the databases that Cisco Secure ACS for UNIX supports?

9. Which core service of the Cisco Secure ACS for Windows provides synchronization with
external RDBM S applications?

10. Name two types of accounting logs generated by Cisco Secure ACS
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CHAPTER 10

Administration of Cisco Secure
Access Control Server

AAA was conceived originally to provide a centralized point of control for user accessvia
dialup services. As user databases grew, more capability was required of the AAA server.
Regional, and then global, requirements became common.

This chapter providesinsight into the deployment process and presents a collection of factors that
you should consider before deploying Cisco Secure Access Control Server (Cisco Secure ACS).

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The five-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 10-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 10-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Basic Deployment Factorsfor Cisco Secure | 1,2,5
ACS

Installing Cisco Secure ACS for Windows 3,4

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.
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1. Which of the following points do you have to consider before deploying Cisco Secure ACS?
a. Dialup topology
b. Number of users
¢. Remote access policy
d. Number of Linux servers

2. Which of the following is the minimum CPU requirement for a Cisco Secure ACS server?

a. Atleast aPentium 111 550 MHz

b. Atleast Pentium Il 330 MHZ

¢. Will work on any Pentium platform
d. BothA andB

3. Which of thefollowing are task buttons that are present on the web administrative interface of
Cisco Secure ACS? How would network latency affect the deployment of Cisco Secure ACS?

a. User Setup

b. Group Setup

c. Network Configuration
d. System Configuration

4. Which of the following are checklist items that come up during the installation of Cisco
Secure ACS?

a. Windows server can successfully ping AAA clients.
b. End users can successfully connect to AAA clients.
c. Your version is at least Netscape version 6.02.

d. You haveaT1 connection.

5.  What isthe minimum browser version that is supported by Cisco ACS version 3.2?

a. Netscape 6.02 and Microsoft Internet Explorer 6.0
b. Mosaic 3.0 and Microsoft Internet Explorer 5.5

c. Netscape 7.0 and Microsoft Internet Explorer 6.0
d. Mosaic 3.0 and Netscape 7.02
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

3 or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

4 or 5 overall score—If you want more review on these topics, skip to the “ Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

Basic Deployment Factors for Cisco Secure ACS

Generally, the ease in deploying Cisco Secure ACS is directly related to the complexity of the
implementation planned and the degree to which you have defined your policies and requirements.
Deployment factors include the following:

Number of users

Network topology

Access policy

Network latency and reliability
Remote-access policy
Administrative-access policy

The following factors are just afew things to consider when deploying Cisco Secure ACS. In
addition, minimum hardware and operating system requirements apply when you areinstalling
Cisco Secure ACS. The following sections detail these specifications.

Hardware Requirements
The computer running Cisco Secure ACS must meet the following minimum hardware

requirements:

m  Pentium Il processor, 550 MHz or faster

m 256 MB of RAM

m  Atleast 250 MB of free disk space if you are running an externa database (if not, more disk
spaceis required)

m  Minimum graphics resolution of 256 colors at 800 by 600 lines

Operating System Requirements
The Cisco Secure ACS should be installed on a computer running an English language version of
Windows 2000 Server with a minimum of Service Pack 3. Currently, Windows 2000 Advance
Server and Windows 2000 Datacenter Server are not supported.
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Browser Compatibility
Your Cisco Secure ACS server must have acompatible browser installed. Cisco Secure ACS 3.2 has
been tested with English language versions of the following browsers on Microsoft Windows
operating systems.

m  Microsoft Internet Explorer Version 6.0
m  Netscape Communicator Version 7.0

To use aweb browser to access the Cisco Secure ACSHTML interface, you must enable both Java
and JavaScript in the browser. Also, the web browser must not be configured to use a proxy server.
If the browser used for an administrative session is configured to use a proxy server, Cisco Secure
ACS seesthe administrative on originating from the IP address of the proxy server rather than
from the actual address of the computer.

Installing Cisco Secure ACS

After confirming your system requirements for Cisco Secure ACS for Windows, run the setup
programto install the software. Figure 10-1 shows a checklist window that comes up during thefirst
part of the installation process.

Figure 10-1 Checklist Window That Appears During the Installation Process for Cisco ACS 3.2
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Asshown in Figure 10-1, the installation process wants you to test and confirm afew things before

moving forward with the installation process.

1. End users can successfully connect to the AAA client such as a network access server (NAS).

2. Veify connections between Windows NT/2000 server and other network devices. Make sure
that the AAA devices on your network can reach (ping) your Windows NT/2000 server. This
would make the installation smoother and hel ps reduce any troubleshooting issues later on
when it'stime to configure the Cisco Secure ACS and the devicesthat use it.

3. Check the Cisco |0S Software version on the AAA client and make sure that it is later than

Release 11.1.

4. Makesurethat your browser version complieswith the required version for Microsoft Windows

(Internet Explorer 6.0 and Netscape 7.0)

When the installation is complete, the HTML interface appears, in which you make administration

and configuration changes to the Cisco Secure ACS.

The HTML interface provides anavigation bar at the | eft of the browser with task buttons on them.
Figure 10-2 shows the HTML interface with the navigation bar containing the task buttons.

Figure 10-2 The HTML Interface for Cisco Secure ACS
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The task buttons are as follows:

m  User Setup—Add and edit user profiles.
m  Group Setup—Configure network services and protocols for groups of users.

m Shared Profile Components—Add and edit network access restriction and command
authorization sets to be applied to users and groups.

m  Network Configuration—Add and edit network access devices and configure distributed systems.
m System Configuration—Configure database information and accounting.

m Interface Configuration—Display or hide product features and options to be configured.

m  Administration Control—Define and configure access policies.

m External User Databases—Configure external databases for authentication.

m Reportsand Activity—Display accounting and logging information.

m  Online Documentation—View the user guide.

Table 10-2 shows the ports that Cisco Secure ACS uses.

Table 10-2 Cisco Secure ACS Ports Requirement

Service Name uDP TCP
RADIUS authentication and authorization 1645, 1812

RADIUS accounting 1646, 1813

TACACS+ AAA 49
Replication and RDBMS synchronization 2000
ACS remote logging 2001
HTTP administrative access 2002

Suggested Deployment Sequence
Although there is no single process for all Cisco Secure ACS deployments, you should consider
following the sequence keyed to the high-level functions represented in the navigation toolbar. Also
bear in mind that many of these deployment activities are iterative in nature; you may find that you
repeatedly return to such tasks as interface configuration as your deployment proceeds.

m  Configure administrator s—You should configure at least one administrator at the beginning
of the deployment. This will provide remote administrative access.

m Configurethe Cisco Secure ACSHTML interface—Select the features and controlsthat you
intend to use through the HTML interface. This makes using Cisco Secure ACS easier than it
would beif you had to contend with multiple parts of the HTML interface that you do not plan
to use.
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Configure system—There are more than a dozen functions within the System Configuration
section to be considered, from setting the format for the display of dates and password valida-
tion to configuring settings for database replication and RDBM S synchronization.

Configure networ k—You control distributed and proxied AAA functions in the Network
Configuration section of the HTML interface. From here, you establish the identity, location,
and grouping of AAA clients and servers and determine which authentication protocolseach is
to use.

Configure external user database—During this phase of deployment, you must decide
whether and how you intend to implement an external database to establish and maintain user
authentication accounts. Typically, this decision is made according to your existing network
administration mechanisms.

Configure shared profile components—With most aspects of network configuration already
established and before configuring user groups, you should configure your shared profile com-
ponents. When you set up and namethe network accessrestrictions and command authorization
sets you intend to use, you lay out an efficient basis for specifying user group and single-user

access privileges.

Configure groups—Having previously configured any external user databases you intend to
use and before configuring your user groups, you should decide how to implement two other
Cisco Secure ACS features related to external user databases. unknown user processing and
database group mapping.

Configure user s—With groups established, you can establish user accounts. It is useful to
remember that a particular user can belong to only one user group, and that settings made at the
user level override settings made at the group level.

Configurereports—Using the Reports and Activities section of the Cisco Secure ACSHTML
interface, you can specify the nature and scope of logging that Cisco Secure ACS performs.

Troubleshooting Cisco Secure ACS for Windows

A good place to start troubleshooting Cisco Secure ACS-related AAA problemsisthe Failed
Attempts Report under Reportsand Activity. Thereport displays several typesof failures. If no entry
isfound inthe Failed Attempts Report, it could be that there is amisconfiguration between the Cisco
Secure ACS and the router/client. In this case, do the following:

Verify that the router can ping the server and that the server can ping the router.
Verify that the TACACS+ host |P address is correctly configured on the router.

Verify that the TACACS+ host key entered on both the router and the Cisco Secure ACSisthe
same.
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Authentication Problems
If there are entries of authentication failurein the Failed Attempts Report and you are authenticating
against aWindows 2000 user database, check the following items:

Verify whether Cisco Secure ACS is configured to authenticate to the Windows 2000 user
database.

Verify whether the correct username and password is being used.
Confirm the existence of the username.

Check whether the user account has User Must Change Password at Next L ogin selected. If this
option is selected, deselect it.

Confirm that Cisco Secure ACSis configured to reference the Grant Dial-In Permission to User.

Verify whether the retry interval istoo brief. (The default is five seconds). Increase the retry
interval (tacacs-server timeout 20) on the AAA client to 20 or greater “users.”

Troubleshooting Authorization Problems
If the authentication isworking but the authorization is failing, check the following items:

Are the proper network services checked in the group settings?
If IPis checked, how isthe dial-in user obtaining an address?
Isthere an IP pool configured on the NAS?

Has the radio button for the command been permitted?

Has the radio button for the argument been permitted?

Administration Issues
Table 10-3 details how to approach some of the problems that may arise in a Cisco Secure ACS
installation.
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Table 10-3 CSACS Installation Troubleshooting

Issue Troubleshooting Tasks

Remote administrator cannot bring up | Ping Cisco Secure ACS to confirm connectivity.
the Cisco Secure ACSHTML inter-
facein abrowser or receives awarn- Verify that the remote administrator isusing avalid

ing that accessis not permitted. administrator name and password that has already been added in
Administration Control.

Verify that Java functionality is enabled in the browser.

Determine whether the remote administrator is trying to
administer Cisco Secure ACS through afirewall, through a
device performing network address translation or from a
browser configured to use an HTTP proxy server.

Unauthorized users can log in. Reject Listed IP Addresses is selected, but no start or stop IP
addresses are listed. Go to Administrator Control: Access Policy
and specify the Start IP Address and Stop IPAddress.

No remote administrators can log in. Allow Only Listed IP Addresses to Connect is selected, but no
start or stop |P addresses are listed. Go to Administrator Control:
Access Policy and specify the Start IP Address and Stop IP
Address.

Other useful troubleshooting commands for NAS devices (10S and CatOS) include the following:

m debugtacacs+
m debugradius
m debug aaa authentication

m debugaaa authorization
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

The following are the minimum hardware requirements for installing Cisco Secure ACS for
Windows:

m  Pentium Il processor, 550 MHz or faster.
m 256 MB of RAM.

m Atleast 250 MB of freedisk space. If you are running your database on the same machine, more
disk spaceisrequired.

m  Minimum graphics resolution of 256 colors at 800 by 600 lines.
Cisco Secure ACS deployment factors that you may need to consider include the following:

m  Number of users

m  Network topology

m Dialup topology

m  Network latency and reliability
m Remote-access policy

m  Administrative-access policy

A good place to start troubleshooting Cisco Secure ACS-related AAA problemsisthe Failed
Attempts Report under Reports and Activity. The report displays several types of failures. Other
useful troubleshooting commands include the following:

m debugtacacst

m debugradius

m debug aaa authentication
m debug aaa authorization
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

2
3.
4

What factors should you consider when deploying Cisco Secure ACS?
What are the minimum hardware requirements to install Cisco Secure ACS?
How does Cisco Secure ACS provide control for remote-access policies?

Where would be a good place to start to troubleshoot Cisco Secure ACS-related AAA
problems?

Does abrowser using a proxy server have any effect in the administration of a Cisco Secure
ACS remotely?
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This part of the book addresses the following exam objectives as posted at Cisco.com:

m  Secure administrative access for Cisco routers

m Disable unused router services and interfaces

m Useaccesslists to mitigate common router security threats
m Definethe Cisco 10S Firewall and CBAC

m Configure CBAC

m Describe how authentication proxy technology works
m  Name the two types of signature implementations used by the Cisco IOS Firewall IDS
m InitializeaCisco |OS Firewall IDS router




This chapter covers the
following subject:

m Disable Unused Router Services and
Interfaces




CHAPTER 11

Securing the Network with a
Cisco Router

Services or features on your router that are not in use on your network present potential vulner-
abilitiesthat could be easily be exploited by an intruder with limited skill. Disabling unnecessary
services helps reduce the vulnerability of your network. Going forward, this chapter highlights
some of the common services/features that you should consider disabling if they are not in use.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 11-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 11-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Disable Unused Router Services and 1-10
Interfaces

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. Which of the following versions of SNMP does Cisco 10S Software support?
a. SNMPv1
b. SNMPv2
c. SNMPv3
d. SNMPv4
2.  Which of thefollowing is (are) true about SNMP version 1?

a. Vey secure
b. Used very widely
c. Usesavery weak authentication scheme based on “ community string”
d. All of the above
3. Why isit important to secure the SNMP management station? Select the best answer.

a. The concentration of large information on the SNMP management station makesit a
target.

b. Because there could be only a single SNM P management station.
¢. SNMP management stations only operate older versions of the UNIX operating system.
d. None of the above.

4. Which of thefollowing istrue about the HTTP server on the Cisco 10S Software?

a. The HTTP server ison by default.
b. The HTTP server uses MD5 for authentication by default.
c. The HTTP server is off by defaullt.
d. The HTTP server requires authentication to provide access to the router.
5. Towhat type of attack does running ip directed broadcast expose the router?
a. Smurf attack
b. SMTP attack
¢. SPAM attack
d. All of the above
6. Which of the following is the best answer in securing routing updates from routing protocols?

a. Routing updates cannot be secure
b. Increase physical security
c. Disablethe routing protocols

d. Configure neighbor authentication
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Which of the following are part of the small server services?

a.
b.
c.

d.

Echo
Chargen
Discard
CDP

Which of the following is true regarding the | P directed-broadcast service?

a.

b.
c.

d.

The no ip directed-broadcast command is the default in Cisco 10S Software
Release 12.0 and later.

Reduces HTTP vulnerabilities.
Increases security.
OnlyA andC

What is the command to disable CDP on a particular interface?

a.
b.
c.

d.

no cdp neighbor
no cdp running
no cdp

no cdp enable

What is the command to enable the HTTPS server on the Cisco |1OS router?

L

b.
c.

d.

ip https server
ip server https
ip http secure-server

ip secure-server

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

8 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

9 or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Unused but enabled services on routers could be a potential vulnerability for your network. Every
network is unique in one way or another and therefore requires a different type of configuration on its
routers. This chapter covers some of the Cisco |0S Software services that should be turned off in
most network settings to prevent security breaches or network downtime. It aso discusses some
commonly configured management services and how to securely operate them.

Simple Network Management Protocol (SNIVIP)

SNMPisvery widely used for router monitoring and frequently for router configuration changes as
well. If not configured properly, SNMP could provide awealth of information about the device to
intruders running SNM P discovery tools.

Cisco |0S Software Release 12.1 supports the following versions of SNMP:

m  SNMPv1—The Simple Network Management Protocol; afull Internet standard, defined in
RFC 1157. Security is based on community strings.

m  SNMPv2c—The community string-based administrative framework for SNMPv2. SNMPv2c
(the “c” stands for “community”) is an experimental Internet protocol defined in RFC 1901,
RFC 1905, and RFC 1906.

m  SNMPv3—Version 3 of the Simple Network Management Protocol. SNMPv3 is an interoper-
able standards-based protocol defined in RFCs 2273 through 2275. SNMPv3 provides secure
access to devices by acombination of authenticating and encrypting packets over the network.

Unfortunately, version 1 of the SNM P protocol, whichisthe most commonly used, usesavery weak
authentication scheme based on acommunity string, which amountsto afixed password transmitted
over the network without encryption. SNMPv1 isill suited for use across the public Internet for the
following reasons:

m |t usesclear-text strings.
m  Most SNMP implementations send those strings repeatedly as part of periodic polling.

You should carefully consider the implications before using it that way. If it is absolutely necessary
that you use SNMP, it is recommended you use SNMPv3, which supports a Message Digest 5
(MD5)-based digest authentication scheme and allows for restricted access to various management
data.
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Another way to mitigate the potential threats posed when using SNMPv1 isto avoid using the same
community strings for all network devices. Use a different string or strings for each device, or at
least for each area of the network. Use strong community names. Do not make a read-only string
the same as a read-write string. If possible, periodic SNMPv1 polling should be done with a read-
only community string; read-write strings should be used only for actual write operations.

In most networks, legitimate SNM P messages come only from certain management stations. If this
istruein your network, you should probably use the access list number option on the snmp-server
community command to restrict SNMPv1 access to only the | P addresses of the management
stations. Do not use the snmp-server community command for any purposein a pure SNMPv2
environment; this command implicitly enables SNMPv1.

SNMPv3 uses a secure form of communication. The security features provided in SNMPv3 are as
follows:

m  Messageintegrity—Ensuring that a packet has not been tampered with in transit
m Authentication—Determining the message is from avalid source

m Encryption—Scrambling the contents of a packet to prevent it from being seen by an
unauthorized source

SNM P management stations often have large databases of authentication information, such as
community strings. This information may provide access to many routers and other network
devices. This concentration of information makes the SNMP management station a natural target
for attack, and it should be secured accordingly.

Controlling Interactive Access Through a Browser
Administrative access support via a browser is supported by Cisco 10S Software Release 11.0(6)
and later. Thisfeature is disabled by default but can be enabled by theip http server command.

However, the use of HTTPto manage arouter presents someinherent vulnerabilities. The Cisco 10S
HTTP server provides authentication, but not encryption, for client connections. The data that the
client and server transmit to each other is not encrypted. Thisleaves communication between clients
and serversvulnerableto interception and attack. To reduce therisk posed by thisvulnerability, itis
possible to use the ip http access-class command to restrict the hosts that connect to the router via
HTTP or use the Cisco secure HTTP server.

The Secure HTTP (HTTPS) feature provides the capability to connect to the Cisco IOSHTTPS
server securely. It is enabled with the ip http secure-server command.
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It uses Secure Sockets Layer (SSL) and Transport Layer Security (TLS) to provide device authen-
tication and data encryption. HTTPS authenticates the client and the server with each other before
establishing a connection. HTTPS supports the following standards:

m MD5

m  Secure Hash Algorithm 1 (SHAL)

m  Public key-based encryption:
—RSA—Encryption/decryption/generation
—DSA—Encryption/decryption/generation
—Diffie-Hellman—Key exchange/key generation
—X.509 digital certificates

Before you start configuring the HTTPS server, generate an RSA usage key pair with alength of
1024 bits or greater for the device using the crypto key gener ate r sa usage 1024 command. If you
do not generate an RSA usage key pair manually, an RSA usage key pair with alength of 768 bits
isgenerated automatically when you connect to the HTTPS server for thefirst time. Unlessyou save
these automatically generated keys manually to NVRAM, they will be lost when the deviceis
rebooted. The following is an example of enabling HTTPS on arouter:

FW1(config)#ip http secure-server

Disabling Directed Broadcasts

On | P networks, a packet can be directed to an individual machine or broadcast to an entire network.
When a packet is sent to an |P broadcast address from a machine on the local network, that packet
isdelivered to all machines on that network. When apacket is sent to that | P broadcast address from
amachine outside of the local network, it is broadcast to al machines on the target network.

| P broadcast addresses are usually network addresses with the host portion of the address having all
1 bits. For example, the I P broadcast address for the network 192.168.100.0 is 192.168.100.255.
Network addresseswith all Osin the host portion, such as 192.168.100.0, can al so produce a broad-
cast response. In the Smurf attack, attackers are using ICMP echo request packets directed to I1P
broadcast addresses from remote locations to generate DoS attacks. There are three partiesin these
attacks: the attacker, the intermediary, and the victim.

NOTE These attacks have been referred to as Smurf attacks because the name of one of the
exploit programs attackers use to execute this attack is called Smurf.
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Theintermediary receivesan |CM P echo request packet directed to the | P broadcast address of their
network. If theintermediary does not filter ICM P traffic directed to | P broadcast addresses, many of
the machines on the network receive this ICMP echo request packet and send an ICMP echo reply
packet back. When (potentially) all the machines on a network respond to this ICMP echo request,
the result can be severe network congestion or outages.

When the attackers create these packets, they do not use the I P address of their own machine asthe
source address. Instead, they create forged packets that contain the spoofed source address of the
attacker’sintended victim. Theresult isthat when all the machinesat theintermediary’s siterespond
to the ICMP echo requests, they send replies to the victim’'s machine. The victim is subjected to
network congestion that could potentially make the network unusable.

Unless applications or other explicit requirements need the router interfacesto have IP directed
broadcasts, it should be turned off, to suppress the effects of this attack. You can usethe noip
directed-broadcast command to do so on the Cisco |OS Software.

Thenoip directed-broadcast interface command isthe default in Cisco | OS Software Release 12.0
and later. In earlier versions, the command should be applied to every LAN interface that isn’t
known to forward legitimate directed broadcasts.

Routing Protocol Authentication

One of the ways that routers update their routing tables is by route updates they receive from other
routers by routing protocols. Routing protocols are vulnerable to spoofing of route updates. A
mechanism for receiving reliable routing information from atrusted source router should be put in
place to avoid getting bad updates by “rogue” or misconfigured routers. It is quite possible to have
aroguerouter provide bad routesto your router, which could cause the failure of your network. One
way to combat this problem isto use authentication and encryption for the communication between
routers that share routing updates.

When authentication is configured, neighbor authentication occurs whenever routing updates are
exchanged between neighbor routers. This authentication ensures that a routing protocol receives
reliable routing information from a trusted source.

The authentication process works by requiring a unique key to first verify the source (neighbor
router) before arouting update is accepted by arouting protocol. Thisway “rogue” routers will not
be able to participate in the route update process. The process of authentication occurs as follows
(in summary):

1. A router sends arouting update with a key to the neighbor router.

2. Thereceiving (neighbor) router compares the received key against the key stored in its own
memory.
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3. If thetwo keys match, the receiving router accepts the routing update packet. If the two keysdo
not match, the routing update packet is rejected.

M D5 authenti cation works much like plain-text authentication, except that the key isnever sent over
the wire. Instead, the router uses the M D5 algorithm to produce a“ message digest” of the key (also
called ahash). The message digest is then sent rather than the key itself. This ensures that nobody
can eavesdrop on the line and | earn keys during transmission. Routing protocols such Open Shortest
Path First (OSPF), Routing Information Protocol (RIP) version 2, Interior Gateway Routing Protocol
(IGRP), and Border Gateway Protocol (BGP) useit.

Small Server Services
TCP and UDP small servers are servicesthat run in the router and are useful for diagnostics. These

include the following:

m Echo (UDP, TCP)—This simple port just echoes whatever is sent to it.

m Chargen (UDP, TCP)—Generates a stream of characters (TCP) or a packet containing
characters (UDP).

m Daytime (T CP)—Responds with the current time of day. The protocol specification doesn’t
clearly define the format of the data returned, so every machine respondsin adlightly different
format. This can be used to fingerprint machines.

m Discard (UDP, TCP)—Throws traffic away.

These services, especially their UDP versions, are used for diagnostic purposes but can be used to
launch DoS and other attacks that would otherwise be prevented by packet filtering. It is recom-
mended that these services not be enabled unless doing so is absolutely necessary. These services
could be exploited indirectly to gain information about the target system or directly asisthe case
with the Fraggle attack, which uses UDP echo.

NOTE Fingerprinting is the technique of interpreting the responses of a system to figure out
what it is. In particular, unexpected combinations of data are sometimes sent at the system to
trigger these responses.

Exploitation of these services may result in symptoms such as the process table being full of error
messages (%SY S-3 NOPROC) or very high CPU utilization. The small services are disabled by
default in Cisco |0S Software 12.0 and later. In earlier software, you can disable them by using the
commands no service tcp-small-server s and no service udp-small-servers.

Disabling Finger Services
Cisco routers provide an implementation of the finger service, which is used to find out which users
are logged in to anetwork device. This service is equivalent to issuing a remote show users
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command. Although the information gained may seem harmless, it could be valuable to an attacker.
You can disable the finger service with the command no service finger.

Disabling Network Time Protocol (NTP)
NTPisn't especially dangerous, but any unneeded service may represent a path for penetration.
If NTPisactualy used, it'simportant to explicitly configure atrusted time source and to use proper
authentication, because corrupting the time base is agood way to subvert certain security protocols.
If NTPisn't being used on a particular router interface, you can disable it with the interface com-
mand no ntp enable.

Disabling Cisco Discovery Protocol (CDP)
CDPisaCisco proprietary Layer 2 protocol that is mediaand protocol independent and runs on all
Cisco-manufactured equipment, including routers, access servers, and switches. CDP is primarily
used to obtain protocol addresses of neighboring devices and discover the platform of those devices.
CDP can a'so be used to show information about the interfaces your router uses.

Theinformation provided by CDP can potentially be used by an attacker to compromise the neigh-
boring device and consequently the network. If CDP is not used by your network, you should turn
it off. CDP may be disabled with the global configuration command no cdp running. CDP may be
disabled on a particular interface with no cdp enable.
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the detailsin each “ Foundation Summary”

section before going to take the exam.

Table 11-2 Commands for Preventing Attacks Against the Cisco |OS Router

Command

Description

no service tcp-small-servers

no service udp-small-servers

Prevent abuse of the small services from DoS or
other attacks.

no service finger

Avoid releasing user information to possible
attackers.

no cdp running

no cdp enable

Avoid releasing information about the router to
directly connected devices.

no ntp enable

Prevent attacks against the NTP service.

no ip directed-broadcast

Prevent attackers from using the router as a
Smurf amplifier.

snmp-server party... authentication md5 secret ...

Configure MD5-based SNMPv2 authentication.
Enable SNMP only if it's needed in your net-
work.

ip http authentication method

Authenticate HTTP connection requests (if
you've enabled HTTP on your router).

ip http access-classlist

Further control HTTP access by restricting it to
certain host addresses (if you've enabled HTTP
on your router).
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Q&A

As mentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

N o g & w N

Name the two types of routing protocol authentication (neighbor authentication)?
Name one weakness of SNMPv1.

How do you enable the HTTP service on the Cisco |OS router?

What are the security features that are provided by SNMPv3?

What is an | P directed broadcast?

What is the default password when accessing the router viathe HTTP service?

What are the symptoms on the router when an attacker exploitsthe “small server services’ that
have been enabled on the router?
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CHAPTER 12

Access Lists

Cisco provides basic traffic-filtering capabilities with access control lists (ACLS). ACLs can be
configured for all routed network protocols, to filter those protocols’ packets as the packets pass
through arouter.

You can configure ACL s a your router to control accessto anetwork. ACLs can prevent certain
traffic from entering or exiting a network.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 12-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 12-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

UseAccess Lists to Mitigate Common 1-10
Router Security Threats

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. What isan access control list (ACL)?
a. AnACL isamethod of only permitting IPX traffic.
b. ACLsarerulesthat deny or permit packets coming in to or out of arouter’s interface.
¢. ACLsareused only on switches.
d. ACLsarerulesto prevent mail traffic from leaving a router interface only.

2.  Which of the following steps are required to create an effective ACL?

a. Define an ACL by specifying an ACL number or name and access condition.
b. Administratively shut down the interface before applying the ACL.

c. Reboot the router after creating the ACL.

d. Apply the ACL to an interface or terminal line.

3. Which of the following ways can ACLs be used?

a. To control virtual terminal line access
b. To automatically shut down interfaces
c. Torestrict contents of routing updates
d. To send alertsto the network administrator

4. Which of thefollowing are ACL criteria?
a. Source address of thetraffic
b. Length of the packet
c. Destination address of the traffic
d. Upper-layer protocol

5. What isthe difference between a standard |IP ACL and extended IPACL?

a. Standard ACL s use source and destination of the packets, whereas extended IP ACLs use
both source and destination with an additional criteria of upper-layer protocol.

b. Standard ACLsuse|PACL range 1to 99, and extended IP ACL s use 100 to 199.
¢. Standard ACLs use IPACL range 100 to 199, and extended IPACLs use 1 to 99.
d. Standard ACLswereintroduced in the Cisco 10S Software 12.x.
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What command enables you to apply an ACL to an interface?

a. ip access-group number in | out
b. accesslistin|out

c. ipaccess-groupin | out

d. access-list number in | out

Which of the range of humbers identify an extended IP ACL?
a. 1-89

b. 1-99

¢. 99-200

d. 100-199

Which of the following is the correct syntax for a standard IP ACL?

a. access-ist 50192.168.1.87 deny 10.100.10.14

b. access-list 101 deny ip host 192.168.1.87 10.100.10.14
c. accesslist 50 deny ip host 192.168.1.87

d. accesslist 101 host 192.168.1.87 deny 10.100.10.14

Which is the correct syntax for blocking FTP access to host 192.168.10.1 from the FTP server
10.100.100.14 server?

a. access-list 11 deny ftp host 192.168.10.1 host 10.100.100.14

b. access-list 101 deny tcp host 192.168.10.1 host 10.100.100.14 eq ftp
c. accesslist 11tcp deny host 192.168.10.1 host 10.100.100.14 eq ftp
d. access-list 101 deny host 192.168.10.1 eq ftp host 10.100.100.14

Suppose you apply the command access-list 6 per mit 0.0.0.0 255.255.255.255. What happens?

a. Nothing is permitted.

b. Everything is permitted.
c. Thisanincorrect ACL.
d. AandB.
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

What Are Access Lists

ACLsarerulesthat deny or permit packets coming in or out of an interface. An ACL typically
consists of multiple ACL entries (ACES), organized internally by the router. When a packet is
subjected to access control, the router searches thislinked list in order from top to bottom to find a
matching element. The matching element is then examined to determine whether the packet is
allowed or denied. Figure 12-1 shows the behavior of arouter that has an ACL configured on its
interfaces.

Figure 12-1 High-Level Overview of How an ACL |s Processed by a Router

Is There an N

Interface?
Yes

Next Entry List Does Source
Address Match?

No Yes Do Route
Table Lookup

Yes | More |«—— | | ApplyCondition
Entries?
No Route to
Interface

—>| Deny | | Permit

ICMP Messages Process Packet

Some of the functions that ACL s are used for include the following:

m To control the transmission of packets coming in to or out from an interface
m To control virtual terminal line access

m To restrict contents of routing updates

m To defineinteresting traffic

Numbered ACEs are entered oneline at atime, and thelist is scanned for amatch in that same order.
If you must make a change, you have to re-enter the entire list.

ACL criteria can be the source address of the traffic, the destination address of the traffic, the upper-
layer protocol, or other information.
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Thereisan implied deny for traffic that is not permitted. A single-entry ACL with only one deny
entry has the effect of denying all traffic. You must have at least one per mit statement in an ACL;
otherwise, all traffic will be blocked.

When to Configure Access Lists
To provide the security benefits of ACLSs, you should at a minimum configure ACL s on border
routers, which are routers situated at the edges of your networks. This provides a basic buffer from
the outside network or from aless-controlled area of your own network into a more sensitive area
of your network.

You can configure ACLs so that inbound traffic or outbound traffic or both are filtered on an
interface. ACLs must be defined on a per-protocol basis. In other words, you should define ACLs
for every protocol enabled on an interface if you want to control traffic flow for that protocol.

Types of IP ACLs
Cisco 10S Software supports the following types of ACLsfor IP:

Standard | P ACL s—Use source addresses for matching operations.

Extended | P ACL s—Use source and destination addresses for matching operations and
optional protocol type information for finer granularity of control.

Reflexive ACLs—Allow IP packets to be filtered based on session information. Reflexive
ACLs contain temporary entries and are nested within an extended, named IPACLSs.

Time-based ACL s—Time-based ACL s, as the name intuitively indicates, are triggered by a
time function.

Context-based access control (CBAC)—CBAC wasintroduced in Cisco |OS Software
Release 12.0.5.T and requires the Cisco 10S firewall feature set. CBAC inspects traffic that
travels through the firewall to discover and manage state information for TCP and UDP
sessions. This state information is used to create temporary openings in the firewall’sACLs.
Thisisdiscussed in greater detail in Chapter 14, “ Context-Based Access Control (CBAC).”

Each of these ACLs s discussed in detail in the following sections.

Standard IP ACLs
Standard IPACL sarethe oldest type of ACL, dating back asearly as Cisco | OS Software Release 8.3.
Standard |PACLs control traffic by comparing the source address of the I P packets to the addresses
configured in the ACL.
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The following is the command syntax format of a standard IPACL.

access-list access-list-number {permit | deny} {host | source source-wildcard | any}
log

In all software releases, the access-list-number can be anything from 1 to 99. Table 12-2 shows the
protocol and the corresponding number range for the ACL identification. In Cisco 10S Software
Release 12.0.1, standard IP ACL s began using additional numbers (1300 to 1999). These additional
numbers are referred to as expanded | P ACLSs. In addition to using numbersto identify ACL, Cisco
|OS Software Release 11.2 and later added the ability to use list namein standard IPACLSs.

You can monitor how many packets are being permitted or denied by a particular ACL, including
the source address of each packet by thelog option. Thelogging message includesthe ACL number,
whether the packet was permitted or denied, the source | P address of the packet, and the number of
packets from that source permitted or denied in the prior five-minute interval.

Table 12-2 Protocols and Their Corresponding Number Identification for an ACL

Protocol Range

Standard 1P 1-99 and 1300-1999
Extended IP 100-199 and 20002699
Ethernet type code 200-299

Ethernet address 700-799

Transparent bridging (protocol type) 200-299

Transparent bridging (vendor code) 700-799

Extended transparent bridging 1100-1199
DECnet and extended DECnet 300-399
XNS 400499
Extended XNS 500-599
AppleTalk 600-699

Source-route bridging (protocol type) | 200-299

Source-route bridging (vendor code) 700-799

IPX 800899

Extended IPX 900999

continues
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Table 12-2 Protocols and Their Corresponding Number Identification for an ACL (Continued)

Protocol Range
IPX SAP 1000-1099
Standard VINES 1-100
Extended VINES 101-200
SimpleVINES 201-300

Wildcard masksin conjunction with I P addresses are used to identify the source addressin an ACL.
Wildcard masks are also known as reverse netmasks. If your netmask normally is 255.255.255.0,
for example, in binary that is

11111111 11111111 11111111 00000000
Swapping the bits, that yields the following:
00000000 00000000 00000000 11111111

or 0.0.0.255 (your wildcard mask)

Another way to calculate your wildcard mask is to take your network mask and subtract each octet
from 255. If your network mask is 255.255.248.0, for example, you calculate your wildcard by
subtracting 255 from each octet, yielding a 0.0.7.255 wildcard mask.

After defining an ACL, you must apply it to the interface (inbound or outbound).

interface interface
ip access-group number {in | out}

Example 12-1 shows the use of a standard IP ACL to block al traffic except that from source
192.168.100.x.

Example 12-1 Sample ACL Configuration Permitting Network 192.168.100.0 and Implicitly Denying All
Other IP Traffic

Firewall(config)#access-1list 1 permit 192.168.100.0 0.0.0.255
Firewall(config)#interface Ethernet@/0

Firewall(config-if)#ip address 192.168.100.1 255.255.255.0
Firewall(config-line)#ip access-group 1 in

Thetermsin, out, source, and destination are used as referenced by the router. Traffic on the router
could be compared to traffic on the highway. If you were alaw enforcement officer in the U.S. and
wanted to stop atruck coming from Mexico into Canada, the truck’s source would be Mexico and the
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truck’s destination would be Canada. The roadblock could be applied at the U.S.-Canadian border
(*out”) or the U.S.-Mexican border (“in"). Refer to Figures 12-2 and 12-3.

Figure 12-2 Border-Patrol Man (ACL) Stopping a Truck (Packet) from Entering the Country (U.S)
from Mexico

Canada
(Destination)

USA T

Law Enforcement
(Access List) Mexico

(Source)

Figure 12-3 Border-Patrol Man (ACL) Sopping a Truck from Mexico (Packet) Leaving the Country (U.S)

Canada
(Destination)

Law Enforcement 1 &,/ |
(Access List) \T

Mexico
(Source)
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When referring to arouter, these terms have the following meanings.

m Out—Traffic that has already been through the router and isleaving theinterface; the sourceis
where it has been (on the other side of the router), and the destination iswhere it is going.

m |In—Traffic that is arriving on the interface and which will go through the router; the sourceis
where it has been, and the destination is where it is going (on the other side of the router).

Thein ACL hasasource on asegment of the interface to which it is applied and a destination off of
any other interface. The out ACL has a source on asegment of any interface other than the interface
towhich it is applied and a destination off of the interface to which it is applied.

Extended IP ACLs
Extended IPACLswereintroduced in Cisco |0S Software Release 8.3. Extended IP ACL s control
traffic by not only comparing the source and destination | P addresses but also comparing the source
and destination port numbers of the | P packets to the configured in the ACL.

The following is the command syntax format of extended IPACLSs:

ip access-list access-list-number [dynamic dynamic-name [timeout minutes]]
{deny | permit} protocol source source-wildcard destination destination-wildcard
[precedence precedence] [tos tos] [log | log-input] [time-range time-range-name]

In al software releases, the access-list-number can be 101 to 199. In Cisco 10S Software Release
12.0.1, extended IP ACL s began using additional numbers (2000 to 2699). These additional
numbers are referred to as expanded IP ACLs. Cisco | OS Software Release 11.2 added the ability to
use list name in extended IP ACLSs.

Example 12-2 shows an extended |P ACL used to permit traffic on the 192.168.100.x network
(inside) and to receive ping responses from the outside while preventing unsolicited pings from
people outside (permitting all other traffic).

Example 12-2 Sample Configuration for an Extended IP ACL

Firewall(config)#access-1list 101 deny icmp any 192.168.100.0 0.0.0.255 echo
Firewall(config)#access-1list 101 permit ip any 192.168.100.0 0.0.0.255
Firewall(config)#interface fastethernet@/1

Firewall(config-if)#ip address 172.16.8.1 255.255.255.0
Firewall(config-if)#ip access-group 101 in

Reflexive ACLs
Reflexive ACLs were introduced in Cisco |0S Software Release 11.3. Reflexive ACLs enable |P
packets to be filtered based on upper-layer session information. They are generally used to allow
outbound traffic and to limit inbound traffic in response to sessions originating inside the router.
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Reflexive ACL s can be defined only with extended, named IP ACLs. They cannot be defined with
numbered or standard, named |PACL s or with other protocol ACLs. Reflexive ACLs can beusedin
conjunction with other standard and static extended IPACLSs.

Example 12-3 demonstrates the process of permitting |CM P outbound and inbound traffic. TCP
traffic that had been initiated from inside is permitted in, whereas all other traffic is denied.

Example 12-3 Sample Configuration for a Reflexive ACL

Firewall (config)#ip access-list extended incoming
Firewall(config-ext-nacl)#permit icmp

192.168.100.0 0.0.0.255 10.1.1.0 0.0.0.255
Firewall(config-ext-nacl)#evaluate traffic
Firewall(config-ext-nacl)# exit
Firewall(config)# ip access-list extended outgoing
Firewall(config-ext-nacl)# permit icmp

10.10.10.0 0 0.0.0.255 192.168.1.0 0.0.0.255
Firewall(config-ext-nacl)#permit tcp

10.10.10.0 0.0.0.255 192.168.1.0 0.0.0.255 reflect traffic
Firewall(config)#ip reflexive-list timeout 90
Firewall(config)#interface Ethernet@/0
Firewall(config-if)# ip address 192.168.100.1 255.255.255.0
Firewall(config-if)# ip access-group incoming in
Firewall(config-if)# ip access-group outgoing out
Firewall(config)#exit

Time-Based ACLs
Time-based ACLs were introduced in Cisco |0S Software Release 12.0.1.T. Although similar to
extended IPACLsinfunction, they allow for access control based on time. To implement time-based
ACLs, atimerangeis created that defines specific times of the day and week. Thetimerangeis
identified by aname and then referenced by afunction. Therefore, the time restrictions are imposed
on the function itself. The time range relies on the router’s system clock. The router clock can be
used, but the feature works best with Network Time Protocol (NTP) synchronization.

The following are the syntax for time-based ACL commands.

time-range time-range-name

periodic days-of-the-week hh:mm to [days-of-the-week] hh:mm

absolute [start time date] [end time date]

ip access-list name | number extended _definition time-range name_of_time-range

Example 12-4 shows a Telnet connection permitted from the inside to outside network on Monday,
Tuesday, and Thursday during the hours of 7 am. until 6 p.m.
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Example 12-4 Sample Configuration for Time-Range ACL

Firewall(config)#interface Ethernet@/0
Firewall(config-if)#ip address 192.168.100.253 255.255.255.0
Firewall(config-if)#ip access-group 111 in
Firewall(config)#access-1list 111 permit tcp
10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255
eq telnet time-range TelnetAccess
Firewall(config)#time-range TelnetAccess
Firewall(config-time-range)#periodic Monday Tuesday Thursday 7:00 to 18:00

Time ranges offer many possible benefits, including the following:

m  The network administrator has more control over permitting or denying a user accessto
resources. These resources could be an application (identified by an |P address/mask pair
and a port number), policy routing, or an on-demand link (identified as interesting traffic to
the diaer).

m  When provider access rates vary by time of day, it is possible to automatically reroute traffic
cost-effectively.

m  Service providers can dynamically change a committed access rate (CAR) configuration to
support the quality of service (QoS) service level agreements (SLAS) that are negotiated for
certain times of day.

m  Network administrators can control logging messages. ACL entries can log traffic at certain
times of the day but not constantly. Therefore, administrators can just deny access without
needing to analyze many logs generated during peak hours.

m Policy-based routing and queuing functions are enhanced.

Configuring ACLs on a Router
When creating an ACL , you define criteriathat is applied to each packet processed by the router; the
router decides whether to forward or block each packet based on whether the packet matches the
criteria

Typical criteriayou definein ACLsincludes packet source addresses, packet destination addresses,
or upper-layer protocol of the packet. However, each protocol hasits own specific set of criteriathat
can be defined.

For asingle ACL, you can define multiple criteriain multiple, separate ACL statements. Each of
these statements should reference the same identifying name or number to tie the statements to the
same ACL. You can have as many criteria statements as you want, limited only by the available
memory. Of course, the more statements you have, the more difficult it will be to comprehend

and manage your ACLSs.
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The two main tasks involved in using ACLs are as follows:

Step 1 Create an ACL by specifying an ACL number or name and access conditions.

Step 2 Apply the ACL to an interfaces or terminal lines.

Figure 12-4 ACL webserver2 Being Applied to the Serial Interface of a Router
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Example 12-5 shows an example of ACL configuration.

Example 12-5 ACL Configuration Called webserver2 Permitting Web Access

Firewall# configure terminal
Firewall(config)#ip access-list extended webserver2
Firewall(config-ext-nacl)#permit tcp any host 10.40.100.5 eq www
Firewall(config-ext-nacl)#permit tcp 10.150.16.0 0.0.0.255 host 10.40.100.5 eq ftp

In Example 12-5, an extended |P ACL called webserver2 is created. ACL webserver2 hasACL
entries that permits TCP port 80 (WWW) from any sourceto 10.40.100.5 and FTP accessto
10.40.100.5 192.168.100.0/24 only.

You can define ACL s without applying them. However, the ACLs will have no effect until they are
applied to the router’s interface. Example 12-6 appliesthe ACL server2 to the serial O interface.

Example 12-6 Applying the ACL server2 to the serialO Interface

Firewall(config)#interface serial@
Firewall(config-if)# ip access-group server2 in
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the detailsin each “ Foundation Summary”
section before going to take the exam.

ACLsfilter network traffic by controlling whether routed packets are forwarded or blocked at the
router’s interfaces. Your router examines each packet to determine whether to forward or drop the
packet, based on the criteria you specified within the ACLs.

The two main tasks involved in using ACLs are as follows:

m Createan ACL by specifying an ACL number or name and access conditions.
m  Apply the ACL to interfaces or terminal lines.

Cisco 10S Software supports the following types of ACLsfor IP:

Standard IPACLs

Extended IPACLs
Reflexive ACLs

Time-based ACLS

m Context-based access control

At the end of every ACL isan implied “deny al traffic” criteria statement. Therefore, if a packet
does not match any of your criteria statements, the packet is blocked.
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Q&A

As mentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

o o &> W

10.

What is the syntax to apply the IPACL 107 for traffic leaving the interface?

Meron isanetwork administrator in amedium-size company. She wantsto deny FTP accessto
the Marketing department on the 10.300.4.0 subnet on Friday, Saturday, and Sunday 7 a.m.
until 10 p.m. Can she do this? If so, how?

What is the syntax to deny telnet access to source host 10.2.2.2 to telnet server 10.200.4.6?
Why do you use the words “in” or “out” when applying an ACL to an interface?

What is the command to apply ACL 101 for outgoing traffic from the internal network?
What range of numbersis used for extended IPACLS?

Create an ACL to deny 192.168.10.0 255.255.255.0 network web access to web server
10.100.10.14.

At aminimum, on which routers should you configure ACL s?
What type of ACL would you use to prevent a particular host from accessing your FTP server?

Ryan configured the following ACL on hisrouter: access-list 113 deny tcp host 10.2.2.7 any
and access-list 113 deny tcp host 10.2.2.8 any. He then applied it to the serial interface of his
router. No packets seem to passing through his router. Why?
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CHAPTER 13

The Cisco 10S Firewall

ThelOSfirewall isan optional add-on for Cisco | OS Software, offering an effectivefirewall and
intrusion detection capability with features such as application-based filtering and encryption.
Throughout this chapter thefirewall feature of the Cisco 10S Softwareisreferred to asthe Cisco

|OSfirewall feature set.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The five-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 13-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 13-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section

Questions Covered in This Section

Define the Cisco 10S Firewall

15

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. The Cisco |OSfirewall feature set is usually configured on awhat?

a. Firewall
b. PIX

c. Router
d. Switch

2. Which of the following places would be the appropriate position to place your 10S firewall?

a. Between subnetworks.

b. Between theinterna network and an external network such as the Internet.
¢. Thereisno appropriate place.

d. Only onthe DMZ network.

3. What arefirewalls?
a. Firewalls are devicesthat prevent access to your network.
b. Firewalls are devicesthat permit access to your network for everyone.

c. Firewalls are networking devices that control access to your organization’s network
assets.

d. None of the above.

4. Which of thefollowing is not part of the Cisco |OS feature set?

a. Authentication proxy
b. Intrusion detection
c. CiscoPIX

d. CBAC

5.  Which of the following are the benefits of the Cisco |OS firewall feature set?
a. Reduces spam e-mails
b. Monitors traffic through network perimeters
c. Increases DoS attacks
d. Protectsinternal networks from unauthorized access
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

4 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

5 overall score—If you want more review on these topics, skip to the “Foundation Summary”
section and then go to the* Q& A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Firewallsare networking devicesthat control accessto your organization’s network assets. Firewalls
are usually positioned at the ingress/egress points into your network. If your network has multiple
entrance points, you must position afirewall at each point to provide effective network access
control.

The most basic function of afirewall isto monitor and filter traffic. In addition to placing firewalls
on the perimeter of your network, you can also place firewalls within the network to control access
to specific parts of your network. For example, you can position firewalls at all the entry pointsinto
aresearch and development network to prevent unauthorized access to proprietary information.
Firewalls can be simple or elaborate, depending on your network requirements. Simplefirewallsare
usually easier to configure and manage.

The Cisco 10S Firewall Feature Set

The Cisco |OSfirewall feature set combines existing Cisco | OS firewall technology and the context-
based access control (CBAC), afeature discussed in detail in Chapter 14, “ Context-Based Access
Control (CBAC).” When you configure the Cisco 10S firewall feature set on your Cisco router, you
turn your router into an effective firewall.

The Cisco |OS firewall feature set is designed to allow authorized users access to your network
resources. This design prevents unauthorized, external individuals from gaining accessto thein-
ternal network and blocks network attacks on your network.

At the core of the Cisco 10S firewall feature set is the Cisco advanced firewall engine. Thisengine
tracks the state and context of network connections to secure traffic flow. It enhances security for
TCP and UDP applications that use well-known ports, such as e-mail traffic (SMTP) and telnet
traffic, by examining source and destination addresses.

The Cisco |0OS firewall feature set provides the following benefits:

m Protectsinternal networks from intrusion
m  Monitors traffic through network perimeters
m Enables network commerce via the World Wide Web

The following features are included in the Cisco | OS feature set. The most complex are discussed
in more detail in the following sections.
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m Authentication proxy—LAN-based, dynamic, per-user authentication and authorization via
TACACS+ and RADIUS authentication servers for both inbound and outbound users.

m Audit trail—Details transactions. Records timestamp, source host, destination host, ports,
duration, and total number of types transmitted for detailed reporting. Can be configured on a
per-application, per-feature basis.

m Basic and advanced traffic filtering—Standard and extended 1P access control lists (ACLS).
L ock-and-key dynamic ACLs grant temporary access through firewalls upon user identi-
fication.

m CBAC—Providesinternal userswith secure, per-application access.

m DoSdetection and prevention—Defends and protects router resources against common
attacks.

m Dynamic port mapping—Allows CBAC-supported applications to run on nonstandard ports.

m Event logging—Enables administratorsto track potential security breaches or other nonstand-
ard activitiesin real time by logging system error message output to a console terminal or
syslog server.

m Firewall management—A wizard-based network configuration tool that offers step-by-step
guidance through network design, addressing, and Cisco firewall feature set implementation.

m Javaapplet blocking—Protects against unidentified, malicious Java applets.

m Intrusion detection—Intrusion detection capability in the critical packet path provides
dynamic monitoring, interception, and reporting of well-known or common network attacks
and misuse.

m Network Address Translation (NAT)—Hides the internal network from the outside for
enhanced security.

m Peer router authentication—Ensures that routers receive reliable routing information from
trusted sources.

m Policy-based multi-interface support—~Provides the ability to control user access by IP
address and interface as determined by the security policy.

m Redundancy/failover—Automatically routes traffic to a backup router if afailure occurs.

Authentication Proxy
When configuring authentication proxy, adirection at the interface is not assigned because it is
always inbound. Authentication proxy intercepts the packet before it reaches the inbound ACL.
Consequently, an inbound ACL can block all traffic, except for the special servers or devices that
need to communicate with the Cisco |OS firewall.
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Authentication proxy dynamically opens connections on the inbound ACL of the input interface
wherethe proxy isenabled, aswell as on the outbound ACL of the output interface where the packet
exits. This enables the packet to leave and lets the firewall engine intercept and take control.

Authentication proxy isdiscussed in detail in Chapter 15, “Authentication Proxy and the Cisco 10S
Firewall.”

DoS Protection
Cisco 10S firewall provides protection from DoS attacks such as SY N flood denial, port scans, and
packet injection.

Logging and Audit Trail
“Real-time alerts send syslog error messages to central management consol es upon the detection of
suspicious activity. Enhanced audit trail features use syslog to track al transactions and to record
timestamps, source host, destination host, ports used, session duration, and the total number of
transmitted bytes for advanced, session-based reporting,” which is from http://www.cisco.com/en/
US/products/sw/secursw/ps1018/products_implementation_design_guide09186a00800fd670.html.

To enable logging and send messages to a syslog server, use the following commands:

Firewall(config)#logging on
Firewall(config)#logging 192.168.100.6

To enable an audit trail of firewall messages, use the following syntax:
Firewall(config)#ip inspect audit-trail

To control the amount of audit trail messages, you can enable or disable audit trail per protocol in
the firewall rules.

Intrusion Detection
Intrusion detection technology is supported by the Cisco 10S firewall feature on most Cisco router
models. It identifies 59 of the most common attacks using signaturesto detect patterns of misusein
network traffic. The intrusion detection signatures included in the Cisco |OS firewall were chosen
from abroad cross-section of intrusion detection signatures. The signatures represent severe breaches
of security and the most common network attacks and information-gathering scans.

The Cisco |OSfirewall IDS acts as an in-line intrusion detection sensor, monitoring packets and

sessionsasthey flow through the router and scanning each to match any of the IDS signatures. When
it detects suspicious activity, it responds before network security can be compromised and logs the
event through Cisco | OS syslog or the Cisco Secure | DS Post Office Protocol. You can configure the
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IDS system to choose the appropriate response to various threats. When packets in a session match
asignature, the IDS system can be configured to take these actions:

m  Send an alarm to a syslog server or a centralized management interface
m  Drop the packet
m  Reset the TCP connection

Individual signatures can be disabled in case of false positives. Although it is preferable to enable
both the firewall and intrusion detection features of the CBAC security engine to support a network
security policy, each of these features may be enabled independently and on different router inter-
faces. Cisco |0OS Software-based intrusion detection is covered in greater detail in Chapter 16,
“Intrusion Detection and the Cisco |OS Firewall.”

Port-To-Application Mapping
Port-to-application mapping (PAM) enables you to customize TCP or UDP port numbers for
network services or applications. PAM uses this information to support network environments that
run services using ports that are different from the registered or well-known ports associated with
an application.

PAM enables CBAC-supported applications to be run on nonstandard ports. Using PAM, network
administrators can customize access control for specific applications and services to meet the distinct
needs of their networks.

PAM also supports host- or subnet-specific port mapping, which enables you to apply PAM to a
single host or subnet using standard ACLSs. Host- or subnet-specific port mapping is done using
standard IP ACLs. The PAM table provides three types of mapping information, each of whichis
discussed in more detail in the following sections.

m  System-Defined Port Mapping
m  User-Defined Port Mapping
m  Host-Specific Port Mapping

System-Defined Port Mapping
By default atable of system-defined mapping entries using the well-known or registered port map-
ping is created. The system-defined entries comprise all the services supported by CBAC, which
requiresthe system-defined mapping information to function properly. The system-defined mapping
information cannot be deleted or changed; that is, you cannot map SMTP servicesto port 21 (FTP)
or FTP servicesto port 80 (HTTP). Table 13-2 lists the default system-defined services and appli-
cationsin the PAM table.
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Table 13-2 Default System-Defined Services and Applications in the PAM Table

Application Name

Protocol Description

Port Number

cuseeme CU-SeeMe Protocol 7648
Exec Remote Process Execution 512
ftp File Transfer Protocol (control port) 21
http Hypertext Transfer Protocol 80
H323 H.323 Protocol (for example, Microsoft NetMeeting, Intel 1720
Video Phone)

Login Remote login 513
Mgcp Media Gateway Control Protocol 2427
Msrpc Microsoft Remote Procedure Call 135
netshow Microsoft NetShow 1755
real-audio-video RealAudio and Real Video 7070
Rtsp Real Time Streaming Protocol 8559
Shell Remote command 514
Sip Session Initiation Protocol 5060
Smtp Simple Mail Transfer Protocol 25
Sqlnet SQL-NET 1521
streamworks StreamWorks Protocol 1558
Sunrpc SUN Remote Procedure Call 111
telnet Telnet 23
Tftp Trivia File Transfer Protocol 69
vdolive VDOLive Protocol 7000

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)
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User-Defined Port Mapping
Network services or applicationsthat use nonstandard ports require user-defined entriesin the PAM
table. For example, your network might run telnet services on the nonstandard port 9000 rather than
on the system-defined default port (port 23). In this case, you can use PAM to map port 9000 with
telnet services. If telnet services run on other ports, use PAM to create additional port-mapping
entries. After you define a port mapping, you can overwrite that entry at alater time by just mapping
that specific port with a different application.

User-defined port mapping information can also specify arange of ports for an application by
establishing a separate entry in the PAM table for each port number in the range.

Host-Specific Port Mapping
In some environments, it might be necessary to override the default port-mapping information for a
specific host or subnet. With host-specific port mapping, you can use the same port number for dif-
ferent services on different hosts. This means that you can map port 8080 with HTTP services for
one host, while mapping port 8080 with telnet services for another host.

Host-specific port mapping also enables you to apply PAM to a specific subnet when that subnet
runs a service that uses a port number that differs from the port number defined in the default
mapping information. For example, hosts on subnet 10.100.10.11 might run HT TP services on
nonstandard port 8080, whereas other traffic through the firewall uses the default port for HTTP
services, which is port 80.

Host-specific port mapping enables you to override a system-defined entry in the PAM table. If
CBAC finds an entry in the PAM table that maps port 21 (the system-defined port for FTP) with
SMTP for a specific host, for example, CBAC identifies port 21 as SMTP protocol traffic on that
host.

To configure PAM, use theip port-map command, as follows:
ip port-map appl_name port port_num [list acl num]

Use the list option to associate this port mapping to the specific hostsin the ACL. (PAM uses
standard IPACLs only.) If an ACL isincluded, the hosts defined in that ACL have the application
appl_namerunning on port port_num. Thefollowing example showsan HT TP mapped to port 8080
by anip port-map command:

ip port-map http port 8080
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the detailsin each “ Foundation Summary”
section before going to take the exam.

The Cisco |0S firewall feature set provides the following benefits:

m Protectsinternal networks from intrusion
m  Monitors traffic through network perimeters
m Enables network commerce viathe World Wide Web

You can use the Cisco 10S firewall feature set to configure your Cisco 10S router as

m  Anlnternet firewall or part of an Internet firewall.

m A firewall between groups in your internal network.

m A firewall providing secure connections to or from branch offices.

m A firewall between your company’s network and your company’s partners’ networks.

Some of the |OS firewall featuresin Cisco 10S Software include the following:

m Authentication proxy—LAN-based, dynamic, per-user authentication and authorization via
TACACS+ and RADIUS authentication servers enables setting individual security policies.

m Logging and audit trail—Configurable audit trail and alerts; Cisco 10S firewall aerts and
audit trails are now configurable on a per-application basis. Javablocking is also configurable
on amodular basis.

m  Dynamic port mapping—Allows CBAC-supported applications to run on nonstandard ports

m Intrusion detection—Intrusion detection capability in the critical packet path provides dy-
namic monitoring, interception, and reporting of network attacks and misuse
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Q&A

As mentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

2
3.
4

What does port-to-application mapping, otherwise known as PAM, do?
What is the command to configure PAM?
Name two benefits of the Cisco 10S firewall?

What are the different ways the IDS feature in the Cisco 10S firewall can be configured to
respond to an attack or suspicious activity on the network?

What does the IDS feature use to detect and identify patterns of misuse in network traffic?



This chapter covers the
following subjects:

m Define Cisco 10S Firewall and CBAC

m Configure CBAC




CHAPTER 14

Context-Based Access Control
(CBAC)

The Cisco 10Sfirewall isagroup of features that makes Cisco | OS Software more effective for
perimeter security. Thefirewall features are based on inspection of datain | P packets, including
data beyond the headers.

NOTE The perimeter router running the Cisco 10S Software security feature isreferred to
as |OSfirewall in this chapter.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of the
chapter, helps you determine how to spend your limited study time.

Table 14-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 14-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Define Cisco |OS Firewall and CBAC 1-6

Configure CBAC 7-10

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1.  Which of the following is not about a content-based access control ?

a.

b.

CBAC provides secure per-application access control across network perimeters.

CBAC intelligently filters TCP and UDP packets based on application layer protocol ses-
sion information.

The CBAC featureis only available on Cisco switches.

CBAC uses state information to create temporary openingsin the firewall’s ACL to allow
return traffic.

2. What isthe advantage of using CBAC versusACLS?

a.

CBAC examines and inspects packets at the network, transport, and application layer
level, whereas ACL s do not inspect all three levels.

CBAC isless complicated to configure than ACLSs.
CBAC works on hubs.

The CBAC memory requirement is less than ACL memory requirements.

3. How does CBAC handle UDP sessions?

CBAC cannot build a state table for UDP sessions because UDP is a connectionless protocol.

CBAC approximates UDP sessions by examining the information in the packet and deter-
mining whether the packet is similar to other UDP packets.

CBAC does not inspect UDP packets.
CBAC denies suspicious UDP packets randomly.

4. Approximately how much memory per connection does CBAC require?

2KB
6 KB
200 bytes
600 bytes

5.  Which of thefollowing is true about ACL s created by CBAC?

ACL entries are created and deleted dynamically.
After they are created, they are saved to NVRAM.
CBAC does not create or delete ACLS.

CBAC creates ACL entries for temporary openings on the Cisco |OS firewall to permit
only traffic that is part of the permissible session.
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Which of the following protocols are supported by CBAC?

a. FTP

b. SMTP
c. H.323
d. OSPF

Which three types of debug command are used to debug CBAC?

a. Network level debug commands

b. Transport level debug command

¢. Application protocol debug command
d. Generic debug commands

What is the command to define an inspection rule?
a. inspection rule name protocol
b. ip inspect name inspection name protocol
c. ip protocol inspect inspection name protocol
d. ip protocol inspection name

What is the command to inspect an application level protocol ?
a. debugip inspect protocol

b. debugip inspect tcp

c. debugip inspect udp

d. debug up inspect app

What command enables you to show existing sessions that are currently being tracked and
inspected by CBAC?

a. show ip inspect session [detail]

b. display current ip inspect

c. show current ip inspect

d. display ip inspect session [detail]
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The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

Content-Based Access Control

A context-based access control (CBAC) engine provides secure, per-application access control
across network perimeters. CBAC lets the router maintain a persistent state, based on information
from inspected packets, and usethat i nformation to decide which traffic should be forwarded. CBAC
isthe centerpiece of the firewall feature set, and the other featuresin the set build on CBAC. CBAC
features include the following:

m DoS detection and prevention

m  Generates real-time aerts and audit trails
m  Secure per-application access control

m Filtering on generic TCP and UDP packets

CBAC can beused for intranets, extranets, and the Internet becauseif itsinherent capability to distill
packets (TCP and UDP) based on application protocol session information. For example, you can
configure CBAC to permit specific TCP and UDP traffic through a Cisco | OS firewall only when the
connection isinitiated from within the network you want to protect. In other words, CBAC can
inspect traffic for sessions that originate from the external network.

Unlike ACLs, which are limited to the examination of packets at the network level (at most transport
layers), CBAC examines not only network layer and transport layer information but also examines
the application layer protocol information (such as FTP connection information) to learn about the
state of the TCP or UDP session. This allows support of protocols that involve multiple channels
created as aresult of negotiations in the control channel. Most of the multimedia protocols as well
as some other protocols (such as FTP, RPC, and SQL*Net) involve multiple channels.

DoS Detection and Protection
CBAC inspectstraffic that travel s through the firewall to discover and manage state information for
TCPand UDP sessions. This stateinformation is used to create temporary openingsinthefirewall’s
ACLsto allow return traffic and additional data connections for permissible sessions.

Inspecting packets at the application layer, and maintaining TCP and UDP session information,
provides CBAC with the capability to detect and prevent certain types of network attacks such as
SYN flooding. TCP SY N messages are sent to servers from clients as afirst step in athree-step
process known as the TCP handshake to establish a TCP session. (See Figure 14-1.)
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Figure 14-1 The Three-Way TCP Handshake Process

1. SYN

= 2. SYN_ACK E
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Client Server

Client and server can now send service-specific data.

A SYN flood occurs when several hundred or thousand TCP SY N messages are sent to a server but
never complete the TCP session. The resulting volume of half-open connections can overwhelm the
server, causing it to deny service to valid requests. Network attacks that deny access to a network
device are called DoS attacks.

CBAC helpsto protect against DoS attacksin other ways. CBAC inspects packet sequence numbers
in TCP connections to see whether they are within expected ranges. You can also configure CBAC
to drop half-open connections. Additionally, CBAC can detect unusually high rates of new connec-
tions and issue alert messages.

Alerts and Audit Trails

CBAC aso generates real -time alerts and audit trails. Enhanced audit trail features use syslog to
track all network transactions—recording timestamps, source host, destination host, ports used, and
the total number of transmitted bytes for advanced, session-based reporting. Real-time alerts send
syslog error messages to central management consoles upon detecting suspicious activity. Using
CBAC inspection rules, you can configure aerts and audit trail information on a per-application
protocol basis. If you want to generate audit trail information for HT TP traffic, for example, you can
specify that in the CBAC rule covering HTTP inspection.

CBAC isavailable only for IP protocoal traffic. Only TCP and UDP packets are inspected. Other IP
traffic, such as ICMP, cannot be filtered with CBAC and should be filtered with extended IPACL s
instead.

NOTE CBAC does not protect against attacks originating from within the protected network.
CBAC only detects and protects against attacks that travel through the Cisco |OS firewall.

How CBAC Works
A CBAC inspection rule is created to specify which protocols you want to be inspected. You then
apply the ruleto the desired interface and specify the direction (in or out). Only specified protocols
areinspected by CBAC. Packets entering the Cisco |10Sfirewall areinspected by CBAC only if they
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first pass the inbound ACL at the interface. If a packet is denied by the ACL, the packet is just
dropped and not inspected by CBAC.

CBAC creates temporary openingsin ACLs at Cisco 10S firewall interfaces. These openings are
created when specified traffic exits your internal network through the Cisco 10S firewall. The
openingsallow returning traffic that would normally be blocked. Thetraffic isallowed back through
the Cisco IOSfirewall only if it ispart of the same session asthe original traffic that triggered CBAC
when exiting through the Cisco |OS firewall. Figure 14-2 shows atelnet user trying to access a
server with CBAC enabled on the router.

Figure 14-2 A Telnet User Trying to Access a Server with CBAC Enabled on the Router

1. Connection request for Userl's telnet 2. Telnet session originating from
session passes through the router. the outside interface is denied.
AV4
/\
D = n =
g 3. CBAC continues to inspect —’ 2. CBAC creates a temporary
Userl control traffic and dynamically 10S Firewall opening in the inbound access
creates and removes ACLs as Router list at SO to permit returning telnet
required by the application. traffic for Userl's telnet session.

When the application terminates
or times out, CBAC removes all
dynamic ACLs for that sessions.

In Figure 14-2, theinbound ACL at S1 is configured to block telnet traffic, and thereis no outbound
ACL configured at E1. When the connection request for Userl’s telnet session passes through the

Cisco |OSfirewall, CBAC createsatemporary openingintheinbound ACL at S1to permit returning
telnet traffic for Userl’stelnet session.

CBAC inspects and monitors only the control channels of connections, not the data channels. For
example, during FTP onsboth the control and data channel s, which are created when adatafile
istransferred, are monitored for state changes. However, only the control channel isinspected.

CBAC inspection recognizes application-specific commandsin the control channel, and detectsand
prevents certain application level attacks.

Whenever apacket isinspected, a state table is updated to include information about the state of the
packet’s connection. The traffic permitted back through the Cisco |OS firewall is comprised of
packets that have a permissible session from the state table.

UDP Sessions
Unlike TCP sessions, UDP sessions are a connectionless service. This characteristic of UDP
sessions makes it harder to identify packets that belong to the same on. CBAC in these cases
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uses source/destination addresses and port numbers and whether the packet was detected soon after
another similar UDP packet to determine if the packet belongs to that particular session. “ Soon”
means within the configurable UDP idle timeout period.

ACL Entries
The state table information helps CBAC create and delete ACL entries dynamically at the firewall
interface. These ACL entries are applied to the interfaces to examine traffic flowing back into the
internal network. These entries create temporary openingsin the Cisco 10S firewall to permit only
traffic that is part of a permissible session.

The temporary ACL entries are never saved to NVRAM.

CBAC Restrictions
CBAC has the following restrictions:

Packets with the firewall as the source or destination address are not inspected by CBAC.

If you reconfigure your ACL s when you configure CBAC, be aware that if your ACLs block
TFTP traffic into an interface, you will not be able to netboot over that interface. (Thisisnot a
CBAC-specific limitation but is part of existing ACL functionality.)

CBAC isavailableonly for IP protocol traffic. Only TCP and UDP packets are inspected. Other
I P traffic, such as ICMP, cannot be inspected with CBAC and should be filtered with extended
ACLs instead.

H.323 v2 and RTSP protocol inspection supports only the following multimedia client/server
applications: Cisco IP/TV, RealNetworks Real Audio G2 Player, Apple QuickTime 4.

Supported Protocols
CBAC can be configured to inspect all TCP and UDP sessions. You can also configure CBAC to
specifically inspect certain application layer protocols. The following application layer protocols
can al be configured for CBAC:

FTP

SMTP

SQL*Net

TFTP

UNIX R commands (such asrlogin, rexec, and r sh)
RPC (Sun RPC, not DCE RPC or Microsoft RPC)
HTTP (Java blocking)
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m Java

m  Microsoft Netshow
m ReaAudio

m  StreamWorks

m VDOLive

m  CU-SeeMe (only the White Pine version)
m H.323 (such as NetMeeting, ProShare)

When a protocol is configured for CBAC, the protocol’s traffic will be inspected, state information
will be maintained, and in general, packetswill be allowed back through the Cisco | OS firewall only
if they belong to a permissible session. When CBAC inspects FTP traffic, it only allows data
channels with the destination port in the range of 1024 to 65,535. It will not open a data channel if
the FTP client-server authentication fails.

Memory and Performance Impact
Even though CBAC uses slightly less than 600 bytes of memory per connection, it can still impact
the efficiency of your router. Because of this memory usage, you should use CBAC only when you
need to. Thereis also a slight amount of additional processing that occurs whenever packets are
inspected.

Configuring CBAC

To configure CBAC, follow these steps:

1. Select aninterface.

Configure IPACLSs at the interface.

2
3. Configure global timeouts and thresholds.
4. Define aninspection rule.

5

Apply theinspection rule to an interface.

Select an Interface
This step is the planning stage, from which the rest of the configuration for CBAC will work. You
first must determine on what (an internal or external interface) you want to configure CBAC. It is
also possible to configure CBAC on both internal and external interfaces. Configure CBAC in two
directions when the networks on both sides of the firewall require protection, such as with extranet
or intranet configurations, and for protection against DoS attacks.
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Configure IP ACLs at the Interface
Configuring your ACL correctly is critical for CBAC to work properly. Follow these two general
rules when evaluating your |P ACLs at the Cisco |0OS firewal:

m  Permit CBAC traffic leaving the network through the Cisco |OS firewall.

m  Useextended ACLsto deny traffic entering the network (from the external interface) through
the Cisco 10S firewall.

All ACLsthat evaluate traffic leaving the protected network should permit traffic that will be
inspected by CBAC. If telnet will be inspected by CBAC, for example, telnet traffic should be
permitted on all ACLs that apply to traffic leaving the network.

Configure Global Timeouts and Thresholds
Global timeouts and thresholds help CBAC determine how long to manage state information for
a session and when to drop sessions that do not become fully established. All the available CBAC
timeouts and thresholds are listed in Table 14-2 along with the corresponding command and default
value.

Table 14-2 Default Timeout and Threshold Values for CBAC Inspections

Timeout or Threshold Value
to Change Command Default

The length of time the software ip inspect tcp synwait-time seconds | 30 seconds
waits for a TCP session to reach
the established state before
dropping the session

Thelength of timeaTCP session | ip inspect tcp finwait-timeseconds | 5 seconds
will gtill be managed after the
firewall detects a FIN exchange.

Thelength of timeaTCP session | ip inspect tcp idle-time seconds 3600 seconds (1 hour)
will till be managed after no
activity (the TCPidle timeout)

The length of timeaUDP session | ip inspect udp idle-time seconds 30 seconds
will still be managed after no
activity (the UDP idle timeout)

The length of time a DNS name ip inspect dns-timeout seconds 5 seconds
lookup session will still be
managed after no activity

The number of existing half-open | ip inspect max-incomplete high 500 existing half-open
sessions that will cause the number sessions

software to start deleting half-
open sessions
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Table 14-2 Default Timeout and Threshold Values for CBAC Inspections (Continued)

Timeout or Threshold Value
to Change

Command

Default

The number of existing half-open
sessions that will cause the
software to stop deleting half-
open sessions

ip inspect max-incomplete low
number

400 existing half-open
sessions

The rate of new unestablished
sessions that will cause the
software to start deleting half-
open sessions

ip inspect one-minute high number

500 half-open sessions per
minute

The rate of new unestablished
sessions that will cause the
software to stop deleting half-
open sessions

ip inspect one-minute low number

400 half-open sessions per
minute

The number of existing half-open
TCP sessions with the same
destination host address that will
cause the software to start
dropping half-open sessionsto the
same destination host address

ip inspect tcp max-incomplete host
number block-time minutes

50 existing half-open TCP
sessions;

0 minute

Source: Cisco.com: Context-Based Access Control.

(This table has been reproduced by Cisco Press with the permission of Cisco Systems Inc. Copyright © 2003
Cisco Systems, Inc. All Rights Reserved.)

Define an Inspection Rule

The inspection rule defines the I P traffic monitored by CBAC. Theip inspect hame command
enables you to define a set of inspection rules. Table 14-3 showsthe ip inspect command

parameters.

ip inspect name inspection-name protocol [alert {on | off}]

[audit-trail {on | off}] [timeout seconds]
no ip inspect name [inspection-name protocol]

Table 14-3 Theip inspect name Command Parameters

Parameter

Description

inspection-name

Names the set of inspection rules. If you want to add a protocol to an existing
set of rules, use the same inspection-name as the existing set of rules.

protocol

A protocol keyword listed in (FTP, Java, SMTP, and so on).

continues
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Table 14-3 Theip inspect name Command Parameters (Continued)

Parameter

Description

alert {on | off}

(Optional) For each inspected protocol, the generation of alert messages can be
set be on or off. If no option is selected, alerts are generated based on the
setting of theip inspect alert-off command.

audit-trail {on | off}

(Optional) For each inspected protocol, audit trail can be set on or off. If no
option is selected, audit trail messages are generated based on the setting of the
ip inspect audit-trail command.

http

(Optional) Specifiesthe HTTP protocol for Java applet blocking.

timeout seconds

(Optional) To override the global TCP or UDP idle timeouts for the specified
protocol, specify the number of seconds for a different idle timeout.

Thistimeout overrides the global TCP and UPD timeouts but does not override
the global Domain Name System timeout.

java-list access-list

(Optional) Specifiesthe ACL (name or number) to use to determine “friendly”
sites. This keyword is available only for the HTTP protocol for Java applet
blocking. Java blocking only works with standard ACLs.

rpc program-number
number

Specifies the program number to permit. This keyword isavailable only for the
remote-procedure call protocol.

wait-time minutes

(Optional) Specifiesthe number of minutes to keep asmall holein the firewall
to allow subsequent connections from the same source address and to the same
destination address and port. The default wait-time is zero minutes. This key-
word is available only for the RPC protocol.

fragment

Specifies fragment inspection for the named rule.

max number

(Optional) Specifies the maximum number of unassembled packets for which
state information (structures) is allocated by Cisco | OS Software. Unassembled
packets are packets that arrive at the Cisco 10S firewall interface before the
initial packet for a session. The acceptable range is 50 through 10,000. The
default is 256 state entries.

Memory is allocated for the state structures, and setting this value to alarger
number may cause memory resources to be exhausted.

timeout seconds
(fragmentation)

(Optional) Configures the number of seconds that a packet state structure
remains active. When the timeout value expires, the Cisco 10S firewall drops
the unassembled packet, freeing that structure for use by another packet. The
default timeout value is one second.

If this number is set to avalue greater that one second, it is automatically
adjusted by the Cisco |0S Software when the number of free state structures
goes below certain thresholds: When the number of free statesisless than 32,
the timeout is divided by 2; when the number of free statesisless than 16, the
timeout isset to 1.
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Usually oneinspection rule is defined per interface. Sometimes, however, you may want to config-
ure aninspection rulein both directions on asinglefirewall interface. In these situations, you should
configure two rules, onefor each direction. Theinspection ruleincludes a series of statements each
listing a protocol and specifying the same inspection rule name.

Configure Generic TCP and UDP Inspection
To configure CBAC inspection for TCP or UDP packets, use one or both of the following global
configuration commands:

m ip inspect name inspection-name tcp [timeout seconds)
m ip inspect name inspection-name udp [timeout seconds)

With TCP and UDP inspection, packets entering the network must match the corresponding packet
that previously exited the network. The entering packets must have the same source/destination
addresses and source/destination port numbers as the exiting packet (but reversed); otherwise, the
entering packets are blocked at the interface.

With UDP inspection configured, replies are only permitted back in through the firewall if they are
received within a configurable time after the last request was sent out. (Thistimeis configured with
theip inspect udp idle-time command.)

Configure Java Inspection
To reduce the threats from malicious Java applets, you can configure CBAC to filter Java applets at
the firewall. Thiswill allow users to download only applets residing within the firewall and
permitted applets from outside the firewall.

ip inspect name inspection-name http [java-list access-1list] [alert {on | off}]
[audit-trail {on | off}] [timeout seconds]

Example 14-1 shows an inspection named test1 for blocking Java applets.

Example 14-1 Sampleip inspect Command Used for Java |nspection

|ip inspect name testi http java-list 3 audit-trail on

NOTE CBAC doesnot detect or block encapsulated Javaapplets. Javaapplets containedin .zip
or .jar format are not blocked at the firewall. CBAC also does not detect or block appl ets loaded
from FTPR, gopher, and HTTP on a nonstandard port.
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Apply the Inspection Rule to an Interface
To apply an inspection rule to an interface, use the ip inspect inspection-name{in | out} command
ininterface configuration mode. In thefollowing exampl e, inspection test1 isapplied to the Ethernet
interface in an inward direction:

Router(config)#interface Ethernet@
Router(config-int)# ip inspect test1 in

Verifying and Debugging CBAC
You can check your CBAC configuration by using the show commands listed in Table 14-4. In
addition to the show commands, the debug commands are very useful in monitoring and
troubleshooting your CBAC configuration.

Table 14-4 Some of the Commands Used to Check Your CBAC Configuration

Command

Purpose

show ip inspect name
inspection-name

Show aparticular configured inspection rule.

show ip inspect config

Show the complete CBAC inspection configuration.

show ip inspect
inter faces

Show interface configuration with regard to applied inspection rules and access
lists.

show ip inspect session
[detail]

Show existing sessions that are currently being tracked and inspected by
CBAC.

show ip inspect all

Show al CBAC configurations and all existing sessions that are currently
being tracked and inspected by CBAC.

Debugging Context-Based Access Control
The following three types of debug commands are available for debugging CBAC:

m  Generic debug commands

m  Transport level debug commands

m  Application protocol debug commands

To assist CBAC debugging, you can turn on audit trail messages that will be displayed on the
console after each CBAC session closes. To turn on audit trail messages, use the following global

configuration command:

ip inspect audit trail
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Generic debug Commands
You can use the following generic debug commands listed in Table 14-5.

Table 14-5 Generic debug Commands

Command

Purpose

debug ip inspect
function-trace

Display messages about software functions called by CBAC.

debug ip inspect
object-creation

Display messages about software objects being created by CBAC. Object
creation corresponds to the beginning of CBAC-inspected sessions.

debug ip inspect Display messages about software objects being deleted by CBAC. Object
object-deletion deletion corresponds to the closing of CBAC-inspected sessions.

debug ip inspect Display messages about CBAC software events, including information about
events CBAC packet processing.

debug ip inspect Display messages about CBAC timer events such aswhen a CBAC idle
timers timeout is reached.

debug ip inspect Enable the detailed option, which can be used in combination with other
detailed options to get additional information.

Transport Level debug Commands
To monitor and troubleshoot CBAC TCP and UDP inspection configuration, use the transport level
debug commands:

m debugip inspect tcp—Display messages about CBAC-inspected TCP events, including details
about TCP packets.

m debugip inspect udp—Display messages about CBAC-inspected UDP events, including
details about UDP packets.

CBAC Configuration Example
For this example, CBAC is being configured to inspect inbound. As shown in Figure 14-3, interface
EthernetO is the protected network and interface Serial1 is the unprotected network. The security
policy for the protected site uses ACL s to restrict inbound traffic on the unprotected interface to
specific ICMP protocol traffic, denying inbound access for TCP and UDP protocoal traffic. Inbound
access for specific protocol traffic is provided through dynamic ACL s, which are generated accord-
ing to CBAC inspection rules.
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Figure 14-3 A Sample Application of CBAC
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ACL 110 denies TCP and UDP traffic from any source or destination while permitting specific
ICMP protocol traffic. The final deny statement is not required but isincluded. Thefinal entry in
any ACL isan implicit denial of all IP protocol traffic.

Firewall(config)# access-list 110 deny tcp any any
Firewall(config)# access-list 110 deny udp any any
Firewall(config)# access-1list 110 permit icmp any any echo-reply
Firewall(config)# access-list 110 permit icmp any any time-exceeded
Firewall(config)# access-list 110 permit icmp any any traceroute
Firewall(config)# access-list 110 permit icmp any any unreachable
Firewall(config)# access-list 110 deny ip any any

ACL 110isapplied inbound at interface Serial 1 to block all access from the unprotected network to
the protected network.

Firewall(config)# interface seriali
Firewall(config-if)# ip access-group 110 in

An inspection rule is created for Intranetusers.

Firewall(config
Firewall(config
Firewall(config

)# ip inspect name intranetusers ftp

)

)
Firewall(config)

)

)

)

)

#
# ip inspect name intranetusers http

# ip inspect name intranetusers rcmd

# ip inspect name intranetusers realaudio

# ip inspect name intranetusers smtp timeout 3600
#

#

#

Firewall(config

Firewall(config ip inspect name intranetusers tftp timeout 30
Firewall(config ip inspect name intranetusers udp timeout 15
Firewall(config ip inspect name intranetusers tcp timeout 3600

The inspection rule is applied inbound at interface EthernetO to inspect traffic from users on the
protected network.

Firewall(config)# interface Ethernet0
Firewall(config-if)# ip inspect intranetusers in
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”
before going to take the exam.

CBAC is one of the key featuresin Cisco |OS firewall.
The CBAC engine provides secure, per-application access control across network perimeters.

CBAC intelligently filters TCP and UDP packets based on application layer protocol session
information and can be used for intranets, extranets, and the Internet.

Even though CBAC uses slightly less than 600 bytes of memory per connection, it can still
impact the efficiency of your router. Because of this memory usage, you should use CBAC only
when you need to.

ACLs are created and deleted by CBAC dynamically at the Cisco 10S firewall interfaces,
according to the information maintained in the state tables.

The three types of debugging command for CBAC are generic, transport level, and application
level debug commands.

To assist with debugging, you can enable audit trail messages that will display on the console
after each CBAC session closes.

CBAC isavailableonly for IP protocal traffic. Only TCP and UDP packets are inspected. Other
I Ptraffic, such as| CMP, cannot beinspected with CBAC and should befiltered withbasicACLs
instead.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

10.

What are the stepsin the CBAC configuration process?
Are inspection rules arequirement for CBAC configuration?

What are the three categories of debug commands that are commonly used to debug CBAC
configuration?

Can CBAC be configured to inspect all TCP, UDP, and ICMP packets?

What command enables you to show acomplete CBAC inspection configured on the Cisco |OS
firewall?

What command do you use to turn on audit trail messages?

What are indicators in half-open sessions that CBAC measures before it takes steps to prevent
aDoS attack?

Does CBAC block malicious Java applets that are on .jar format?
Name two features of the CBAC.

Name one restriction with using CBAC.
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m Limitations of Authentication Proxy




CHAPTER 15

Authentication Proxy and the
Cisco 10S Firewall

Authentication proxy is afunction that enables users to authenticate via the firewall when
accessing specific resources. The Cisco 10S firewall is designed to interface with AAA servers
using standard authentication protocols to perform this function. This functionality enables
administrators to create avery granular and dynamic per-user security policy. This chapter
discusses authentication proxy and how it is used to authenticate both inbound and outbound
connections. The Cisco 10S firewall supports TACACS+ and RADIUSAAA servers. The
configuration steps for authentication proxy using TACACS+ or RADIUS are covered in this
chapter along with the introduction to the Cisco Secure Access Control Server (CSACS), which
can perform both TACACS+ and RADIUS functions. Because no solution can support the needs
of every implementation, it isimportant to understand the limitations of authentication proxy.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The nine-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of
the chapter, helps you determine how to spend your limited study time.

Table 15-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 15-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Understanding Authentication Proxy 1-3

Configuring Authentication Proxy onthe | 4-7

10S Firewall

Using Authentication Proxy with 89

TACACS+
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CAUTION Thegoa of self-assessment is to gauge your mastery of the topicsin this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you should
mark this question wrong for purposes of the self-assessment. Giving yourself credit for an
answer you correctly guess skews your self-assessment results and might provide you with afalse

sense of security.

1. Authentication proxy enables administrators to restrict access to resources

a.

by IP address of the source.

by the IP address of the destination.

on aper-user basis.

by limiting groups to a specific resource.

on acache-limit basis.

2. Authentication proxy is not atransparent service because

a.

2

o

it only workswith HTTP.

it requires the user to input a username and password.
it can block access to the requested resource.

it can only be configured to allow outbound access.

it only works with JavaScript.

3. How isauthentication proxy triggered?

4. Authentication proxy first became available with what version of the Cisco |0S Software?

By an HTTP request to the firewall

By an FTP request to the destination
By an HTTP request to the AAA server
By an HTTP request to the destination
By atelnet request to the firewall

11.3
12.0.2.J
12.05.T
12.1(2)
12.2
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5.  What configuration mode should you be in on the Cisco |OS firewall to configure AAA?

EXEC mode

Interface configuration mode
AAA configuration mode
Global configuration mode
Remote configuration mode

6. What command enables AAA on the Cisco 10S firewall?

aaa new-model
aaa-server
auth-proxy

aaa authentication

config aaa

7. What command shows the Cisco | OS firewall host name on the login page?

aaa banner

ip auth-proxy auth-proxy-banner
show hostname

ip auth-proxy login banner

None of the above

8. What arethe two authentication protocols supported by the CSACS and used for authentication
proxy? (Choose two.)

a.
b.

C.

TACACS
TACACS+
CHAP
PAP
RADIUS
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9.

Where do you add the authentication proxy as a new service on the CSACS? (Choose two.)
a. Network configuration window
b. Administration Control window
¢. Protocol configuration window
d. Interface configuration window
e. TACACS Services window

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

7 or less overall score—Read the entire chapter. Thisincludes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

8 or 9 overall score—If you want more review on these topics, skip to the “ Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

Understanding Authentication Proxy

Authentication proxy is one of the core components of the Cisco |0S firewall feature set. Prior to
the implementation of authentication proxy, access to aresource was normally restricted by the IP
address of the requesting source and a single policy was applied to that source or network. There
was no way to ensure that only authorized users had physical access to the workstation or that
unauthorized users were not attempting to access a resource outside of their privilege level.

Authentication proxy enables administrators to restrict access to resources on a per-user basis and
tailor the privileges of each individual instead of applying ageneric policy to all users.

It is difficult to determine how authentication proxy will be addressed on the SECUR exam. At the
time this writing, Cisco emphasized the importance of understanding “how” authentication proxy
works. This does not mean that you shouldn’t be familiar with the commands used to configure
authentication proxy, but you should certainly be very familiar with the mechanics of how authen-
tication proxy functions and the steps required to implement it.

How Authentication Proxy Works
Unlike many Cisco 10S firewall functions, authentication proxy is not a service that is transparent
to the user. On the contrary, it requires user interaction. The authentication proxy istriggered when
the user initiates an HTTP session through the Cisco 10S firewall. The firewall checksto see
whether the user has already been authenticated. If the user has previously authenticated, it allows
the connection. If the user has not previously authenticated, the firewall prompts the user for a
username and password and verifies the user input with a TACACS+ or RADIUS server.

There are three steps in the authentication proxy process when a source initiates a connection to the
destination on the other side of the Cisco 10S firewall. “On the other side” in this context refers to
internal sourcesinitiating outbound connections and external hosts initiating inbound connections.
Figure 15-1 depictsthe stepsrequired for an internal host to compl ete an outbound connectionto an
external destination.
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Figure 15-1 Internal Host Connection to External Destination
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AsFigure15-1illustrates, three steps are required to compl ete the connection from the source to the
destination.

Step 1 The source host initiatesan HT TP connection that isintended to passthrough
the Cisco 10S firewall to reach its destination.

Step 2 The Cisco |0S firewall checks to see whether the source has already been
authenticated.

a. If the source has not previously authenticated, the firewall sends alogin
prompt to the user.

b. The user compl etes the username and password and the Cisco | OSfirewall
verifies the user account information with the AAA server.

Step 3 If the user provides the correct account information and is authenticated by
the AAA server, the firewall allows the connection to complete.

Figure 15-2 shows that the same steps are required for communication in the opposite direction. It
depicts a user on the internal network attempting to access a website on the Internet.

What Authentication Proxy Looks Like
When the user initiatesthe HT TP connection, the Cisco | OS firewall checksto see whether the user
has already been authenticated. If the user has not been previously authenticated, the firewall re-
spondswith aHTTP login page.

Figure 15-3 depicts the authentication proxy login page. The user must fill in the correct username
and password to successfully authenticate and connect to the desired resource.
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Figure 15-2 External Host Connection to Internal Destination
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Figure 15-3 Authentication Proxy Login Page
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After successfully authenticating, the user sees alogin success page similar to Figure 15-4.
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Figure 15-4 Successful Login Screen
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Authentication Proxy and the Cisco I0S Firewall

Authentication proxy is afeature that became available with Cisco 10S Software Release 12.0.5.T.
Authentication proxy is compatible with the following Cisco |OS Software security features:

m Context-based access control (CBAC)—CBAC was discussed in great detail in Chapter 14,
“Context-Based Access Control (CBAC).” If you configure authentication proxy to work with
CBAC, you can create dynamic access control entries. If you do not configure authentication
proxy with CBAC, you need to reference static access lists on the Cisco 1OS firewall.

m  Network Address Translation (NAT)—NAT enables you to translate internal addressesto
external (normally public) addresses. If you are using authentication proxy on afirewall that is
also performing NAT, you must also use CBAC to ensure that session translations do not
conflict.

m | PSec encryption—Authentication proxy works transparently with |PSec encryption.

m VPN client softwar e—Authentication proxy can be used for user authentication when creating
aVPN connection. This feature provides an additional level of security for administrators by
authenticating the user before the encrypted connection is created.

m Cisco IDSfirewall intrusion detection system (I DS)—Authentication proxy works
transparently with 10S firewall 1DS.

Configuring Authentication Proxy on the Cisco 10S Firewall

Authentication proxy enables users to connect through the firewall to a resource only after their
credentials have been verified by aAAA server. After the authentication is complete, the Cisco 10S
firewall receives authorization information from the AAA server in the form of a dynamic access
list. It is always a good ideato ensure that al traffic is properly flowing through the Cisco |0S



Configuring Authentication Proxy on the Cisco IOS Firewall 259

firewall prior to implementing authentication proxy. Access lists applied to the Cisco |0S firewall
determine the level of security (for example, what traffic requires authentication proxy). It is
possible to require authentication proxy for all traffic or to limit the requirement only to specific
sources or destinations. There are many different ways to configure authentication proxy, and each
oneis dlightly different depending on the Cisco 10S firewall services used and the direction the
trafficistravelingin relation to the Cisco |OSfirewall. Cisco publishes specific configuration guides
with examples for each type of configuration at http://www.cisco.com/en/US/products/sw/secursw/
ps1018/prod_configuration_examples list.ntml.

The authentication proxy configurations published by Cisco include the following:

m  Authentication proxy inbound (no CBAC or NAT)

m  Authentication proxy outbound (no CBAC or NAT)

m  Authentication proxy inbound (with CBAC, but no NAT)

m Authentication proxy outbound (with CBAC, but no NAT)

m  Authentication proxy inbound (with CBAC and NAT)

m  Authentication proxy outbound (with CBAC and NAT)

m  Authentication proxy inbound with |PSec and VPN client (no CBAC or NAT)

m  Authentication proxy outbound with IPSec and VPN client (no CBAC or NAT)
m  Authentication proxy inbound with 1PSec and VPN client (with CBAC and NAT)
m  Authentication proxy outbound with IPSec and VPN client (with CBAC and NAT)

This chapter focuses on configuring the Cisco | OSfirewall for inbound and outbound traffic without
using CBAC, NAT, IPSec, or the VPN client.

Authentication Proxy Configuration Steps

A number of steps are required to configure authentication proxy on the Cisco |0Sfirewall. Authen-
tication proxy requires the firewall to communicate with many different systems, and each of these
systems must be put into the firewall configuration. This section describes the configuration steps

and individual commands used to configure the authentication proxy. There are examples of these
configuration commands in the section titled “Authentication Proxy Configuration Examples” Itis
important to understand the different steps, the commands within each step, and how they relate to
each other. Aswith any other component configuration, you must understand how the commands

relate to troubleshoot problems with the authentication proxy. For the purpose of the SECUR exam-
ination, it will most likely be critical to recognize which commands are missing or in thewrong syn-
tax. Try to remember the four individual steps and consider how each step referencesthe other. This
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Step 1:

will enable you to troubleshoot the configuration and determine what portion is not correctly con-
figured. The configuration steps for the Cisco 10S firewall are as follows:

1. Configure AAA.

2. Configurethe HTTP server.

3. Configure authentication proxy.

4. \Verify the authentication proxy configuration.
Configure AAA

You must first configure the Cisco 10S firewall to perform authentication, authorization, and

accounting (AAA) functions. Doing so consists of sevenindividual Cisco |OS Software commands,

listed in Table 15-2. Each of these commands must be entered when in the global configuration

mode.

Table 15-2 10S Commands Required to Configure AAA

Command

Description

aaa new-model

This command enablesthe AAA
functionality on the Cisco IOS firewall.

aaa authentication login default [tacacst | radiug]

This command defines the authentication
method to be utilized at login.

aaa authorization auth-proxy default [methodl
[method2...]]

The auth-proxy keyword in this com-
mand enables authentication proxy for
that method of AAA authentication (for
example, TACACS+ or RADIUS) and
allows the router to download dynamic
access control lists from the AAA server.

aaa accounting auth-proxy default start-stop group
tacacst+

The auth-proxy keyword in this com-
mand activates authentication proxy
accounting functions.

tacacs-server host hostname

or

radius-server host hostname

This command identifiesthe AAA server
by host name or IP address.

tacacs-server key key

or

radius-server key key

This command configures the authentica-
tion and encryption key to ensure secure
communication between the Cisco 10S
firewall and the AAA server.
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Table 15-2 10S Commands Required to Configure AAA (Continued)

Command

Description

tacacs | radius host destination

access-list [access-list-number] permit tcp host source eq This command crestes the access list to

alow traffic from the AAA server to
return to the Cisco |0S firewall.

The source address is the address of the
AAA server, and the destination address
isthe address of the interface on the Cisco
10S firewall that connectsto the AAA
Server.

Step 2: Configure the HTTP Server

In Step 2, you configure the Cisco 10S firewall to function as an HTTP server and set up the
authentication method. Table 15-3 lists and describes the three commands required to configure the
HTTP server. You must enter each of these commands when in the global configuration mode.

Table 15-3 HTTP Server Configuration Commands

Command

Description

ip http server

This command enables the HTTP server on the Cisco |OS
firewall. The HTTP server is used by the Cisco |OS
firewall to send the login page to the client.

ip http authentication aaa

This command sets the HTTP server authentication
method to AAA.

access-list access-list-number deny any

A standard access list must be created to deny any host.

ip http access-class access-list-number

This command specifies the access list to be used by the
HTTP server. The access-list-number that was created in
the previous row is used to prevent any host from
connecting directly to the HTTP server.

Step 3: Configure the Authentication Proxy

In Step 3, you configure authentication proxy on the Cisco 10S firewall. Table 15-4 lists and de-
scribes commands and options used to configure authentication proxy on the Cisco [0S firewall.
You must enter each of these commands when in the global configuration mode.
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Table 15-4 Authentication Proxy Configuration Commands

Command

Description

ip auth-proxy auth-cache-timemin

Thiscommand setsthe global authentication proxy
idletimeout. All authentication entries and dynamic
access lists are removed from the Cisco 1OS fire-

wall when the idle timeout is exceeded. Thisvalue
isin minutes, and the default valueis 60 (minutes).

ip auth-proxy auth-proxy-banner

(Optional) This command enables you to display
thefirewall name on the authentication proxy login
page. Thisfeatureis disabled by default.

ip auth-proxy name auth-proxy-name http
[auth-cache-timemin] [list {acl | acl-name} ]

This command configures the individual authenti-
cation proxy rules.

The [auth-cache-time min] portion of the com-
mand is optional and is used to specify the auth-
cache-time for that specific ruleinstead of using
the global configuration.

The[list {acl | acl-name}] portion of the command
isalso optional and is used to specific accesslists
to the rule.

interface type

This command specifies the interface type on
which the authentication proxy is applied. This
command also puts the Cisco |OS firewall in the
interface configuration mode.

ip auth-proxy auth-proxy-name

This command is run in interface configuration
mode. It applies the authentication proxy rule (by
the rule name) to the interface. It isimportant to
ensure that you apply the authentication proxy rule
to the correct interface. The rule must be applied to
thefirst interface in the Cisco |OS firewall that the
request will hit. For example, the rule should be
applied to the internal interface of the Cisco |0S
firewall for outbound traffic or the external inter-
face for inbound traffic.

Step 4: Verify the Authentication Proxy Configuration
After configuring authentication proxy, it isimportant that you verify the configuration. This can
greatly reduce troubleshooting in the event the users are unable to connect due to an error in the
configuration of the Cisco 10S firewall. Use the show ip auth-proxy configuration command to
display and verify the authentication proxy configuration.
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Authentication Proxy Configuration Examples
The steps required to configure authentication proxy were listed and defined in the preceding sec-
tion. In this section, authentication proxy is configured for both inbound and outbound connections
through the Cisco 10S firewall.

Figure 15-5 depicts the environment used for the configuration of authentication proxy on the 3640
Cisco |OS firewall.

Figure 15-5 Network Diagram of Authentication Proxy Source and Destination (External Host)
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AsFigure 15-5 illustrates, the source (A) is using the IP address 192.168.252.135, and the destina
tion isthe World Wide Web server (B), located on the internal network at 10.10.10.162. For the pur-
pose of thisexercise, NAT isnot used for any address space. The Cisco |OSfirewall will require any
external host attempting to access 10.10.10.162 to authenticate before allowing access.

NOTE Remember that you are only using the 192.168.0.0/16 addresses to represent public
Internet addresses. That address space is normally reserved per RFC 1918.

Example 15-1 depicts the configuration of the Cisco 10S firewall to allow authentication proxy for
sources requesting access to a resource on the internal network. Authentication proxy isnot a
bidirectional function; you must configure it for each direction that the user traffic should flow.
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Example 15-1 Configuring Inbound Authentication Proxy on the Cisco |OS Firewall

Routeri#configure terminal

! - - - Enable authentication on the Cisco IOS firewall

Router1(config)#aaa new-model

! - - - Define TACACS+ as the authentication method used for login
Router1(config)#aaa authentication login default group tacacs+

! - - - The auth-proxy keyword is used to enable authentication proxy for TACACS+
Routeri(config)#aaa authorization auth-proxy default group tacacs+

! - - - Activate authentication proxy accounting

Routeri(config)#aaa accounting auth-proxy default start-stop group tacacs+

! - - - Define the AAA server

Router1i(config)#tacacs-server host 10.10.11.142

! - - - Define the key for encryption between the AAA server and the Cisco IOS firewall
Routeri(config)#tacacs-server key abc123

! - - - Create an access list to allow traffic from the AAA server back to the router
Router1(config)#access-1list 103 permit tcp host 10.10.11.142 eq tacacs host 10.10.10.254
! - - - Enable the HTTP server on the Cisco I0S firewall

Routeri(config)#ip http server

! - - - Set the authentication to AAA

Routeri(config)#ip http authentication aaa

! - - - Create a standard access 1list denying all traffic
Routert(config)#access-1list 22 deny any

! - - - Define standard access list 22 for the HTTP server

Routeri(config)#ip http access-class 22

! - - - Define the global authentication timeout to 30 minutes

Routeri(config)#ip auth-proxy auth-cache-time 30

! - - - Display the firewall name on the login page

Routert(config)#ip auth-proxy auth-proxy-banner

! - - - Create the auth-proxy rules with the name allowed-inbound
Router1(config)#ip auth-proxy name allowed-inbound http

! - - - Enter the interface configuration mode

Routeri(config)#interface s0

! - - - Configure the IP address of the interface

Routert(config-if)#ip address 192.168.0.1 255.255.255.0

! - - - Apply the named auth-proxy rule to the interface

Router1(config-if)#ip auth-proxy allowed-inbound

! - - - Exit the interface configuration mode

Routeri(config)#CTL-Z

Router1(config)#

Next you will configure the Cisco 10S firewall for an internal source and an external destination.
Figure 15-6 depicts the network with an internal source and external destination.
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Figure 15-6 Network Diagram of Authentication Proxy Source and Destination (Internal Host)
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AsFigure 15-6 illustrates, the source (A) islocated on the internal network using the IP address
10.10.11.10, and the destination is a World Wide Web server (B), located on the Internet at
192.168.55.214. Again, this exercise does not use NAT for any address space. The Cisco 10S

firewall requires, any internal host attempting to access the Internet to authenticate before allowing
access.

NOTE Remember that you are using only the 192.168.0.0/16 addresses to represent public
Internet addresses. That address spaceis normally reserved per RFC 1918.

Example 15-2 depicts the configuration of the perimeter router to perform authentication proxy for
sourcesontheinternal network attempting to accessresourceson the Internet. Again, authentication
proxy is not a bidirectional function; it must be configured for each direction that the user traffic
should flow.

Example 15-2 Configuring Outbound Authentication Proxy on the Perimeter Router

Routeri#configure terminal

! - - - Enable authentication on the Cisco IOS firewall
Routeri(config)#aaa new-model

! - - - Define TACACS+ as the authentication method used for login
Routeri(config)#aaa authentication login default group tacacs+

continues
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Example 15-2 Configuring Outbound Authentication Proxy on the Perimeter Router (Continued)

! - - - The auth-proxy keyword is used to enable authentication proxy for TACACS+
Routeri(config)#aaa authorization auth-proxy default group tacacs+

! - - - Activate authentication proxy accounting

Routeri(config)#aaa accounting auth-proxy default start-stop group tacacs+

! - - - Define the AAA server

Router1(config)#tacacs-server host 10.10.11.142

! - - - Define the key for encryption between the AAA server and the Cisco IOS firewall
Routeri(config)#tacacs-server key abc123

! - - - Create an access list to allow traffic from the AAA server back to the router
Routeri(config)#access-1list 103 permit tcp host 10.10.11.142 eq tacacs host 10.10.10.254
! - - - Enable the HTTP server on the Cisco IOS firewall

Router1(config)#ip http server

! - - - Set the authentication to AAA

Routert(config)#ip http authentication aaa

! - - - Create a standard access 1list denying all traffic

Routeri(config)# access-list 22 deny any

! - - - Define standard access 1list 22 for the HTTP server

Routeri(config)#ip http access-class 22

- - - Define the global authentication timeout to 3@ minutes

Router1(config)#ip auth-proxy auth-cache-time 30

! - - - Display the firewall name on the login page

Routeri(config)#ip auth-proxy auth-proxy-banner

! - - - Create the auth-proxy rules with the name allowed-outbound
Router1(config)#ip auth-proxy name allowed-outbound http

! - - - Enter the interface configuration mode

Routeri(config)#interface e0

! - - - Configure the IP address of the interface

Routeri(config-if)#ip address 10.10.10.254 255.255.255.0

! - - - Apply the named auth-proxy rule to the interface

Routert(config-if)#ip auth-proxy allowed-outbound

! - - - Exit the interface configuration mode

Router1(config)#CTL-Z

Routert(config)#

Notice from Example 15-2 that the major difference in the configuration is where the accesslist is
applied to the Cisco |OS firewall. The access list must be applied on the interface that is facing the
source in order to facilitate the communication between the source and the Cisco |OS firewall.

Using Authentication Proxy with TACACS+

CSACS provides both TACACS+ and RADIUS functionality. CSACS was discussed in detail in
Chapter 9, “Cisco Secure Access Control Server.” This section discusses configuring TACACS+
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using the CSACS. If the CASACSisalready configured, you only need to make afew configuration
changes to run TACACS+. You must complete three steps for this configuration:

Step 1 Compl ete the network configuration.

Step 2 Complete the interface configuration.

Step 3 Compl ete the group setup.

Step 1: Complete the Network Configuration
To complete the network configuration, connect to the CSACS using your browser and click the
Network Configuration icon on the left border. Figure 15-7 depicts the Network Configuration page
of the CSACS.

Figure 15-7 CSACS Network Configuration Page
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Ensurethat the Cisco |OSfirewall islisted asaAAA client. The | P address should be the address of
the interface that faces the AAA server, and the Authenticate Using field should match the authen-
tication protocol being used—in this case, TACACS+ (Cisco 10S). To change any parameters for
the AAA client, just click the client (link) and the Edit window will appear. Figure 15-8 depictsthe
Edit window for the AAA client.
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Figure 15-8 AAA Client Edit Window
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In Figure 15-8 you can see that it is possible to change the AAA client | P address and key. The
authentication protocols are selected from a drop-down list.

NOTE Ensurethat you click Submit + Restart after making any changes to the AAA client
configuration.

Step 2: Complete the Interface Configuration
The next step isto complete the interface configuration. Select the Interface Configuration icon on

the left border and scroll down in the Edit window until you get to the TACACS+ Services config-
uration box. Figure 15-9 depicts this area.

In Figure 15-9, you can seethat TACACS+ services can be assigned to either users or groups. Inthe
New Services block, check the Group box and list the service as auth-proxy.
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Step 3: Complete the Group Setup
The next step isto configure the parameters of the dynamic access control lists (ACLS). Thisis
completed in the Group Setup window, which you access by clicking the Group Setup icon on the

left border and scrolling down to the auth-proxy window. Figure 15-10 depicts the attributes config-
uration window.
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Figure 15-10 Group Setup Configuration Window
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In Figure 15-10, four lines are added to the auth-proxy attributes. Thisis a very open policy and
alows anyone who successfully authenticates to have open accessto internal resources. Obviously,

you want to use a more restrictive policy when configuring your authentication proxy in a produc-
tion environment.

priv-1lvl=15

proxyacl#1=permit icmp any any
proxyacl#2=permit tcp any any
proxyacl#3=permit udp any any

Using Authentication Proxy with RADIUS

Configuring the CSACS for RADIUS requires the same steps as TACACS+, athough they need a
dlightly different configuration. Figure 15-11 depicts the Network Configuration window. Thistime
you need to ensure that the AAA client is using the RADIUS authentication protocol.

In Figure 15-11, the Authenticate Using box now says RADIUS (Cisco IOS/PIX). The next stepis
to configure the RADIUS properties in the Interface Configuration window. Figure 15-12 depicts
the Interface Configuration window.

In Figure 15-12, the boxes are checked for the different RADIUS configurations. In this case, you are
only using thefirst item listed (cisco-av-pair). The final step isto configure the attributes for cisco-
av-pair. Thisiscompleted in the Group Setup window. Figure 15-13 depictsthe Group Setup window.
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Figure 15-13 Group Setup Configuration Window
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In Figure 15-13, it isonly possible to see the first three of four configuration entries added to the
Cisco IOS/PIX RADIUS Attributes box because of the limited size of the window. As with the
TACACS+ configuration, thisisavery liberal configuration that allows accessto all resources after
the user successfully authenticates. Four lines are added to the auth-proxy attributes. The four lines
that are included in the cisco-av-pair window are

auth-proxy:priv-1lvl=15

auth-proxy:proxyacl#1=permit icmp any any
auth-proxy:proxyacl#2=permit tcp any any
auth-proxy:proxyacl#3=permit udp any any

Limitations of Authentication Proxy

To properly design a solution using authentication proxy, it isimportant to understand the
limitations. It isalwaysbest to design asol ution that can completely fulfill the businessrequirement.
The following are limitations to authentication proxy:

m Theauthentication proxy triggers only on HTTP connections.
m HTTP services must be running on the standard (well-known) port, whichisport 80 for HTTP.
m Client browsers must enable JavaScript for secure authentication.
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Theauthentication proxy accesslists apply to traffic passing through the router. Traffic destined
to the router is authenticated by the existing Cisco 10S Software authentication methods.

The authentication proxy does not support concurrent usage; that is, if two userstry tologin
from the same host at the same time, authentication and authorization applies only to the user
who first submits a valid username and password.

Load balancing using multiple or different AAA serversis not supported.
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared SECUR candidate should at a minimum know all the details in each “Foundation
Summary” before going to take the exam.

Authentication proxy facilitates communication between the Cisco |OSfirewall and aAAA server.
This enables administrators to restrict access to resources down to the individual “authenticated”
user level. Authentication proxy requires you to configure both the Cisco 10S firewall and the AAA
server. Configuring the Cisco |OS firewall requires four tasks:

1. Configure AAA.

2. Configurethe HTTP server.

3. Configure authentication proxy.

4. \Verify the authentication proxy configuration.

Thefollowing three primary tasks are required to configurethe CSACS asaTACACS+ or RADIUS
server:

m  Network configuration
m Interface configuration
m  Authentication proxy configuration

Authentication proxy is not a bidirectional service. You must configure authentication proxy to
respond to requests from internal or external sources. If you need to configure authentication proxy
to function in both directions, you must create an inbound configuration and an outbound
configuration.

It isimportant to understand the limitations of authentication proxy to ensure that the correct
solution is designed to fulfill the business requirement. Some of the limitations of authentication
proxy include the following:

m Authentication proxy istriggered only by HTTP connections.
m Authentication proxy only supports HTTP on port 80.

m  Authentication proxy requires that the client browser be configured to support JavaScript to
perform secure authentication.
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Authentication proxy does not support access directly to the Cisco |OS firewall.

Only asingle user account can be logged on at atime. Authentication proxy does not support
concurrent usage.

Authentication proxy can only be configured to asingle AAA server or server type.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

P

N o @

10.

What happens if the user has previously authenticated and that authentication has not timed
out?

If you are using NAT with authentication proxy, what other feature must you also use?
What are the three steps for configuring authentication proxy on the Cisco 10S firewall?

True or False: The host nameis required on the HTTP login page to ensure that userslog in to
the correct firewall?

What are the three steps for configuring TACACS+ on the CSACS?
Whereisthe Cisco 10S firewall configured on the CSACS?

Where are dynamic ACL s configured on the CSACS for RADIUS?
What must be running on the client browser to ensure secure login?
What happens if you attempt authentication proxy using SSL?

How many AAA servers can you match with asingle Cisco 10S firewall for authentication
proxy?
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CHAPTER 16

Intrusion Detection and the
Cisco 10S Firewall

Intrusion detection is a key component of any network security design. An intrusion detection
sensor (IDS) provides security administrators with the ability to detect and react to potentially
malicious activity on the network. The key difference between firewall and IDS activity is that
firewallsjust apply rulesto network traffic, whereas| DSs normally scan the traffic and can react
to content within the packet. Additionally, afirewall may drop the traffic and add an entry in
the firewall logs, whereas an IDS normally generates an alarm and can react in other waysto
malicioustraffic. It is most common on enterprise networks to use a combination of firewalls
and 1D Ss. Cisco produces the Cisco Secure Intrusion Detection Sensor (CSIDS), the IDS
Switch Module (IDSM-2), the IDS Network Module (for |OS routers), and the Cisco PIX
Firewall. The Cisco 10S firewall feature set is a component that enables you to perform both
firewall and IDS functions using a Cisco router as a Cisco |OS firewall. This chapter discusses
the Cisco 10S firewall IDS.

“Do | Know This Already?” Quiz

The purpose of the“Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin the “ Foundation Topics® portion of the
chapter, helps you determine how to spend your limited study time.

Table 16-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.
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Table 16-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

10S Firewall IDS Features 14

Compatibility with the Cisco Secure IDS

10S Firewall IDS Configuration 59

Verifying the 10S Firewall IDS Configuration 10

10S Firewall IDS Deployment Strategies

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you should
mark this question wrong for purposes of the self-assessment. Giving yourself credit for an
answer you correctly guess skewsyour self-assessment resultsand might provide you with afalse
sense of security.

1.  What advantages does the Cisco |0S firewall IDS provide security administrators?
(Choose two.)

a. Detect malicious activity

b. Combine features of routing and switching
c. Work well with syslog servers

d. Can respond to potentia threats

e. None of the above

2. TheCisco I0Sfirewall IDSis a(n)

a. integrated appliance.

b. package that runs on Windows 2000.

c. software-based feature set for 500 series routers.

d. system that runs onthe PIX firewall.

e. software-based feature set devel oped for mid-range to high-end routers.
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3. How doesthe Cisco |OSfirewall IDS identify potential attacks?

It scans the network.

It matches packets against signatures.
It matches audit rules.

It scans packet headers.

It scans for potential viruses.

4. How doesthe Cisco 10S firewall DS operate with CBAC?

e

It doesn't.

They can run in concert or be applied to different interfaces.
It must be applied to different interfaces.

They must be applied to the same interface.

None of the above.

5.  What configuration mode must you be in to configure “ notification types’?

Notification configuration mode
Privilege EXEC mode

Interface configuration mode
Global configuration mode

| OS configuration mode

6. What are you configuring with the ip audit notify command?

E-mail address for attack notification
Where to send dertsif the router fails
What server to log to

IDS routing protocols

Defines the aert format if a signature match occurs

281
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7. What isthe default port for the POP?
a. TCP4500
b. UDP 45000
¢. TCP45000
d. UDP 4500
e. TCP3021

8. Why should you define a*“ protected network” ?

a. Soyou know who is attacking your network.

b. To protect yourself from disgruntled employees.

c. Thesignatures only apply to the protected network.
d. Itisarequirement to make the IDS function work.
e. None of the above.

9. What isthe difference between an atomic signature and a compound signature?

a. Atomic signatures are really bad.

b. Compound signatures require more memory.
c. Atomic signatures only see oversized packets.
d. Atomic signatures can overload your router.
e. None of the above.

10. What command is used to reset statistics?

a. resetip audit statistics

b. clear ip audit statistics

c. deleteip audit statistics
d. no statistics

e. disableip audit statistics

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

This chapter discusses the Cisco |OS firewall IDS. It isimportant to understand the interaction
between firewall functionsand | DSfunctions. When properly configured, the two combined provide
an excellent level of security to the network. There are six major topics pertaining to the Cisco 10S
firewall IDS covered in this chapter:

m CiscolOSfirewall IDS features

Compatibility with the CSIDS

Cisco 10Sfirewall IDS configuration

Working with Cisco |0S firewall IDS signatures and audit rules

Verifying the Cisco 10S firewall DS configuration

Cisco 10S firewall IDS deployment strategies

Cisco 10S Firewall IDS Features

Cisco 10S Software-based intrusion detection was devel oped as part of the Cisco |OS firewall
feature set for mid-range and high-end routers and has since been adapted to the smaller small
office/home office (SOHO) and remote office/lhome office (ROHO) models. It allowsthefirewall to
act asanin-line IDS. The Cisco |OS firewall IDS scans packets that flow through the firewall
looking for any traffic that matches specific signaturesthat indicate malicioustraffic. If the IDSfinds
traffic that matches a signature, it can react quickly and eliminate the threat before it adversely
affects the network. The Cisco |0S firewall IDS can be configured to react to suspected malicious
traffic in any combination of three ways:

m  Send an alarm—The Cisco |OSfirewall IDS can be configured to send an alarm to a syslog
server or a centralized management system such as the Cisco Secure IDS Director, the IDS
Management Console (IDS MC), the Cisco IDS Event Viewer, or the Cisco Secure Policy
Manager (CSPM).

m Dropthepacket—The Cisco |OSfirewall can dynamically create an accesslist that allowsthe
system to drop the incoming packet.

m Reset the TCP connection—The Cisco |0S firewall can forward packets to both source and
destination with the RESET flag set.

NOTE For thelatest list of routersthat support the Cisco |OSfirewall IDS, consult the products
section at Cisco.com.
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Figure 16-1 shows how the Cisco |OSfirewall IDS functions when it discovers traffic that matches
an attack signature and is considered to be malicious.

Figure 16-1 Cisco IOSFirewall IDS Attack Response

I “Malicious |
! Traffic !

If configured to do so, the I0S
firewall IDS can react to the

traffic by dropping the packet
or by sending a TCP reset.

The 10S firewall IDS reports
the malicious traffic to the
syslog server or
Director/CSPM/IDS-MC.

4

—

Syslog Server
Director
CSPM

IDS-MC Other Internal Network Resources

Figure 16-1 illustrates how the Cisco |0Sfirewall IDS respondsto an attack. The Cisco 1O0Sfirewall
IDS can function in concert with CBAC but can also function independently. It is possible to enable
and disable signatures as necessary to reduce the number of false positive alerts by the IDS. The
Cisco 10Sfirewall IDS isideal for implementation on the network perimeter and at critical points
on the network where administrators need the ability to automatically react to internal and external
threats.

Compatibility with the CSIDS

The Cisco |OSfirewall IDSis completely compatible with the CSIDS. The CSIDS is designed to
detect and react to unauthorized activity in real time on enterprise networks. The CSIDSisagroup
of products that are centrally managed and provide host-based or network-based protection. The
network-based portion of the CSIDS monitors and analyzes the content of the network traffic and
matches it against signatures looking for patterns that indicate suspicious or malicious traffic.
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Host-based IDS resides on aindividual host and responds to requests or changes to that host. The
CSIDS consists of three components:

m  Sensor—Thisincludes the Cisco IDS appliance, the IDSM-2, the 10S Firewall IDS, and the
Cisco HIDS software.

m Central management—Thisincludesthe IDSMC, the Cisco IDS Event Viewer, the Cisco IDS
Director, or the CSPM. The centralized management system isused as a consolidation point for
all sensor logs and a platform for managing individual sensors. Management tasks include
sensor configuration and signature distribution/installation. Both the Cisco IDS Director and
the CSPM are discontinued products and are no longer supported.

m POP—Thisisaproprietary protocol that allows sensors to communicate with each other and
with the management system. POP isaconnection-oriented protocol that can route as necessary
to maintain a point-to-point connection between the nodes. When using POP, you must
configure each device with ahost ID and an organizational 1D. Each device must be configured
for the same organizational 1D asits manager for them to communicate. Each device must also
have a different host ID to prevent communication conflicts.

NOTE TheCiscolOSfirewall IDSsignaturesdiffer from the Cisco I DS (appliance) signatures.

Cisco 10S Firewall IDS Configuration

Specific tasksarerequired to configurethe Cisco | OSfirewall IDS. These steps should be compl eted
in the following order to ensure that the IDS isimplemented correctly:

1. Initialize the Cisco 10S firewall IDS on the router.

2. Configure information and attack signatures.

3. Create and apply audit rules.

4. Add the Cisco IOSfirewall IDS to the centralized management.

These addresses for the Cisco |0S firewall IDS and the CSPM are used in the configuration
examples for this section:

CSPM

10.10.10.200

Host ID = 11

ORG ID = 100

Host Name = [Host Name]
ORG Name = [ORG Name]

The IP address of our CSPM is 10.10.10.200 with ahost ID of 11 and an organizational 1D of
100. The ethernet0 interface of the Cisco |OS firewall is 10.10.10.254, and the serial interfaceis
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192.168.0.1 with ahost ID of 10 and an organizational ID of 100. Remember that the organi zational
ID of the IDS and the Director must match in order for the devices to communicate. These IP
addresses and host/organizational IDs are used in the following configuration examples.

Initialize the Cisco 10S Firewall IDS on the Router
Initializing the Cisco 0S firewall IDS includes four subtasks needed to configure the Cisco 10S
firewall IDSto respond to malicioustraffic. The initialization tasks include configuring the notifica-
tion type, configuring the Cisco 10S firewall IDS and central management post office parameters,
defining the protected network, and configuring the router maximum queue for alarms. Each isdis-
cussed in more detail in the following sections.

Configuring the Notification Type
Usetheip audit natify to configure the Cisco |OSfirewall IDSto forward alertsto the Cisco Direc-
tor, the CSPM, IDS MC, Event Viewer, or asyslog server. You must be in the global configuration
mode to do so. Table 16-2 lists the notification commands with a brief description.

Table 16-2 Setting Notification Commands

Command Description

ip audit notify nr-director | Send the alarmsin post office format to the central manager (Director,
SCPM, router MC, Event Viewer, or other IDS sensors).

ip audit notify log Send messages in syslog format to the syslog server or router console.

Example 16-1 shows the commands used to set the notification type.

Example 16-1 Configuring the Notification Type

Routeri#configure terminal
Routert(config)#ip audit notify nr-director
<<< OR >>>

Router1(config)# ip audit notify log

Configure the 10S Firewall IDS and Central Management Post Office Parameters
Configuring the Cisco |OS firewall IDS and central management post office parameters facilitates
communication between the Cisco |OS firewall and its central manager. The post office parameters
identify the IDS by host ID and organizational ID. For the IDS to communicate with its central
manager, both devices must have the same organizational 1D. This command is completed in the
global configuration mode. The post office parameters must be configured on both the Cisco 10S
firewall and the Director, CSPM, IDSMC, or Event Viewer.
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The command required to configure the post office parameters on the Cisco 10S firewall IDSis as
follows:

ip audit po local hostid host-id orgid org-id

The host-id must be a unique number between 1 and 65,535, and the org-id must also be a unique
number between 1 and 65,535.

Example 16-2 shows the command used to set the POP on the router.

Example 16-2 Configuring the Post Office Protocol

Routeri#configure terminal
Router1(config)#ip audit po local hostid 10 orgid 100

The commands required to configure the Director’s post office parameters have sightly more
options. Keep in mind that these parameters are also configured on the Cisco 10S firewall IDS.
Table 16-3 lists the command options available when configuring the Director’s post office
parameters on the Cisco 10S firewall IDS.

Table 16-3 Configuration Options for the Director’s Post Office Parameters

Command Description

hostid host-id The host ID must be a unique number between 1 and 65,535.

orgid org-id The organizational 1D must also be a unique number between 1 and
65,535.

rmtaddressip-addr Specifies the interface address of the Director.

localaddressip-addr Specifies the interface address of the Cisco |0S firewall IDS.

port port-num Specifies the port number that the Director listens on. The default is
UDP port 45,000.

preference preference-number | The preference number is an integer that represents the priority of a
Director.

timeout seconds Specifies the timeout value for heartbeat communications between the
IDS and Director. The default is five seconds.

application director |logger Defines the application that the IDS is sending post office datato. The
keyword logger indicates the data that is being sent to a CSIDS.
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Example 16-3 shows the command used to set the Director’s POP on the router.

Example 16-3 Configuring the Director’s POP

Routeri#configure terminal
Router1(config)#ip audit po remote hostid 11 orgid 100 rmtaddress 10.10.10.200
localaddress 10.10.10.254 port 45000 preference 50 timeout 10 application logger

Define the Protected Network
To effectively identify an attack, the Cisco |OSfirewall IDS must be ableto determinethe | P address
range of the protected network. This function does not affect the operation of the IDS but is used to
log traffic asinbound or outbound. The following command specifies the beginning and end of the
address range for the protected network:

ip audit protected ip-addr to ip-addr
Example 16-4 shows the command used to configure the protected network.

Example 16-4 Configuring a Protected Network

Routeri#configure terminal
Routeri(config)#ip audit protected 10.10.10.1 to 10.10.10.254

Configure the Router Maximum Queue for Alarms
Keeping in mind that the Cisco |0Sfirewall IDSfunctionality can consume memory and potentially
reduce the performance capability of the router, it isvery important to limit the amount of memory
reserved for alerts/alarms. The following command sets the notification queue size:

ip audit po max-events num-of-events

The num-of-events is an integer between 1 and 65,535 that designates the maximum number of
events that can remain in the queue. The default value for max-eventsis 100.

Example 16-5 shows the command used to set the maximum queue size.

Example 16-5 Configuring the Maximum Queue Sze

Routeri#configure terminal
Routeri(config)#ip audit po max-events 200

Configure Info and Attack Signatures
The Cisco |0S firewall compares network traffic to specific signatures to determine malicious
traffic. There aretwo different categories of signatures and two types of signaturesin each category.
The signature categories are separated by activity:
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m Info—Thiscategory includesactivity that isnormally associated with network reconnaissance.
This includes network scans or port scans.

m Attack—Attack signatures detect attacks against the network or specific host on the network.
The two signature types can apply to either category:

m Atomic—Atomic signatures are signatures that trigger the IDS with a single packet. Because
the IDSis not required to gather large amounts of data, the atomic signatures tend to be less
memory intensive to the Cisco 10S firewall.

m  Compound—Compound signatures require the IDSto gather and compare greater amounts of
datato trigger an event. Compound signatures require a greater memory allocation from the
router.

It isimportant to define normal traffic on the network and configure your signatures accordingly.
Thiswill ensure that your IDS reacts to traffic that is truly malicious. If the IDS reacts to normal
network traffic, the alert is referred to as a false positive. A fal se negative occurs when the IDS
incorrectly interprets malicious traffic as normal for the network. To further reduce the number of
false positive alerts, it isimportant to correctly configure the signature thresholds (in other words,
spam threshold) and disabl e or exclude specific signatures. Disabling asignature turnsthe signature
off completely. When you exclude asignature, it designates specific hosts of networks that are not
inspected for asignature. All IDS signatures are identified by a signature number. You can find the
signature numbers and explanations at Cisco.com.

To disable asignature, just list the signature by its number and apply the disable command. This
command is completed in the global configuration mode. Example 16-6 shows the signature
disable command.

Example 16-6 Disabling Sgnatures

Routeri#configure terminal

Routert(config)#ip audit signature 1004 disable
Routert(config)#ip audit signature 1102 disable
Router1(config)#ip audit signature 2151 disable

It isalso possibleto exclude signatures by either ahost or network. To exclude asignature, you must
first create an access list and then apply the signature to that access list. Example 16-7 shows the
access list and how it is applied to exclude the host 192.168.103.42.
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Example 16-7 Excluding Signatures

Routeri#configure terminal

Router1(config)#access-1list 74 deny host 192.168.103.42
Router1(config)#access-list 74 permit any
Routeri(config)#ip audit signature 2154 list 74
Routeri(config)#ip audit signature 3104 list 74
Routeri(config)#ip audit signature 3152 list 74

Itisalso possibleto create the accesslist defining anetwork range 192.168.103.0 0.0.0.255 or using
awildcard (any) address such as 0.0.0.0. Example 16-8 shows the access list and how it is applied
to exclude the network 192.168.103.0/24.

Example 16-8 Excluding Sgnatures

Routeri#configure terminal

Routert(config)#access-1list 74 deny 192.168.103.0 0.0.0.255
Routeri(config)#access-1list 74 permit any
Router1(config)#ip audit signature 2154 list 74
Router1(config)#ip audit signature 3104 list 74
Routeri(config)#ip audit signature 3152 list 74

Create and Apply Audit Rules
The next task requires you to create the audit rules and apply them to the correct interface of the
Cisco |OSfirewall. It is possible to create an audit rule that excludes specific hosts or networks and
apply that rule to the interface. Creating and applying the audit rulesis a four-step process.

Configure the Default Actions
You must configure the IDS to respond to information and attack signatures. The response can be
one or more of the of three actions:

m alarm—This command sends an alarm to the syslog server or the centralized manager.
m drop—This command configures the router to drop the packets.
m reset—Therouter will send the RESET flag to both parties on the connection.

The default actions are configured using the ip audit info or ip audit attack commands. The term
default refers to the action that the system will take for all signaturesthat are not configured with a
specific action. It is possible to configure specific actions for signatures that are a greater threat to
your network and use the default actionsfor all others. Example 16-9 showsthe configuration of the
actions for the info and attack signatures. The default setting for both info and attack isalert.
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Example 16-9 Configuring Actions

Routeri#configure terminal
Routeri(config)#ip audit info action alarm drop
Routert(config)#ip audit attack action alarm reset

Create the IDS Audit Rule
Theip audit name command createsthe audit rule. Both the info and attack signature types should
sharethe same audit name. You can exclude specific hosts or subnetsfrom the audit rule by applying
an access list. Thisisanother method used to reduce the number of false positives. Example 16-10
lists the syntax for creating the audit rule routerl on the Cisco | OS firewall. Because we do not
expect any attacks from our internal network (10.10.10.0/24), we will also apply accesslist 75. This
access list does not deny any traffic from the internal network but filtersit from the audit process.
Theline permit any forces all other traffic through the audit process.

Example 16-10 Creating the Audit Rule

Routeri#configure terminal

Routeri(config)#ip audit name routeri info
Routert(config)#ip audit name routeri attack list 75
Router1(config)#access-1list 75 deny 10.10.10.0 0.0.0.255
Routeri(config)#access-1list 75 permit any

Create the IDS Audit Exclusions
Signatures can be disabled with the ip audit signature signature-id disable command or can be
modified by creating an accesslist that is applied to the signature using the ip audit signature
signature-id list access-list. The exclusions are defined by the access list and applied to the audit
ruleusing ip audit name. Example 16-11 configuresthe Cisco | OSfirewall IDSto disable signature
3106 (spam) when large amounts of mail are received from 192.168.21.25. You use thisif you have
multiple users who all receive messages from a specific list server and the expected mail count
exceeds 250 messages (the default setting for this signature).

Example 16-11 Creating an Audit Exclusion

Routeri#configure terminal

Routert(config)#ip audit signature 3106 list 76
Routert(config)#access-1list 76 deny host 192.168.21.25
Routert(config)#access-list 76 permit any
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Apply the IDS Audit Rule
Theip audit command appliestheruleto theinterface on the router. Thiscommand must be applied
when in the interface configuration mode and is directional in | out relative to the flow of traffic to
the Cisco 10S firewall. Example 16-12 applies the IDS rule routerl to the outside interface of the
Cisco |OS firewall to affect traffic that isinbound to the network.

Example 16-12  Applying the Audit Rules

Routeri#configure terminal
Routert(config)#interface s0@
Routeri(config-if)#ip audit routeri in

Add the Cisco I0S Firewall IDS to the Centralized Management

This step requires you to add the Cisco 10S firewall IDSto the Cisco Director, CSPM, IDSMC, or
Event Viewer. As stated earlier in this chapter, the Cisco Director has reached product end-of-life.
The IDS Management Console is a CiscoWorks component, and the CSPM and Event Viewer are
both applicationswritten to run on aWintel platform. Theindividual commandsfor each centralized
manager are different, but each of these systems uses a GUI interface and is relatively simpleto
navigate. The information required for all management platformsis the same. To configure your
centralized manager to communicate with your Cisco |0S firewall IDS, you must configure the
following items:

m  Sensor |P address
m Organization name
m Organizationa 1D
m Host name

m HostID

m Post office port (the default port is 45,000)

You also can configure an optional heartbeat interval. (The default interval is five minutes.) After
you have configured your centralized manager, it automatically creates a connection with the Cisco
|OSfirewall IDS. You must reload the router after completing any post office configuration changes
for those changes to take effect.

Verifying the Cisco 10S Firewall IDS Configuration

It isimportant to ensure that your system is properly configured. You can use three commands to
verify the configuration of the Cisco |0S firewall IDS:

m show—The show command is entered in the privileged EXEC mode and is used to see the
current Cisco |0Sfirewall IDS configuration. Table 16-4 lists the show commands with a brief
description of each.
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Command

Description

show ip audit statistics

This command displays the number of packets audited and the number of
alarms sent. These numbers can be reset using the clear ip audit
statistics command.

show ip audit configuration

This command displays the complete audit configuration to include any
default commands that are not displayed as part of the show run
command.

show ip audit interface

This command displays the audit configuration for all interfaces.

Example 16-13 displays the output from the show ip audit statistics command.

Example 16-13 show ip audit statistics Output

Audit Rule Configuration
Audit name router1

Routeri#show ip audit statistics
Event notification through syslog is enabled
Event notification through Net Director is disabled
Default action(s) for info signature is drop
Default action(s) for attack signature is reset
Default threshold of recipients for spam is 250
PostOffice:HostID:10 OrgID:100 Msg dropped 0
Curr Event Buf Size:100 Configured:100
HID:14 OID:100 S:1 A:2 H:02 HA:49 DA:0 R:0 Q:0
ID:1 Dest:10.10.10.200:45000 Loc: 10.10.10.254:45000 T:5 s:ESTAB *

Example 16-14 displays the output from the show ip audit interface command.

Example 16-14 show ip audit interface Output

Interface Serial@

Info actions alarm drop

Interface Ethernet@
Inbound IDS rule not set

Attack actions alarm reset
Outgoing IDS rule is not set

Outgoing IDS rule not set

Routeri#show ip audit interface

Inbound IDS audit rule is routeri
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m clear—Theclear command enablesyou to clear statistics and configurations. Table 16-5 lists
the available clear commands.

Table 16-5 clear Commands

Command

Description

clear ip audit statistics

This command enables you to reset the statistics counters. It proves very
useful when you are trying to gather new information about network
activity.

clear ip audit configuration

This command removes al IDS configurations from the router. It disables
the IDS functionality and releases all dynamic resources.

m debug—The debug command displays the current situation. It enables you to see how the
router is functioning as traffic is processed. Table 16-6 lists the available debug commands.

Table 16-6 debug Commands

Command

Description

debug ip audit timers

This command displays the active audit timers.

debug ip audit object-creation

This command displays which audit objects are created.

debug ip audit object-deletion

This command displays which audit objects are del eted.

debug ip audit function- trace

This command displays which audit functions are currently running.

debug ip audit detailed

This command displays afull detail of the audit processes.

debug ip audit ftp-cmd

This command displays the detail of any FTP command sessions.

debug ip audit ftp-token

This command displays the detail of any FTP token sessions.

debug ip audit icmp

This command displays the detail of any ICMP sessions.

debug ip audit ip

This command displays the detail of any IP sessions.

debug ip audit rpc

This command displays the detail of any remote-procedure call
sessions.

debug ip audit smtp

This command displays the detail of any SMTP sessions.

debug ip audit tcp

This command displays the detail of any TCP sessions.

debug ip audit tftp

This command displays the detail of any TFTP sessions.

debug ip audit udp

This command displays the detail of any UDP sessions.
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Cisco 10S Firewall IDS Deployment Strategies
Asdiscussed earlier in this chapter, the primary advantage with the Cisco |OSfirewall IDSisthat it
provides an additional level of security to administrators by enabling them to automatically respond
to specific threats on internal and external networks. The Cisco 10S firewall IDS features can be
deployed with other Cisco |OS firewall features and tailored as necessary for the network
environment. The Cisco |OS firewall IDS isthe perfect solution for network segments that do not
require, or may not support, the use of aCSIDS. There are several strategiesthat are best supported
by the deployment of the Cisco 10S firewall IDS:

m Branch offices, intranet, and extranet perimeters that act as an extension of the enterprise and
require an extralevel of protection

m  Small and medium-size networks that require a cost-effective router with integrated firewall
and IDS

m  Managed service providers that want to employ a cost-effective combination of security
solutions integrated into a single router
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared SECUR candidate should at a minimum know all the details in each “Foundation
Summary” before going to take the exam.

The Cisco 10Sfirewall IDSisdesigned to complement the security infrastructureby integrating IDS
and firewall functionality into asingle Cisco 10S router. Thisintegration of technologies makesthe
Cisco |OS router a very cost-effective and functional tool. You must remember afew simple
concepts about the Cisco 10S firewall IDS:

The Cisco |OS firewall can communicate with the CSIDS, Cisco Director, IDS MC, Event
Viewer, and CSPM.

The devices communicate with each other using POP. You configure the communication by
configuring the post office parameters, which consist primarily of the | P address, host 1D, and
organizational ID.

The two categories of signaturesincludeinfo and attack. Info signatures indicate some type of
network reconnaissance, whereas attack signatures indicate an actual network attack.

The two signature types are atomic and compound. Atomic signatures react to a single packet,
whereas compound signatures require more data.

Four actions are required to configure the IDS:
Initialize the Cisco 10S firewall IDS on the router.

— Configure the notification type.

— Configure the post office parameters.

— Define the protected network.

— Configure the maximum queue for alarms.
Configure info and attack signatures.

— Define“norma” traffic.

— Disable specific signatures.
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Create and apply audit rules.
— Define the default actions.
— Create the IDS audit rule.
— Apply the IDS audit rule to the correct interface.
Add the Cisco 10S firewall IDS to the centralized management.

The key advantage to the Cisco |OSfirewall IDSisthat it enables administratorsto detect and
respond to malicious activity on the network.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

w

o o &

N

10.
11.
12.
13.

How are signatures listed in the Cisco |OS firewall?
How does the Cisco |OS firewall DS operate?

What are the three actionsthat are performed by the |OS firewall IDS when malicioustrafficis
discovered?

Why would you want to disable some signatures?

What is POP?

What are the four steps to configuring the firewall IDS?

What must match for POP to work?

In the command ip audit po remote. . . timeout, what timeout are you configuring?
When you configure ip audit po protected, are you configuring a subnet or address range?
Why should you configure a maximum queue for alarms?

Which signatures create a greater load on the router performance?

How do you exclude a signature?

What is thefirst step to creating an audit rule?
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CHAPTER 17

Building a VPN Using IPSec

Prior to the creation of VPN technology, the only way to secure communications between two
locations was to purchase a*“ dedicated circuit.” To secure communications across an enterprise
would be tremendously expensive, and securing communications with remote users was just
cost prohibitive. VPN technology provides the ability to secure communications that travel
across the Internet. VPN technology allows organizations to interconnect their different
locations without having to purchase dedicated lines, greatly reducing the cost of the network
infrastructure.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin *Foundation Topics’ section of the
chapter helps you determine how to spend your limited study time.

Table 17-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 17-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Configure a Cisco Router for |PSec 1,3,5,6-9
Using Preshared Keys

Verify the IKE and IPSec Configuration 2,4

Explain the | ssues Regarding 10
Configuring IPSec Manually and Using
RSA-Encrypted Nonces
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CAUTION Thegoa of self-assessment is to gauge your mastery of the topicsin this chapter.
If you do not know the answer to a question or are only partially sure of the answer, you should
mark this question wrong for purposes of the self-assessment. Giving yourself credit for an
answer you correctly guess skews your self-assessment results and might provide you with afalse
sense of security.

1. What isthe purpose of the intranet VPN?

a. For dialup usersto access the intranet

b. For business partners to trade data

¢. To securely interconnect business locations
d. To alow access to the intranet server

e. None of the above

2.  What should you be most aware of when using the debug crypto isakmp command?
a. The command generates traffic that could bring the VPN down.
b. The command generates a tremendous amount of output.
¢. The command should only be used in high-traffic environments.
d. The command resets your IKE SAs.
e. Thisisnot avalid command.

3.  What are two methods of peer authentication used with IKE? (Choose two.)
a. RSA digitized signatures
b. RSA-encrypted nonces
¢. TACACS+
d. Diffie-Hellman signatures
e. Preshared keys

4. What command tells you the state of your connection to your IKE SA peer?
a. show crypto sa
b. show sa peer ipsec
c. show ipsec peer sa
d. show cryptoisakmp sa

e. show crypto ipsec sa



“Do | Know This Already?” Quiz

5. DiffieeHellman Key Exchangeis apublic key cryptography protocol. Group 1 consists

of

a.

b.

-bit encryption.
168
1024
768
128
1536

6. What UDP port cannot be blocked on the perimeter router for IKE to function?

a.
b.
c.
d.

e.

443

500

505

1521

None of the above

7. What steps are required to configure IKE on the router?

a.

Enable IKE, configure preshared key, create the IKE policy, and verify the IKE
configuration.

Verify connectivity, enable IKE, create the ACLs, and verify the IKE configuration.
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Verify the IKE configuration, enable IKE, configure preshared key, and reboot the router.

Enter the global config mode, enter the interface config mode, enable IKE, test connectiv-

ity, and configure IKE.

8. What happens if you configure multiple transform sets on the router?

The peers do not connect.

The peerslook for amatch.

The router does not send clear-text data.
Authentication works but not encryption.
Only bidirectional traffic is possible.
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9. What isthe correct command syntax for configuring the IPSec SA lifetime?

a. cryptoipsec salifetime

b. ipsec satime

c. crypto satimeout

d. cryptoipsec security-association lifetime
e. None of the above

10. What information does the show crypto key pubkey-chain rsa give you?

a. Ittellsyou whether theinformation was manually configured or extracted from a certificate.
b. It givesyou the host name of the peer.

c. It providesthe IP address of the peer.

d. All of the above.

e. None of the above.

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

Before beginning to configure the Cisco router as an endpoint for aVPN tunnel, it isimportant to
understand the different types of VPNs and what part the Cisco router plays in each of these con-
nections. Site to site and access are the two types of VPNSs:

m Site-to-site VPN—A site-to-site VPN usually consists of two or more endpoints configured as
aV PN peer with the other end. The term endpoint refersto the point where the VPN terminates.
In other words, this is where the encrypted connection begins and ends. Designated traffic
that travels from one end to the other is encrypted as it passes through the first endpoint and
decrypted as it passes through the other endpoint. The encryption is manually configured on
both ends or negotiated by each VPN peer. The endpoints for site-to-site VPNs are normally
routers, VPN-enabled firewalls, or VPN hardware appliances. For the purpose of this chapter,
thefocusison creating VPN connections using Cisco routers. Figure 17-1 depicts asite-to-site
VPN connection between New York and Boston.

Figure 17-1 Ste-to-Ste VPN Between New York and Boston
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AsFigure 17-1illustrates, all traffic between the New York and Boston locationstravel s across
the Internet but through an encrypted VPN tunnel to maintain data confidentiality and integrity.
Not all dataisrequired to travel through the VPN tunnel. It is possible to configure the end-
points to encrypt only specific traffic. It is also important to note that traffic on the internal
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network is not encrypted. Thistraffic is only encrypted as it enters the router on itsway to its
destination. Site-to-site VPNs are broken into two categories:

— Intranet VPNs—Intranet VPNs are used to securely interconnect the different locations
of an organization. Intranet VPNsallow an organization that may be spread across multiple
locations globally to function as a single secure enterprise network.

— Extranet VPNs—EXxtranet VPNSs provide a secure channel for communications between
an organization and its business partners (for example, suppliers, customers, and so on.)

m  AccessVPNs—AccessVPNs, aso known asremote access VPNs, normally incorporateaV PN
client software package installed on the remote user’s computer. The remote user can connect
to the Internet via dialup, cable modem, DSL, or even from a different organization's LAN
connection. When a connection is made to the user’s network, the VPN client software creates
an encrypted connection from that workstation to the VPN endpoint. The VPN endpoints for
remote access VPNSs are routers, VPN-enabled firewalls, or VPN concentrators. This chapter
focuses on VPN routers because they are commonly used to create both types of VPNs and will
most likely be emphasized on the exam. Figure 17-2 depicts remote access VPN connections
to the officein New York and illustrates that all traffic from the remote usersto New York is
encrypted at the user’s computer and remains encrypted until it reachestherouter in New York.

Figure 17-2 Remote Access VPNs to the New York Office
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The method used to access the Internet does not normally affect the use of VPN client software so
long asit is not blocked by an accesslist or firewall rule. The standard design for alarge enterprise
network isto install the VPN endpoint inside of the perimeter router or firewall.
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Configuring a Cisco Router for IPSec Using Preshared Keys

IPSec is not aprotocol but aframework of open-standard protocol suitesthat provide origin authen-
tication, data integrity, and data confidentiality, and antireplay protection. 1PSec runs over IP and
uses Internet Key Exchange (IKE) to negotiate the security association (SA) between the peers.
Parameters must be configured for both IKE and 1PSec SAs.

How IPSec Works
Five specific stepsare required to create and terminate an 1PSec VPN tunnel. The endpoints perform
different functions to establish the encrypted connection at each step. Figure 17-3 provides a
description of the steps required to create and terminate the 1PSec tunnel.

Figure 17-3 Creating a |PSec VPN Tunnel

= —
Destinationg_ New York Boston _D’Source
r = == =
) ' \ '

J | -
Step 2 ’

— ) - —=

T I (-
Step 5 ’

g ------ Connection Terminated = = = - = = E

Step 1 The user at the source computer in Boston initiates a connection to the

destination system in New York. The router in Boston recognizes the traffic
as “interesting traffic” and initiates the IKE process with the router in New
York.

Step 2 The endpoint routers use IKE to authenticate each other as IKE peers and
negotiate the IKE SA. At thistime, a secure channel is established alowing
for negotiation of the IPSec SA. Thisis referred to as IKE phase 1.

Step 3 IKE is again used to negotiate the IPSec SA between the peers. When the
negotiation is completed, the |PSec peers have an established SA and are
prepared to transfer data. Thisisreferred to as IKE phase 2.
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Step 4 Thetunnel is established and the IPSec SA information is stored in the SA
database on both SA peers. Further key negotiations take place per the
parameters negotiated during phase 2.

Step 5 The connection terminates when it times out or is deleted from either peer.

This section deals configuring VPN routers with preshared keys for site-to-site with VPNs.

NOTE Internet Key Exchange (IKE) isaprotocol based on | SAKMP/Oakley, which stands for
Internet Security Association and Key Management Protocol (with Oakley distribution), and
supports | PSec by providing a private, authenticated key management channel through which the
peers can communi cate and negotiate session keys for AH and ESP and to negotiate encryption,
authenti cation, and compression algorithmsfor the session. IKE isused to perform authentication
for PSec peers, negotiation of IKE and |PSec SAs, and establishment of keysfor the encryption
algorithms used by 1PSec. The termsIKE and | SAKMP are used interchangeably throughout this
chapter.

To configure | PSec encryption on the Cisco router, you must completefour steps. Each task includes
specific subtasks:

Step 1 Select the IKE and | PSec parameters.

Step 2 Configure IKE.

Step 3 Configure | PSec.

Step 4 Test and verify the IPSec configuration.

Step 1: Select the IKE and IPSec Parameters
The process for configuring arouter for an |PSec VPN is not adifficult one. It is, however, a
very complex process with multiple tasks and subtasks and requires significant attention to detail.
Thefirst task involves selecting theinitia configuration parameters for the VPN connection and
determining which configuration is most appropriate. If all of the configuration decisions are taken
prior to configuring either device, the risk of a configuration error on either peer can be greatly
reduced. Thistask is divided into five subtasks:

Step 1 Define the IKE (phase 1) palicy.
Step 2 Define the |PSec policies.

Step 3 Verify the current router configuration.
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Step 4 Verify connectivity.

Step 5 Ensure compatible access lists.

Define the IKE (Phase 1) Policy
Theimportance of IKE phase 1isthat it provides the negotiation to create a secure channel through
which the phase 2 negotiation can take place. You must consider several itemswhen determining the
IKE phase 1 policies. Following isalist of each item with its specific purpose:

Select akey distribution method—Thisitem isusually determined by the expected size of the
network. For networks that only require afew VPN peers, it is possible to manually distribute
the keys (configure each peer manually). For large networks, it is recommended to use a certif-
icate authority (CA) server. This method allows for significant growth because atrusted CA
identifies each |PSec peer. If you are not manually distributing the keys, you will need to imple-
ment the ISAKMP to support the method of key distribution you have selected.

Select an authentication method—There are several waysto configure the routers to authen-
ticate themselves during phase 1 of the IKE negotiation when establishing the SA. The config-
uration to be used is usually determined by the number of VPNsthat are connected to the router
and how dynamic the network environment will be. Three different configuration types are
used:

— Preshared keys—If your organization only requires VPN connectivity with very few
locations, you may want to use astatic configuration on therouter. This static configuration
isreferred to as preshared keys because the keys are manually configured on both peers.
Preshared keys are alphanumeric keys (similar to passwords) that are configured on each
router and must match exactly for the routers to negotiate the connection. Management of
multiple VPN connections using preshared keys can become cumbersome as the number
of connections grows.

— RSA signatures—RSA isa public key cryptography system using digital certificates
authenticated by RSA signatures.

— RSA-encrypted nonces—An RSA nonceis arandom value generated by the peer that is
encrypted using RSA encryption. This method requires you to configure the RSA public
key and designate the peer. This method ismore secure because adifferent nonceis created
with every negotiation.

Identify the |SAKM P peer—The ISAKMP peer isthe router at the other end of the VPN
connection that is functioning as the termination point. It is the device that you negotiate with
to create the VPN tunnel. The IPSec peer isidentified either by IP address or host name.
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m Select the | SAKMP policiesfor the connection—It is very important that the ISAKMP
policies for both peers match. If the configurations differ on each peer, they will be unable
to negotiate the VPN connection. It is possible to configure multiple policies on each router,
however, because each router will search for a matching policy. The following items must be
determined when selecting the ISAKMP policies:

— Message encryption algorithm—Cisco IOS VPN routers support two encryption
algorithms:

Data Encryption Standard (DES)—DES is a 56-bit symmetric encryption algorithm. It
uses a 64-bit block of plaintext and convertsit into cipher text of the same size, encrypting
it with a secret key. The key length is also 64 bits, but 8 bits are used for parity, leaving the
effective key length at 56 bits. Although still widely used, DES is a somewhat outdated
algorithm and should not be used if your datais highly sensitive. It is commonly used for
VPN connections to locations outside the U.S. that cannot purchase higher levels of
encryption due to U.S. technology export policies.

Triple Data Encryption Standard (3DES)—3DES is a 168-bit symmetric encryption
algorithm. 3DES just applies three different phases of DES, effectively tripling the key
length to 168 bits.

— Messageintegrity (hash) algorithm—The hash algorithm converts message input into a
fixed-length output called the message digest. The message digest isthen put into adigital
signature algorithm and the output becomes a digital signature for the message. Because
the message digest is usually much smaller than the actual message, it is more efficient to
sign the digest rather than the message itself. Keyed-Hashing for Message A uthentication
(HMAC) isavariant that provides an additional layer of security by performing additional
cryptographic keying and a secret key for calculation and verification of the message
authentication values. HMAC is a variant that can be added to the supported hash
algorithms. Cisco IOS VPN routers support two hash algorithms:

SecureHash Algorithm 1 (SHA-1)—The output of SHA-1is 160 bit. Because the output
islarger than MD5, SHA-1 isconsidered to be more secure; however, it requires more CPU
cyclesto process.

M essage Digest 5 (M D5)—Theoutput of MD5is 128 bit. MD5isdlightly faster to process
because of its smaller message digest.

— Peer authentication method—Thisisthe method that each peer usesto authenticateitself
to the other peer. The three methods are explained in the previous section (preshared keys,
RSA signatures, and RSA-encrypted nonces).

— Diffie-Hellman key exchange— Diffie-Hellman is a public key cryptography protocol
that is used between two | PSec peers to derive a shared secret over an unsecured channel
without transmitting it to each other. There are seven Diffie-Hellman groups with varying
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key lengths. This chapter focuses on the first two Diffie-Hellman groups because they are
currently the most commonly used on VPN enabled routers: group 1 is 768 bit, and group 2
is 1024 bit.

— IKE SA lifetime—The SA lifetimeis the time that each system waits before initiating
another key exchange. This allows the systems to constantly renegotiate the connection,
greatly reducing any chance of an unauthorized listener being able to decrypt the
connection.

Table 17-2 lists the IKE policy parameters that can be used when determining the IKE phase 1
policies.

Table 17-2 |KE Policy Parameters (Phase 1)

Parameter Strong Stronger
Encryption algorithm DES 3DES

Hash algorithm MD5 SHA-1
Authentication method Preshare RSA signature

RSA-encrypted nonce

Diffie-Hellman key exchange Group 1 Group 2

SA lifetime 86,400 seconds < 86,400 seconds

The peerswill not be able to negotiate the connection if the policies on both peers do not match.
Figure 17-4 depictsthe peer configurations for the VPN connection between New York and Boston.

AsFigure 17-4 illustrates, the IKE configuration parameters on both routers must match for the
negotiation to complete successfully.

Define the IPSec Policies
I PSec uses two different modes for VPNs. Each of these modes has a specific purpose, and it is
important to select the correct mode when configuring your VPN. The two VPN modes are as
follows:

m  Tunnel mode—The tunnel mode is commonly used for both site-to-site VPNs and access
VPNs where the destination is not the VPN endpoint. Both the source and destination (in the
original 1P header) information are encrypted when using the tunnel mode and are not
decrypted until they reach the destination endpoint.

m Transport mode—The transport mode is most commonly used when the destination is the
VPN endpoint. The original 1P header is not encrypted when using the transport mode.
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Figure 17-4 Peer Configurations (New York and Boston)
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The IPSec palicies are often referred to as the IKE phase 2 policies because they occur during phase 2
of the IKE negotiation. IKE phase 1 establishes a bidirectional secure tunnel known asthe IKE SA,
which isused to complete the negotiation of the IPSec SA. The routers must negotiate two separate
unidirectional 1PSec SAsto facilitate bidirectional traffic between the peers.

Many configuration options are available when configuring IPSec. It isimportant to select the best
possible configuration for the VPN connection. Follow these steps when defining the 1PSec
parameters:

1. ldentify the |PSec protocol necessary for thetype of traffic. There are two different 1PSec
protocols that perform specific functions:

— Encapsulating Security Payload (ESP)—ESP provides data authentication, encryption,
and antireplay services. ESP is protocol number 50 assigned by the Internet Assigned
Numbers Authority (IANA). ESPis primarily responsible for getting the data from the
source to the destination in a secure manner, verifying that the data has not been altered,
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and ensuring that the session cannot be hijacked. ESP provides origin authentication, data
integrity, and antireplay protection. ESP can also be used to authenticate the sender either
by itself or in conjunction with AH. ESP can be configured to encrypt the entire data packet
or only the payload of the packet. Figure 17-4 shows how ESP encapsul ates the normal

I Pv4 packet in the transport mode and in the tunnel mode.

Figure 17-5 illustrates the normal 1Pv4 packet before and after encapsulation by ESP.

Figure 17-5 ESP and the |Pv4 Packet
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— Authentication Header (AH)—AH provides data authentication and antireplay services.
AH is protocol number 51 assigned by the IANA. The primary function of AH isorigin
authentication. AH does not provide any data encryption; it provides only origin authenti-
cation or verification that the data is from the sender. This functionality also prevents ses-
sion hijacking. It isimportant to note that ESP only authenti cates the payload, whereasAH
authenticates the IP header. AH is not compatible with NAT or PAT because they change
the source I P address, making it different from the source address in the authentication
header. The traffic is then rejected by the IPSec peer because the source address in the IP
header and the authentication header do not match. Figure 17-6 shows how AH effectsthe
normal |Pv4 packet in both the transport and tunnel modes.
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Figure 17-6 AH and the IPv4 packet
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2. Select theappropriate | PSectransforms. Transforms and transform sets are the defined com-
bination of 1PSec algorithm and encryption algorithm. The combination you select can focus
more on authentication, encryption, or combine to cover both. The following protocols,
algorithms, and so on are combined to create your transforms:

— I PSec protocol—AH and ESP
— Encryption algorithm—DES and 3DES
— Hash algorithm—SHA-1 and MD5 (with or without HMAC)

Table 17-3 lists the possible combinations for transforms. Once combined, the transforms
make a transform set.

Table 17-3 |PSec Transforms

AH Transform Description

AH-MD5-HMAC AH, MD5 hash, HMAC variant (authentication)

AH-SHA-HMAC AH, SHA-1 hash, HMAC variant (authentication)

ESP Transform Description

ESP-DES ESP, DES (encryption)

ESP-3DES ESP, 3DES (encryption)

ESP-MD5-HMAC ESP, MD5, HMAC variant
(This transform would be combined with ESP-DES, ESP-3DES, or ESP-
NULL.)

ESP-SHA-HMAC ESP, SHA-1, HMAC variant
(This transform would be combined with ESP-DES, ESP-3DES, or ESP-
NULL.)




Configuring a Cisco Router for IPSec Using Preshared Keys 317

3. Definethe I PSec Peer. You must define the router at the other end of the VPN connection by
either host name or I P address.

4. Definethelocal hostsor networks. Identify which local hosts or networks are allowed to send
traffic through the VPN connection.

5. Select thetypeof SA initiation. Determinewhether the|PSec SA should be negotiated by IKE
or by using manual 1PSec.

Verify the Current Router Configuration
You must verify that the current configuration of the router will not conflict with the new items that
you want to add. You can use three commands to display the current router configuration:

m show running-configur ation—The show running-configuration command displays the cur-
rent configuration that is running on the router. The show configuration command shows the
last configuration that was saved to memory but does not display any changes that took place
but were not saved. This command is the same as the show startup configur ation because it
displays the configuration the router will have when it starts—any unsaved configuration
changes will be lost during a reboot.

m  show crypto isakmp policy—This command displays the current ISAKMP policy that is
configured on the router. You can then verify that your planned configuration will not conflict
with the current configuration.

m show crypto map—Thiscommand can include theinterface or the map name and displaysany
crypto map entries configured on the router. The crypto map includes the name, interface and
local address of therouter, peer address, crypto accesslist, SA lifetime, and transform set name.
The show crypto map command also tells you whether Perfect Forward Secrecy has been
enabled for that connection. Perfect Forward Secrecy is akey establishment protocol that
generates a new public/private key pair with each session. The result is avery dynamic key
exchangethat prevents an eavesdropper from decrypting messages using keys derived from pre-
viously captured data.

Verify Connectivity
Remember that encryption adds complexity to any network connection. You should always ensure
connectivity between the SA peers before attempting to create aVPN connection. The best way
to verify your connectivity isto attempt the type of connection that you intend to use after the en-
crypted connection is established. This ensures that you do not have any filters preventing the con-
nection. If thereisno connectivity between the peers, it will beimpossible for them to negotiate the
IKE SA and build the encrypted tunnel.
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Ensure Compatible Access Lists
You must ensure that the accesslists on the perimeter routersallow | PSec traffic. IKE runsover UDP
port 500. If your perimeter routers are blocking UPD 500, you won't be able to negotiate the IKE
SA. In addition, ESP and AH are protocol numbers 50 and 51 respectively. It isimportant that you
verify that your current access lists do not block these protocols.

Step 2: Configure IKE
Now that you understand the importance of planning the configuration beforehand, refer to Figure 17-7
for the configuration settings for task 2.

Figure 17-7 |KE Configuration Settings
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Figure 17-7 shows al the information needed to configure IKE on both peers. This section shows
the configuration of the router in New York for the VPN between New York and Boston. Configura-
tion steps and commands are very common for the Cisco certification exams. This exercise is
designed to familiarize you with the different commands for configuring IKE, the purpose for each
command, and how the commandsinteract. To configure IKE on the router, follow these four steps:
Step 1 Enable IKE.

Step 2 Create the IKE policy.

Step 3 Configure the preshared key.

Step 4 Verify the IKE configuration.
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Each of these stepsiis discussed in detail in the following sections.

Enable IKE
IKE is enabled by default. You should verify that it is enabled when you check the current configu-
ration. IKE is enabled globally (on all interfaces) and must be enabled before you can use it on the
router. Example 17-1 shows the command for enabling IKE on the router.

Example 17-1 Enabling IKE

NewYork#configure terminal
NewYork (config)#crypto isakmp enable

Create the IKE Policy
It is possible to configure multiple IKE policies on a single router. The router runs through each
policy in order based on the policy priority. The policy priority isanumber between 1 and 10,000
that is assigned when the policy is created: the lower the number, the higher the priority. Because
the router checks each policy in order, it isagood idea to give the most secure policy the lower
number. The crypto isakmp policy command isinput from the global configuration mode and will
put you in the config-isakmp mode. Example 17-2 shows the command for creating the IKE policy.

Example 17-2 Creating IKE Policy

NewYork#configure terminal

NewYork (config)#crypto isakmp policy 100
NewYork (config-isakmp)#authentication pre-share
NewYork (config-isakmp)#encryption 3des

NewYork (config-isakmp)#hash md5

NewYork (config-isakmp)#group 2

NewYork (config-isakmp)#lifetime 86400

Configure Preshared Key
Preshared keys (also know as preshared secrets) are alphanumeric keys manually configured on
each peer. You must identify the peer and the key when performing the configuration. The peer is
identified either by host name or | P address. The command for configuring the preshared key is as
follows:

crypto isakmp key keystring address peer-address [mask]
or

crypto isakmp key keystring hostname peer-hostname



320 Chapter 17: Building a VPN Using IPSec

Example 17-3 shows the command for defining the preshared key and the peer.

Example 17-3 Defining the Preshared Key and Peer

NewYork#configure terminal

NewYork (config)#crypto isakmp policy 100

NewYork (config-isakmp)#authentication pre-share

NewYork (config-isakmp)#encryption 3des

NewYork (config-isakmp)#hash md5

NewYork (config-isakmp)#group 2

NewYork (config-isakmp)#lifetime 3600

NewYork (config)#crypto isakmp key abc123 address 192.168.20.1 255.255.255.255

Verify the IKE Configuration
Before moving on to the next task, it isagood ideato verify the changes you have just completed.
It is much easier to correctly configure each step rather than troubleshoot the configuration if the
VPN does not work. The command used to view the current configuration is show crypto isakmp
policy, and the output should match the combined examples listed above. Example 17-4 showsthe
output from show crypto isakmp policy.

Example 17-4 Verifying the IKE Policy

NewYork#configure terminal

NewYork (config)#crypto isakmp key abc123 address 192.168.20.1 255.255.255.255
NewYork (config)#crypto isakmp policy 100

NewYork (config-isakmp)#authentication pre-share

NewYork (config-isakmp)#encryption 3des

NewYork (config-isakmp)#hash md5

NewYork (config-isakmp)#group 2

NewYork (config-isakmp)#lifetime 86400

NewYork (config-isakmp)#exit

NewYork#show crypto isakmp policy

Protection suite priority 100

encryption algorithm: 3DES - 3 Data Encryption Standard (168 bit keys).
hash algorithm: Message Digest 5

authentication method:Pre-Shared Key

Diffie-Hellman group: #2 (1024 bit)

lifetime: 86400 seconds, no volume list

Default protection suite

encryption algorithm: DES - Data Encryption Standard (56 bit keys).
hash algorithm: Secure Hash Standard

authentication method:Rivest-Shamir-Adleman Signature
Diffie-Hellman group:#1 (768 bit)

lifetime: 86400 seconds, no volume list
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re IPSec

Just like the IKE configuration, it isimportant that the IPSec configuration matches on both peers
for them to negotiate the IPSec SA. Refer to Figure 17-8 for the configuration settings for task 3.

Figure 17-8 |PSec Configuration Settings
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Figure 17-8 shows al the information needed to configure IPSec on both peers. This exercise
configures only the router in New York. To configure |PSec on the router, follow these five steps:

Create the | PSec transform set.
Configure IPSec SA lifetimes.
Create the crypto access lists.

Create the crypto map.
Apply the crypto map.

Each of these stepsis discussed in detail in the following sections.
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Create the IPSec Transform Set

The IPSec transform set defines the parameters that each peer uses when negotiating the VPN con-
nection. It is possible to configure multiple transform sets on the router. When negotiating the
connection, each router compares transform sets until finding amatch. (This negotiation takes place
during IKE phase 2.) Thisis not to say that the routers negotiate the transform sets; they just com-
pare the transform sets until they find amatch. If the routers do not find transform sets that match,
they cannot create the VPN tunnel. Figure 17-8 depicts how the routers compare the transform sets
when negotiating the VPN connection.

Figure 17-9 shows the routers Comparing transform sets until they find amatch at esp-3des,
esp-md5-hmac.

Figure 17-9 Transform Set Comparison
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The command syntax for creating the |PSec transform set is as follows:
crypto ipsec transform-set transform set name [transformi]|[transform2][transform3]
Example 17-5 shows the command for creating the |PSec transform set.

Example 17-5 Creating the IPSec Transform Set

NewYork#configure terminal
NewYork (config)#crypto ipsec transform-set 20 esp-3des esp-md5-hmac

Configure IPSec SA Lifetimes
The IPSec SA lifetime determines at what interval the routers renegotiate the connection. A con-
stantly changing connection is extremely difficult to decrypt because the data sample continues to
change, leaving no consistent data available for a cryptographer to decrypt. If acryptographer were
ableto discover the keysfor aconnection, it would take more than the hour that those keys are valid.
The global IPSec SA lifetimeis configured in either seconds or kilobytes (amount of data that pass
through the tunnel). The command syntax for defining the global 1PSec SA lifetimeis asfollows:

crypto ipsec security-association lifetime { seconds #### | kilobytes ####}

The default value is 3600 seconds (1 hour) or 4,608,000 kilobytes. The global 1PSec SA lifetimeis
overridden by the SA lifetime that is added to the crypto map, and Cisco recommends that you use
the default values. Example 17-6 shows the command for configuring the global 1PSec SA lifetime
to 30 minutes, or 4,400,000 kilobytes.

Example 17-6 Configuring the Global IPSec SA Lifetime

NewYork#configure terminal
NewYork (config)#crypto ipsec security-association lifetime seconds 1800
or

NewYork (config)#crypto ipsec security-association lifetime kilobytes 4400000

Create the Crypto ACLs
The crypto ACL defines interesting traffic for the router. Interesting traffic is the traffic that is pro-
tected by the VPN connection. Crypto ACL s determine which outbound traffic is encrypted and
which goes out as clear text. Inbound traffic is compared to the crypto ACL also. If traffic comesin
as clear text and should be encrypted, the router drops the traffic. When creating the crypto ACL,
the terms permit and deny refer to encrypt and do not encrypt, respectively. The syntax of the com-
mand is as follows:

access-list ACL-number permit | deny protocol
source-ip source wildcard destination-ip destination wildcard
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Example 17-7 shows the command for configuring the crypto ACL for the connection from New
York to Boston to encrypt all TCP traffic between those networks.

Example 17-7 Crypto ACL on the New York Router

NewYork#configure terminal
NewYork (config)#access-1list 105 permit ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255

With the preceding configuration, the router encrypts all traffic from the internal network at New
York (10.10.10.0/24) destined for the Boston network (10.10.20.0/24) and expects that all traffic
from Boston be encrypted. It isimportant that the crypto ACLs match at both ends of the connection
to ensure that the traffic is able to flow.

NOTE BecausethelPSec SA isaunidirectional connection, it ispossibleto configurethe peers
to only allow encrypted traffic to travel in one direction.

Create the Crypto Map
The crypto map isthe component that consolidatesall the | PSec configuration pieces. Thefollowing
items are defined in the crypto map:

m  Which traffic isto be encrypted (reference to the access list)

m  How granular the protected data flow should be

m  Wherethe encrypted data should be sent (the SA peer)

Thelocal address used for encrypted data (local router interface address)
What security should be applied to the traffic (reference to transform sets)
How the IPSec SA should be established (manual or IKE)

Any other parameters for the |PSec SA

This command requires multiple lines. Each line of the command addresses a different portion of
the configuration. The syntax of the crypto map command is as follows:

crypto map map-name seq-number connection

The command crypto map is entered from the global configuration mode and identifies the crypto
map by name and sequence number. It also configures how the IPSec SA should be established.
Table 17-4 lists the possible commands for configuring the IPSec SA.
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Table 17-4 Crypto Map |PSec SA Commands

AH Transform Description

cisco Thisisthe default value and indicates that 1PSec will not be used but will be
replaced with CET. Thistransform is being phased out.

ipsec-manual Thisvalueindicates that IKE will not be used to establish the IPSec SA.

ipsec-isakmp Thisvalueindicates that IKE will be used to establish the |PSec SA.

dynamic This optional command specifies that a preexisting static crypto map be

referenced for the correct configuration. This option is only available after the
ipsec-isakmp parameter.

Example 17-8 shows the command for configuring the crypto map for the connection from New
York to Boston.

Example 17-8 Crypto Map on the New York Router

NewYork#configure terminal

NewYork (config)#crypto map boston 120 ipsec-isakmp

NewYork (config-crypto-map)#match address 105

NewYork (config-crypto-map)#set peer 192.168.20.1
NewYork(config-crypto-map)#set pfs group2

NewYork (config-crypto-map)#set transform-set 20

NewYork (config-crypto-map)#set security-association lifetime seconds 1800

If you want to create the same type of VPN connection to another 1PSec peer, it is possible to add
another set peer line to the crypto map aslong as the traffic matches that same accesslist.

Apply the Crypto Map to the Correct Interface
For the crypto map to take effect, it must be applied to the interface facing the peer. You must enter
the interface configuration mode to apply the crypto map. Example 17-9 shows the command
applying the crypto map to the Serial O interface on the router in New York.

Example 17-9  Applying the Crypto Map to I nterface SO

NewYork#configure terminal
NewYork (config)#interface SO
NewYork(config-if)#crypto map boston
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Step 4: Test and Verify the IPSec Configuration
Once again, it is best to verify your configuration beforehand instead of having to troubleshoot the
connection if it is not working. A variety of show and debug commands enable you to check the
current configuration, including the following:

show crypto isakmp policy—This command displays the configured IKE policies.

show crypto ipsec transfor m-set—This command displays the configured transform sets.
show crypto ipsec sa—This command displays the current state of your 1PSec SAs.

show crypto map—This command displays your current crypto maps.

show crypto dynamic-map—This command displays your dynamic crypto map set.

debug crypto isaskmp—This command enables debugging of IKE events. This generates a
tremendous amount of output and should be used only when traffic is low.

debug crypto ipsec—This command enables debugging of |PSec events. This generates a
tremendous amount of output and should be used only when traffic islow.

Remembering that the configurations must match on both peers, it is best to compare the configura-
tion from each router if possible. Figure 17-10 shows the configuration settings for this task.

Figure 17-10 Configuration Settings New York-Boston
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Table 17-5 shows the output from each command. You must verify that the configurations are
sufficient for the VPN to function between New York and Boston.

Table 17-5 show Command Output from Peers

New York

Boston

NewYork#show crypto isakmp policy
Protection suite priority 100
encryption algorithm: 3DES -
Encryption Standard (168 bit keys).
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)
lifetime: 86400 seconds, no volume
list

Default protection suite

encryption algorithm: DES - Data
Encryption Standard (56 bit keys).

hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-
Adleman Signature

Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume
list

3 Data

Boston#show crypto isakmp policy
Protection suite priority 105
encryption algorithm: 3DES -
Encryption Standard (168 bit keys).
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #2 (1024 bit)

3 Data

lifetime: 86400 seconds, no volume
list

Default protection suite

encryption algorithm: DES - Data

Encryption Standard (56 bit keys).

hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-
Adleman Signature

Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume
list

NewYork#show crypto ipsec transform-set
Transform set 10: (esp-des esp-md5-hmac)
will negotiate = (Tunnel, ),

Transform set 20: (esp-3des esp-md5-hmac)
will negotiate = (Tunnel, ),

Transform set 30: (esp-3des ah-sha-hmac)
Will negotiate = (Tunnel, ),

Transform set 40 (esp-des esp-sha-hmac)
Will negotiate = (Tunnel, ),

Boston#show crypto ipsec transform-set
Transform set 10: (esp-3des)
will negotiate = (Tunnel, ),

Transform set 20: (esp-3des esp-sha-hmac)
will negotiate = (Tunnel, ),

Transform set 30: (esp-3des esp-md5-hmac)
Will negotiate = (Tunnel, ),

Transform set 40 (esp-3des ha-md5-hmac)
Will negotiate = (Tunnel, ),

NewYork#show crypto ipsec sa
Interface: serial@/o0

Current peer: 192.168.20.1
PERMIT, flags= {origin_is_acl,}
#send errors 0, #recv errors 0

path mtu 1500, media mtu 1500
current outbound spi: 41830A51

Crypto map tag: newyork, local addr. 192.168.0.1
Local ident (addr/mask/prot/port): (192.168.0.1/255.255.255.255/0/0)
Remote ident (addr/mask/prot/port): (192.168.20.1/255.255.255.255/0/0)

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10

local crypto endpt.: 192.168.0.1, remote crypto endpt.: 192.168.20.1

continues
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Table 17-56 show Command Output from Peers (Continued)

New York

Boston

NewYork#show crypto map
Crypto map "boston" 120 ipsec-isakmp
Peer = 192.168.20.1
Extended IP access list 105
access-list 105 permit tcp 10.10.10.0
0.0.0.255 10.10.20.0 0.0.0.255

Current peer: 192.168.20.1

Security Association lifetime: 3600
seconds

PFS (Y/N): N

Transform sets=(20, )

Boston#show crypto map
Crypto map "newyork" 150 ipsec-isakmp
Peer = 192.168. 0.1
Extended IP access list 100
access-list 100 permit tcp 10.10.20.0
0.0.0.255 10.10.10.0 0.0.0.255

Current peer: 192.168.0.1

Security Association lifetime: 3600
seconds

PFS (Y/N): N

Transform sets=(20, )

Configuring Manual IPSec

Itispossibleto manually configure your |PSec connection from the crypto-map configuration mode.
When you manually configure the IPSec parameters, you manually input all the keys necessary to
create the connection. This configuration removes the functionality that allows the peersto renego-
tiate and constantly change the connection parameters and greatly reduces the security of the con-

nection. The commands for configuring manual 1PSec are

set session-key inbound | outbound ah/esp spi hex-key-string

set session-key inbound | outbound ah/esp spi authentication cipher hex-key-string

NOTE Ciscorecommends against the use of manual | PSec becauseit isdifficult to manage and

relatively insecure as compared to configurations using IKE.

Configuring IPSec Using RSA Encrypted Nonces

Asdiscussed earlier in this chapter, an RSA nonce is arandom value generated by the peer that is
encrypted using RSA encryption. It provides a very strong method of authentication using Diffie-
Hellman key exchange. RSA nonces require that peers possess each other’s public key without the
use of aCA. It isimportant that the encrypted nonces areinitially exchanged via a secure source.

There are two drawbacks to using RSA encrypted nonces:

m Initial key exchange—If you are using RSA-encrypted nonces, you must either manually

configure and exchange RSA keys or use RSA signatures from a previously successful

|SAKMP negotiation with the peer.

m  Management—RSA-encrypted nonces can be difficult (and complex) to configure and
exchange and are therefore more difficult to manage for enterprise networks.
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The tasks required to configure |PSec using RSA-encrypted nonces are very similar to the normal
I PSec configuration with the exception of the second task (configuring RSA keys):

1. Select the IKE and IPSec parameters.

2. Configure the RSA keys.

3. Configure IKE.

4. Configure |PSec.

5. Test and verify the IPSec configuration.

This section focuses on the second task because all the other tasks have been discussed earlier in
this chapter.

Configure the RSA Keys
Aswith any VPN configuration, management of RSA keysis not a difficult task, but it can be a
complex undertaking. It isimportant to completely plan your implementation before you begin to
configure the peers. To configure and generate your public keys and enter the public keys of your
peer, follow these six steps:

Step 1 Plan the implementation using RSA keys.

Step 2 Configure the router host name and domain name.
Step 3 Generate the RSA keys.

Step 4 Enter your peer RSA public keys.

Step 5 Verify the key configuration.

Step 6 Manage the RSA keys.

Each of these stepsiis discussed in detail in the following sections.

Plan the Implementation Using RSA Keys
Planning aVPN implementation using RSA keys follows the same process as other |PSec con-
figurations; however, you should ensure that you have carefully planned the key generation and
exchange. Aswith any VPN configuration, little margin for error exists when configuring aVPN
using RSA keys. It is best to have every portion of the configuration defined before you begin the
implementation.
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Configure the Router Host Name and Domain Name

An important part of authentication is that the system must be able to correctly identify itself. For
this reason, you must configure the host name and domain name of the router. By configuring the
host name and domain name on the router prior to generating the RSA keys, you can be sure that
the router keys properly identify the router. To configure the host name of the router, use the host-
name command while in the global configuration mode. To configure the domain name of the router,
usetheip domain-namecommand with the correct domain namefor the router. Example 17-10 shows
the commands required to configure the host name and domain name for the router in New York.

Example 17-10 Configuring the Host Name and Domain Name

NewYork#configure terminal
NewYork (config)#hostname NewYork
NewYork (config)#ip domain-name NewYork.com

Generate the RSA Keys

By default, RSA key pairs do not exist on the Cisco router. You need to add the optional command
usage-keysto the command to generate an encryption key pair and an authentication key pair. The
command for generating RSA key pairsiscrypto key generate r sa usage-keys. This command

generates akey pair (one public and one private key). When generating RSA keys, you must select
a“moduluslength.” RSA keys can be generated in four lengths: 360 bit, 512 bit, 1024 bit, and 2048
bit. The longer the modulus length, the more secure the key, and the more time required to generate
the key. Cisco recommends a minimum modulus length of 1024 bits. The generation of RSA keys
isdiscussed in greater detail in Chapter 18, “ Scaling aV PN Using | PSec with Certificate Authority.”

Enter Your Peer RSA Public Keys

After receiving the public key from your peer (in a secure manner), you need to enter the public key
into the router. Several commands are required to complete this process:

crypto key pubkey-chain
crypto key pubkey-chain rsa
addressed-key key-address
named-key key-name
key-string

Example 17-11 shows the commands required to install the public key from Boston into the peer
router in New York.
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Example 17-11 Installing the Public Key in the New York Router

NewYork(config)# crypto key pubkey-chain rsa

NewYork (config-pubkey-chain)# addressed-key 192.168.20.1
NewYork (config-pubkey-key)# key-string

NewYork (config-pubkey)# 00302017 4A7D385B 1234EF29 335FC973
NewYork (config-pubkey)# 2DD50A37 C4F4BOFD 9DADE748 429618D5
NewYork (config-pubkey)# 18242BA3 2EDFBDD3 4296142A DDF7D3D8
NewYork (config-pubkey)# 08407685 2F2190A0 0B43F1BD 9A8A26DB
NewYork (config-pubkey)# 07953829 791FCDE9 A98420F0 6A82045B
NewYork (config-pubkey)# 90288A26 DBC64468 7789F76E EE21
NewYork (config-pubkey)# quit

NewYork (config-pubkey-key)# exit

Verify the Key Configuration
Two commands are used to show the current key configurations on the router. The first command
(show crypto key mypubkey rsa) displays the public keys that are installed on the router, and the
second (show crypto key pubkey-chain rsa) displaysall peer keysinstalled. Example 17-12 shows
the output from the show crypto key pubkey rsa command.

Example 17-12 Viewing RSA Public Keys on the New York Router

NewYork# show crypto key mypubkey rsa

% Key pair was generated at: 18:13:49 UTC Mar 23 2003

Key name: NewYork.newyork.com

Usage: Signature Key

Key Data:

005C300D 06092A86 4886F70D 01010105 00034B00 30480241 QOOC5E23B 55D6AB22
04AEF1BA A54028A6 9ACCO1C5 129D99E4 64CAB820 847EDAD9 DFOB4E4C 73A05DD2
BD62A8A9 FA603DD2 E2A8A6F8 98F76E28 D58AD221 B583D7A4 71020301 0001

% Key pair was generated at: 18:13:49 UTC Mar 23 2003

Key name: NewYork.newyork.com

Usage: Encryption Key

Key Data:

00302017 4A7D385B 1234EF29 335FC973 2DD50A37 C4F4BOFD 9DADE748 429618D5
18242BA3 2EDFBDD3 4296142A DDF7D3D8 08407685 2F2190A0 0B43F1BD 9A8A26DB
07953829 791FCDE9 A98420F0 6A82045B 90288A26 DBC64468 7789F76E EE21

Example 17-13 shows the output from the show crypto key pubkey-chain rsa command.
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Example 17-13 MViewing RSA Public Keys on the New York Router

NewYork# show crypto key pubkey-chain rsa
Codes: M - Manually Configured, C - Extracted from certificate

Code Usage IP-address Name

M Signature 192.168.20.1 Boston.boston.com

M Encryption 192.168.20.1 Boston.boston.com
Manage the RSA Keys

Once generated and installed, the only management of RSA keysthat isrequired isto remove old
unused keys. The crypto key zeroize r sa command enables you to remove old keys.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

Configure a Cisco Router for IPSec Using Preshared Keys
Several tasks and subtasks are required to configure the router for an IPSec VPN using preshared
keys:

1. Select the IKE and IPSec parameters.
a. Definethe IKE (phase 1) policy.
 Define the key distribution method.
— Manual key distribution
— ISAKMP
« Define the authentication method.
— Preshared secret
— RSA signatures
— RSA nonces
* ldentify the IKE SA peer by IP address or host name.
« Define the IKE phase 1 policy.
— Encryption agorithm (DES, 3DES)
— Hash algorithm (SHA-1, MD5)
— IKE SA lifetime
b. Definethe IPSec policies.
* Select the IPSec protocol (AH, ESP).
 Configure transforms and transform sets.
« Define the IPSec peer by host name or | P address.
* Define local hosts/networks.
» Select SA initiation type (manual, IKE).
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c. Verify the current router configuration (show running-configuration).
d. Verify connectivity.
« Ping through to the peer.
e. Ensure compatible accesslists.
* Verify you are not blocking protocol 50/51 or UDP 500.
2. Configure IKE.
e Enable IKE.
 Create policies (per plan listed previously).
« Validate the configuration.
3. Configure |PSec.
« Define transforms.
* Createthe cryptoACLs.
* Create the crypto maps.
» Apply the crypto maps.

Verifying the IKE and IPSec Configuration

The best way to verify your VPN configuration is to attempt to connect to a destination at the other
end of the VPN. If you're unable to successfully connect, the following commands enable you to
verify your VPN configuration:

m  show commands:
— show crypto isakmp policy displays the current IKE policies.
— show crypto ipsec transform-set displays the current transform sets.
— show crypto ipsec sa displays the current state of your IPSec SAs.
— show crypto map displays your current crypto maps.
— show crypto dynamic-map displays your dynamic crypto map set.
m debug commands:
— debug crypto isakmp enables debugging of IKE events.
— debug crypto ipsec enables debugging of 1PSec events.

— Both debug commands generate a tremendous amount of output and should be used only
when traffic islow.
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Explain the Issues Regarding Configuring IPSec Manually and
Using RSA Encrypted Nonces

The only additional process required for implementing 1PSec using RSA nonces is the key genera-
tion and exchange process. The following steps are required to generate and exchange RSA keys:

Step 1
Step 2
Step 3
Step 4
Step b
Step 6

Plan the implementation using RSA keys.
Configure the router host name and domain name.
Generate the RSA keys.

Enter your peer RSA public keys.

Verify the key configuration.

Manage the RSA keys.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.
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What is the preferred key distribution method for configuring VPN peers?
What is DES?

Of the two hash agorithms, which is more secure?

What are the protocol numbers for ESP and AH?

Why isit agood ideato verify connectivity before attempting to configure aVPN connection?
What isapolicy priority?

What is the first command you should input when creating an IKE policy?
What policy priority number has greater precedence?

What is the default timeout for the global 1PSec SA lifetime?

True or False: Crypto access lists are bidirectional ?

What must you do to activate a crypto map?

What does Cisco recommend about manual |PSec?

How could you find out the router host name and domain name of your peer?

What is the command for generating RSA key pairs?
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CHAPTER 18

Scaling a VPN Using IPSec with
a Certificate Authority

Cisco 10S devices are designed with afeature called CA interoperability support that allows
them to interact with certificate authorities (CAs) when deploying 1PSec. This functionality
allows for a scalable and manageable enterprise VPN solution.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter helps you determine how to spend your limited study time.

Table 18-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 18-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section
Advanced |PSec VPNs Using Cisco 1-3

Routers and CAs 5-10

Explain the | ssues Regarding 4

Configuring IPSec Manually and Using

RSA Encrypted Nonces

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. What isthe primary advantage of creating |PSec VPNs using CA support?
a. They are easy to configure.
b. They are easy to manage.
c. They cannot beinterrupted.
d. Microsoft makesa CA product.
e. None of the above.

2. Whichisnot a supported X.509 CA product?
a. VeriSign OnSite 7.5
b. Entrust Technologies
c.  Windows 2000 Certificate Server 5.0
d. Baltimore Technologies
e. None of the above

3.  What details are not required to configure a CA server?
a. CA server type
b. CA server OS
c. CA sdministrator contact info
d. CA server URL
e. CA server host name

4. What isthe correct command for generating RSA key pairs for use with RSA-encrypted
nonces?

a. configrsakeys

b. crypto key generatersa usage keys
c. cryptokey rsa generate usage keys
d. crypto key generatersanonces

e. None of the above
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5. What feature does the router use to connect to the CA server?
a. It resolvesthe DNS on the Internet.
b. Itresolvesthe DNS at the root server.
c. Itresolvesan entry in the host table on the router.
d. It connects by IP address.

e. Therouter performs a DNS reverse lookup.

6. Whichisnot amodulus length for generating RSA keys?
a. 2048
b. 512
c. 256
d. 360
e. 1024

7. What configuration mode are you in when you enter the crypto ca trustpoint command?
a. Crypto CA mode
b. Config-crypto mode
c¢. EXEC mode
d. Globa configuration mode
e. Privileged EXEC mode

8. What does the command crypto ca enroll do?
a. Requests certificates from the CA for al router RSA key pairs
b. Enrollsthe router in the CA public key list
c. Requeststhe CA validate all certificates that are currently on the router
d. Requeststhe CA validate only peer certificates
e. AnswersCandD

9. Why isit extremely important to save your password when enrolling with the CA server?
a. Because the password is not saved on the router
b. Because the password isincorporated into the certificate
c. Becausethe CA will ask you for the password again at the end of the enrollment process
d. Because you will need to provideit to the CA administrator to revoke the certificate

e. Because you might forget it and be locked out of the CA server
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10.

What doesthe“M” code mean when shown in the output from show crypto key pubkey-chain
command?

a. The CA server isaMicrosoft server.

b. The certificate is configured manually.

c. Thecertificateis only good for main mode exchanges.
d. Thekeyisonly valid for manual 1PSec.

e. None of the above.

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

8 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “Q&A” section.

9 or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Building VPNs using | PSec was discussed at length in Chapter 17, “Building aVPN Using |PSec.”
This chapter builds on the information from the preceding chapter and includes what is needed to
build more scalable enterprise VPNs using CAs.

Advanced IPSec VPNs Using Cisco Routers and CAs

This section is dedicated to configuring the Cisco router for advanced scalable IPSec VPNs using
CAs. It contains an overview of the CA support and configuration steps required to deploy |PSec
VPNs using CA support.

Overview of Cisco Router CA Support
The advantage of using CA support is that peers no longer have to manually exchange preshared
keys or nonces. When two peers begin the IKE negotiation, they just exchange public keys, which
are then authenticated by the CA. This process greatly improves manageability because thereisno
requirement to track keys. As aresult, this solution is very easy to scale. Cisco |OS Software
supports the following CA standards:

m  RSA keys—RSA isan asymmetric public key cryptography system. RSA keys comein key
pairs (one public and one private). When generating RSA keys, it is also possible to generate
an authentication pair and an encryption pair.

m |KE—Internet Key Exchange is acombination of ISAKMP and the Oakley key exchange
protocols. Also referred to as | SAKMP/Oakley, it provides a method of authentication and
negotiation to create a secure environment for the 1PSec negotiation.

m CA interoperability—CA interoperability isthe component that provides communication
functionality between Cisco devicesand CA servers. A main component of CA interoperability
is the Simple Certificate Enrollment Protocol (SCEP).

— SCEP is alightweight transaction-oriented protocol that uses Public Key Cryptography
Standard #7 (PKCS#7) and PK CS#10. SCEP requires either manual authentication or a
preshared key during enrollment.
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m  X.509v3 certificates—X.509 is adigital certificate standard that was created using the X.500
standard as its foundation. It allows peers to exchange digital certificates to authenticate their
identity. This solution removes the requirement for manually exchanging public keys between
peers. The following CA services use X.509v3 certificates and also support SCEP:

— VeriSign OnSite 4.5

— Entrust Technologies

— Baltimore Technologies

— Windows 2000 Certificate Server 5.0

m PKCSH#/—A standard from RSA used to encrypt, sign, and package certificate enrollment
messages.
m PKCS#10—A standard from RSA that defines the syntax for certificate requests.

Several things take place when sending traffic from the source to the destination viaaV PN connec-
tion. Figure 18-1 shows how traffic gets from the source system on the New York network to the
destination system on the Boston network and how the peers communicate with each other and the
CA server for peer authentication. Source A generates traffic that is destined for destination B, and
the traffic is passed to the router. The router (New York) compares the traffic to its current security
policy and determines that the traffic must be encrypted and forwarded to the VPN endpoint router
(Boston). The New York network checks for an existing |PSec SA with the Boston router and if no
I PSec security association (SA) exists, the router initiates the negotiation of an IKE SA. As part of
the IKE SA negotiation, both routers exchange digital certificates that have been signed by a CA
that is trusted by both peers. Upon receiving the certificate from the peer, each router downloads a
certificate revocation list (CRL) from either the CA or aCRL distribution point and verifiesthat the
certificate from the peer has not been revoked. After verifying the certificates, the peers complete
the negotiation of the IKE SA, followed by the negotiation of the IPSec SA. The dataistransferred
between the source and destination as soon as the VPN tunnel is created.

AsFigure 18-1 illustrates, the CA server is accessible to both peers. The peers exchange digital
certificates, and the CA server validates the certificate. The CA maintains alist of certificates that
are no longer valid called a certificate revocation list (CRL). The peers ensure that a certificate is
valid by checking it against the CRL.
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Figure 18-1 Peer Authentication Using a CA
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Configuring the Cisco Router for IPSec VPNs Using CA Support
To configure the router for IPSec VPNs using CA support, you must complete five tasks. Each task

Step 1:

contains several subtasks. As always, the most important component is thorough planning and

345

meticulous implementation. Because of the complexity of this process, any error can prevent the

VPN from functioning properly. The five tasks are as follows:

-

Select the IKE and |PSec parameters.
Configure the router CA support.
Configure IKE using RSA signatures.
Configure IPSec using RSA signatures.

g &~ @ Db

Test and verify the configuration.

Select the IKE and IPSec Parameters

Selecting the IKE and | PSec parametersis just the process of predetermining which settingswill be
used on both peers to ensure successful negotiation of the connection. Many of these items were
covered in Chapter 17. Thistask is divided into six subtasks, as follows:

1. Planfor CA support.

Get the details of the CA server to include the server type, IP address, host name, URL, and

server administrator contact information. Coordinate with the CA server administrator to

ensure that your certificates are properly validated.
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2. Definethe IKE (phase 1) policy.
See Chapter 17.
3. Définethe IPSec palicies.
See Chapter 17.
4. Veify the current router configuration.
5. Verify connectivity.
See Chapter 17.
6. Ensure compatible accesslists.

See Chapter 17.

Step 2: Configure the Router CA Support
To configure arouter for CA support and verify that configuration, you must complete 11 different

steps. These steps include configuring the router, generating keys, and communicating with the CA
Server.

Step 1 Configuretherouter host name and domain name. The host name and
domain name are written to the key pairs. It isimportant that you have the cor-
rect identity information configured on the router before you generate the key
pair. The syntax for these global configuration commandsis asfollows:

» hostname name sets the host name for the router.

* ip domain-name name sets the default domain name on the router, which is
used to convert unqualified host namesto fully qualified domain names (FQDN).

Example 18-1 shows the correct syntax for configuring the host name and
domain name on the router in New York.

Example 18-1 Configuring the Host Name and Domain Name

router#configure terminal
router(config)#hostname NewYork
router(config)#ip domain-name newyork.com

Step 2 Set therouter date, time, and time zone. The time on the router must be accu-
rate to enroll with the CA server. The clock set command is entered with the
router in privileged EXEC mode, and the clock timezone command is entered
in global configuration mode. The syntax for these commands is as follows:

» clock timezone sets the correct time zone on the router.

* clock set configures the date and time on the router.
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Example 18-2 shows the correct syntax for entering the date, time, and time
zone on the router in New York.

Example 18-2 Configuring the Date, Time, and Time Zone

NewYork#configure terminal
NewYork(config)#clock timezone est -5
NewYork (config)#exit

NewYork#clock set 19:00:00 30 march 2003

The most accurate way to ensure the correct time on the router isto configure it
to synchronize time with a network time server using the Network Time Proto-
col (NTP). Cisco products support both NTP and the Simple Network Time Pro-
tocol (SNTP). NTP maintains communication between the router and the NTP
server via UDP port 123, and the router can then relay time to other systemson
the network. SNTP is aprotocol used mainly by low-end routers and acts as a
client-only mode. SNTP maintains communication between the client and
server using UDP port 580. To activate NTP, you must enable NTPwhilein the
interface configuration mode. You should limit NTP to a specific interface and
only allow the router to access time updates from specific NTP peers. The com-
mand for configuring NTP on the Cisco router isntp access-group [query-only
| serve-only | server | peer] access-list number. Table 18-2 lists the configura-
tion options for the ntp access-group command.

Table 18-2 ntp access-group Command Options

Term Definition

query-only Allows NTP control queries only.

serve-only Allows and serves NTP time reguests only.

serve Allows NTP time requests, but does not synchronize with the remote system.

peer Allows NTP control queries and time requests. Also allows the router to
synchronize time with the remote system.

Step 3 Add the CA server totherouter host table. By adding the CA server IP
address to the router host table, you define a static host name-to-1P address
mapping and remove the requirement for using DNS. Removing the require-
ment for DN Sincreases the performance of the router becauseit isno longer
affected by any delay of the DNS server.

* ip host name address] [address?]
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Example 18-3 shows the correct syntax for adding the CA server to the host
table on the router in New York.

Example 18-3 Adding the CA Server to the Host Table

NewYork#configure terminal
NewYork (config)#ip host CA-Server 192.168.242.42

Step 4 Generatethe RSA key pair. The RSA keys are used to authenticate the
router to its SA peer. The command syntax for key generation is crypto key
generater sa usagekeys. The option usage keysenablesyou to generate two
special-purpose key pairs (authentication pair and encryption pair for RSA-
encrypted nonces). If you do not use the optional command, you will gener-
ate asingle “general-purpose” public/private key pair. It is also possibleto
select the modulus length when generating keys. General -purpose keys are
sufficient for standard authentication using RSA signatures. The available
modulus lengths are 360, 512, 1024, and 2048 bits. The longer the modulus
length, the longer it will take the router to generate the keys.

Step 5 Declarethe CA. Configure the trusted CA on the router in the global config-
uration mode with the crypto ca identity name command. Thisidentifiesthe
trusted CA for the router and puts you in the ca-identity configuration mode.

A variety of commands are available in the ca-identity configuration mode:
« enrollment url—Specifies the URL for the CA.

« enrollment modera—Specifiesthe URL of your CA server that provides
registration authority (RA). This command is only necessary if your CA
also providesan RA.

e query url—If your CA server supports RA with LDAP, this command
specifiesthe URL of the LDAP server. Thiscommand isonly used if your
CA provides RA and supports LDAP.

 enrollment retry period minutes—This optional command specifies
the wait period between enrollment retries. The default retry period is
1 minute and the available rangeis from 1 to 60 minutes.

« enrollment retry count—Thisoptional command specifiesthe number of
enrollment attemptsthe router should make. Thedefault settingisO, which
allows the router an unlimited number of retries. The available rangeis 1
to 100 retry attempts.
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« crl optional—The CRL isalist of certificatesthat are no longer valid and
have been revoked by the CA. If the peer certificate isfound on the CRL,
therouter will not accept that certificate and cannot authenticate the router.
The crl optional command is optional and allows the routers to accept
peers certificatesif the CRL is not accessible.

Example 18-4 showsthe correct syntax declaring the CA server asthe CA on
the router in New York.

Example 18-4 Declaring the CA
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NewYork#configure terminal

NewYork (config)#crypto ca identity CA-Server

NewYork(cfg-ca-id)#enrollment url http://CS-Server/certserv/mscep/mscep.dll
NewYork(cfg-ca-id)#enrollment mode ra

Cisco 10S Software version 12.3 introduces a new command that replaced
crypto caidentity. This command is crypto catrustpoint. Using this com-
mand places you into the ca-trustpoint configuration mode. Example 18-5
shows the syntax for declaring a CA using Cisco 10S Software version 12.3

Example 18-5 Declaring the CA with Cisco |OS Software Version 12.3

NewYork (config)#crypto ca trustpoint CA_Server
NewYork(ca-trustpoint)#enrollment url http:// CS-Server/certserv/mscep/mscep.dll
NewYork(ca-trustpoint)#enrollment mode ra

Step 6

Authenticatethe CA. Therouter authenticates the CA by retrieving the CA
self-signed certificate and the CA's public key. The command for this action
iscrypto caauthenticate. Thiscommand initiatesthe authentication process
with the CA by sending the CA/RA request to the CA. The CA generatesthe
CA/RA certificate and returns it to the router. The router authenticates the
CA/RA certificate using the CA/RA fingerprint. Example 18-6 shows the
correct syntax for authenticating the CA on the router in New York.

Example 18-6 Authenticating the CA

NewYork#configure terminal
NewYork (config)#crypto ca authenticate CA-Server

Step 7

Request your certificate. The router must request a certificate from the CA
server with the crypto ca enroll command. This command requests certifi-
cates from the CA for all the router RSA key pairs. The router sends the key
pairs to the CA server, which generates and signs the identity certificates.
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Finally, the CA server sends the identity certificates back to the router and
posts acopy inits public repository. Example 18-7 shows the correct syntax
for requesting a certificate from the CA.

Example 18-7 Requesting a Certificate from the CA

NewYork#configure terminal

NewYork (config)#crypto ca enroll CA-Server

% Start certificate enrollment..

% Create a challenge password. You need to verbally provide this

password to the CA administrator to revoke your certificate.

For security reasons, your password will not be saved in the configuration.
Please make a note of it.

Password: <password>
Re-enter password: <password>

% The subject name in the certificate will be: NewYork.newyork.com
% Include the router serial number in the subject name? (yes/no): no
% Include the IP address in the subject name? (yes/no): no

Request certificate from CA? (yes/no) yes

% Certificate request sent to certificate authority

% The certificate request fingerprint will be displayed.

% The show crypto ca certificate command will also show the fingerprint.

NewYork (config)#
Signing Certificate Request Fingerprint:
1D017C1F 9AE457BD 501BA5DF CF472D21

Encryption Certificate Request Fingerprint:
2FF054AB 01DC2A22 AB147620 05C5AB5F

Step 8 Savethe configuration to therouter. Ensure that the current configuration is
saved. Write the configuration to memory using the COPY running-config
startup-config command.

NOTE It isalso agood ideato save the configuration to prevent certificate loss in the event of
a system reboot and to back up the configuration in case of hardware failure.

Figure 18-2 depicts the communications between the router and the CA
server that are required to complete the authentication, enrollment, and
certificate-generation process.
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2. The CA generates the CA/RA and
returns it to the router.
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Enroliment Process
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4. The router posts the certificate.

2. The CA generates and signs the
certificate and returns it to the router
and posts a copy in the repository.

Many of the steps shown in Figure 18-2 are completed automatically by

Manage key storagein NVRAM. Memory management is an option avail-
able to prevent the number of stored certificates and CRLs from occupying

SCEP.
Step 9

memory space.
Step 10

the CA.
Step 1

1 Verify the CA configuration. Three commands enable you to view the status

Manage the keys on the router. Key management is an option that enables
you to delete keys and certificates from the router and to request a CRL from

of certificates and keys on the router, asfollows:
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« show crypto ca certificates displays certificates currently on the router.
Example 18-8 shows the output from the show crypto ca certificates
command.

Example 18-8 show crypto ca certificates Output

NewYork# show crypto ca certificates

Certificate

Subject Name

Name: NewYork.newyork.com

IP Address: 192.168.0.1

Status: Available

Certificate Serial Number: 428125BDA34196003F6C78316CD8FA95
Key Usage: Signature

Certificate

Subject Name

Name: NewYork.newyork.com

IP Address: 192.168.0.1

Status: Available

Certificate Serial Number: AB352356AFCD@395E333CCFD7CD33897
Key Usage: Encryption

CA Certificate

Status: Available

Certificate Serial Number: 3051DF7123BEE31B8341DFE4B3A338E5F
Key Usage: Not Set

 show crypto key mypubkey rsa displays public keys for the router. Example 18-9
shows the output from the show crypto key mypubkey rsa command.

Example 18-9 show crypto key mypubkey rsa Output

NewYork# show crypto key mypubkey rsa

% Key pair was generated at: 19:07:49 UTC Mar 30 2003

Key name: NewYork.newyork.com

Usage: Signature Key

Key Data

005C300D 06092A86 4886F70D 01010105 00034B00 30480241 QOC5E23B 55D6AB22
04AEF1BA A54028A6 9ACC01C5 129D99E4 64CAB820 847EDAD9 DFQB4E4C 73A05DD2
BD62A8BA9 FA603DD2 E2AB8A6F8 98F76E28 D58AD221 B583D7A4 71020301 0001

% Key pair was generated at: 19:07:50 UTC Mar 30 2003

Key name: NewYork.newyork.com

Usage: Encryption Key

Key Data

00302017 4A7D385B 1234EF29 335FC973 2DD50A37 C4F4BOFD 9DADE748 429618D5
18242BA3 2EDFBDD3 4296142A DDF7D3D8 08407685 2F2190A0 0B43F1BD 9A8A26DB
07953829 791FCDE9 A98420F0 6A82045B 90288A26 DBC64468 7789F76E EE21
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« show crypto key pubkey-chain rsa displays the peer public keys on the
router. Example 18-10 shows the output from the show crypto key
pubkey-chain rsa command.

Example 18-10 show crypto key pubkey-chain rsa Output
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tracted from certificate
Name

Boston.boston.com
Boston.boston.com
LA.losangeles.com
LA.losangeles.com
atlanta.georgia.com

NewYork# show crypto key pubkey-chain rsa
Codes: M - Manually Configured, C - Ex
Code Usage IP-address

C Signature 192.168.20.1

C Encryption 192.168.20.1

M Signature 172.16.0.1

M Encryption 172.16.0.1

C General 192.168.10.3

Step 3: Configure IKE Using RSA Signatures
Chapter 17 covered these configuration stepsin grest detail. For the purpose of thisexercise, Figure 18-3

provides the configuration parameters for the VPN connection between New York and Boston.

Figure 18-3 |KE Configuration Parameters
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Example 18-11 shows the commands used to configure IKE using RSA signatures on the router in

New York.
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Example 18-11 Configuring IKE Using RSA Signatures

NewYork
NewYork
NewYork
NewYork
NewYork
NewYork

(config)# crypto
(config-isakmp)#
(config-isakmp)#
(config-isakmp)#
(config-isakmp)#
(config-isakmp)#

NewYork# configure terminal

isakmp policy 120
authentication rsa-sig
encryption 3des

hash md5

group 2

lifetime 86400

Step 4: Configure IPSec
Chapter 17 aso covered these configuration stepsin great detail. For the purpose of this exercise,
Figure 18-4 provides the configuration parameters for the VPN connection between New York and

Boston.

Figure 18-4 |PSec Configuration Parameters
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Example 18-12 shows the commands used to configure the following |PSec parameters on the New

York router:

1. Createthe |PSec transform set.

Configure IPSec SA lifetimes.

Create the crypto accesslists (ACLS).

2
3
4. Createthe crypto map.
5

Apply the crypto maps.

Example 18-12 Configuring |PSec Parameters

NewYork (config

NewYork (config-
NewYork (config-
NewYork (config-
NewYork (config-
NewYork (config-

NewYork (config-

NewYork# configure terminal
NewYork (config)#crypto ipsec transform-set 20 esp-3des esp-md5-hmac
NewYork (cfg-crypto-trans)#exit

NewYork (config)#crypto ipsec security-association lifetime seconds 3600
NewYork (config)#access-list 105 permit ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255

NewYork (config)#crypto map boston 120 ipsec-isakmp
-crypto-
crypto-
crypto-
crypto-
crypto-
crypto-

map)#match address 105

map)#set peer 192.168.20.1

map)#set pfs group2

map)#set transform-set 20

map)# set security-association lifetime seconds 86400
map)#interface SO

if)#crypto map boston

Step 5: Test and Verify the Configuration
The following three commands enable you to verify your configuration when working with CAs:

m crypto caidentity—This command displays the CA that your router is configured to use.

m debug crypto pki {callbacks, messages, transactions}—T his command enables you to display
the callbacks, transactions, or messages that occur between the router and the CA.

m show crypto cacertificates—This command displaysinformation about the certificate of your
CA and any RAs.
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared candidate should at a minimum know all the details in each “ Foundation Summary”

section before going to take the exam.

Advanced IPSec VPNs Using Cisco Routers and CAs

Although configuring the connection to a CA server is complex, once correctly configured the
functionality is very scalable and easy to manage. The main focus of this chapter has been the
configuration and enrollment process. Cisco |OS Software supports the following CA products
using CA interoperability:

m VeriSign OnSite 4.5

m  Entrust Technologies

m Batimore Technologies

m  Windows 2000 Certificate Server 5.0

Multiple tasks are required to configure the router for CA support:

m  Configure the router host name and domain name.
m  Set therouter date, time, time zone, and/or configure for NTP.
m  Addthe CA server to the router host table.

m Generate the RSA key pair.

m Declarethe CA.

m  Authenticate the CA.

m  Reguest your certificate.

m  Savethe configuration to the router.

m  Manage key storagein NVRAM.

m Manage the keys on the router.

m Verify the CA configuration.



Q&A

As mentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
guestion format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.
2.

o o &> w

N

What protocols are used by SCEP?

Why isit important to configure the router host name and domain name before requesting a
certificate?

What is the best alternative to configuring the date, time, and time zone on your router?
What does the option usage keys do when generating RSA key pairs?

How do you configure the router to accept peer certificatesif the CRL is not accessible?
How does the router authenticate the CA?

What command sends out a CA/RA request?

Why should you save the configuration after enrolling with the CA?

What does the command show crypto key pubkey-chain rsa display?



This chapter covers the
following subject:

m Describe the Easy VPN Server




CHAPTER 19

Configuring Remote Access
Using Easy VPN

Cisco Easy VPN is aclient/server application that allows for VPN security parametersto be
“pushed out” to the remote locations that connect using Cisco SOHO/ROHO products. The
server portion isacomponent of Cisco |OS Software Release 12.2(8)T, and the client portion is
available for the 800 to 1700 series routers, PIX 501 Firewall, 3002 VPN hardware client, and
Easy Remote VPN software client 3.x.

NOTE For acomplete listing of products that support Cisco Easy VPN, check the products
listing at Cisco.com.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The eight-question quiz, derived from the major sectionsin the “ Foundation Topics’ portion of
the chapter, helps you determine how to spend your limited study time.

Table 19-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 19-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Describe the Easy VPN Server 1-8

CAUTION Thegoal of self-assessment is to gauge your mastery of the topicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with afalse sense of security.
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1. What version of Cisco |0S Software supports Easy VPN Server?

a.

12.1(13)

12.2(8)T

125

12.0(8)J

None of the above

2.  What device does not support Easy VPN client?

Cisco 800 Series router

Cisco 3002 hardware VPN client
Cisco PIX 535 Firewall

Cisco PIX 501 Firewall

Cisco 1700 Series router

3. What is"“group-based policy control”?

Group-based policy control enables you to apply policies on a per-user or per-group basis.

Group-based policy control enables you to apply policiesif you are a member of the
administrators group.

Group-based policy control enables you to apply policies to users only.
Group-based policy control enables you to apply policiesto groups only.
None of the above.

4. What Diffie-Hellman groups are supported by Easy VPN Server?

1,2,3,4,and5
land 2 only
2 and 4 only
1land 4 only
2and 5 only



5.
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What configuration mode must you be in to configure the IP address pool ?

Pool -configuration mode
Global configuration mode
Privileged EXEC mode
Interface configuration mode
Enable mode

6. What do you not configure when creating the ISAKMP policy for the remote VPN clients?

7.

Peer authentication method
Policy priority

Encryption agorithm

Hash agorithm
Diffie-Hellman group

What configuration mode must you bein to configure RRI?

Crypto-map configuration mode
Global configuration mode
Privileged EXEC mode
Interface configuration mode
Enable mode

8. What isthetimerange (in seconds) for DPD keepalive “retries’?

d.

e.

10 to 3600
60 to 3600
2t0 3600
21060
2t0 1800

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

6 or less overall score—Read the entire chapter. This includes the “ Foundation Topics’ and
“Foundation Summary” sections and the “ Q& A” section.

7 of 8 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q&A” section. Otherwise, move on to the next chapter.
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Foundation Topics

Describe the Easy VPN Server

As mentioned in the beginning of this chapter, Easy VPN is a client/server product that allows for
simplified VPN connectivity with branch offices, remote offices, and remote users. The server por-
tion of this product is called Cisco Easy VPN Server and is a component of Cisco |OS Software
Release 12.2(8)T. The client component installs on Cisco routers designed for remote office/lhome
office (ROHO) use, Cisco PIX 501 Firewall, the 3002 hardware VPN client, and the Cisco VPN
client software (version 3.x). The functionality that makes Easy VPN “easy” isthat it allows the
client to connect with the server and download its VPN configuration. This precludes the require-
ment of configuring each client endpoint for the VPN. Figure 19-1 depicts how Easy VPN would be
used by the New York headquarters to provide secure connectivity to their branch offices, remote
offices, and remote users.

Figure 19-1 Easy VPN Deployment for New York

Easy Remote VPN Client

3002 Hardware VPN Client
PIX 501 Firewall

"/

SEE

1700 Series Router
900 Series Router

= EE

800 Series Router

“*jQD

AsFigure19-1illustrates, the VPN connection for each remote location terminates at the Cisco |OS
router in the New York headquarters.

L Internet
New York Headquarters
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Easy VPN Server Functionality
Easy VPN Server came about with Cisco |OS Software Release 12.2(8)T. It isthe first Cisco 10S
Software version to provide server support for Cisco VPN client 3.x and the Cisco VPN 3002 hard-
ware clients. The Easy VPN Server manages al 1PSec policies centrally and pushes the policy out
to the client. This design minimizes the configuration required on the client end.

The following functionality is integrated into the Cisco 10S Software 12.2(8)T with Easy VPN
Server:

m  Split tunneling control—Split tunneling occurs when the remote user is able to connect to
their intranet using the VPN and still maintain a connection to the Internet outside of the VPN.
Many security experts consider split tunneling to be asignificant security risk becauseit allows
somewhat of abackdoor connection to the intranet via the remote user system. Split tunneling
control allowsthe VPN administrator to force all traffic from the client to go through the VPN
tunnel to include traffic destined for the Internet. Split tunneling is often mitigated by using a
firewall at the remote end. The type of firewall deployed at the remote end depends on the con-
nection at that end and could range from afirewall appliance (such as the Cisco PIX firewall)
on the LAN to a personal firewall that is installed on the workstation that is using the Easy
Remote VPN client.

m |KE dead peer detection (DPD)—DPD incorporates a series of keepalive messages between
the IPSec peers when thereis no other traffic passing through the VPN tunnel. DPD is automat-
ically configured on the client end and must be configured on the server to determine the health
of the client connection. In the event that either end determinesthe connectionislost, it notifies
the user and redistributes resources that were used by that connection.

m Initial contact—If aclient isinadvertently disconnected, their connection isnot removed from
the IKE and IPSec SA tables until they exceed the timeout values. If the user attemptsto recon-
nect, the connection is refused because the server thinks thereis currently avalid connection
running. Theinitial contact feature integrates an initial contact flag into the message that tells
the peer to remove any previous IKE and | PSec information for that SA from the connection
tables. This feature resolves connection problems associated with invalid SPI messages result-
ing from SA synchronization problems.

m Extended authentication (xauth) version 6 support—IKE xauth enables you to configure an
authentication list using the crypto map command. Additional features have been integrated
into xauth version 6.

m Mode configuration version 6 support—M ode configuration is the method by which aVPN
client receives the configuration settings necessary to successfully create the VPN tunnel.

m  Group-based policy control—The Easy VPN Server can configure policy parameters on a per-
group or per-user basis.
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Table 19-2 lists the | PSec attributes supported by Cisco |0S Software 12.2(8) T and Cisco Easy
VPN Server.

Table 19-2 Supported |PSec Attributes

Option Supported Attribute
Authentication type Preshared keys
RSA signatures
Hash algorithm MD5-HMAC
SHA1-HMAC
Diffie-Hellman group Group 2 (768 hit)
Group 5 (1536 hit)

IKE encryption algorithm DES (56 hit)
3DES (168 bit)

IPSec encryption algorithm | DES (56 bit)

3DES (168 hit)
Null
IPSec protocols ESP
IPCOMP-LZS
IPSec mode Tunnel mode

Configuring the Easy VPN Server
Remember the Easy VPN Server configuration is the most important because it is the central loca-
tion where the other VPN client connections terminate. To configure Easy VPN Server on your
Cisco 10S 12.2(8)T or later router, follow these steps:
Step 1 Prepare the router for Easy VPN Server.
Step 2 Configure the group policy lookup.
Step 3 Create the ISAKMP policy for the remote VPN clients.
Step 4 Define agroup policy for a mode configuration push.

Step 5 Create the transform set.
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Step 6 Create the dynamic crypto maps with Reverse Route Injection (RRI).
Step 7 Apply the mode configuration to the dynamic crypto map.

Step 8 Apply the dynamic crypto map to the interface.

Step 9 Enable IKE DPD.

Step 10  Configure xauth.

For the purpose of this exercise, reference Figure 19-2. This figure depicts the address space used
between the headquarters and the remote office. The remote officeislocated in the resort town of
Windham, New York, and is connected to the Internet viaa 1700 series router.

Figure 19-2 VPN Connection Between New York HQ and Remote Office

10.10.8.0/22 |aa0 Windham Office
192.168.0.1 1700 Series Router
=5 == BN
l | ' Internet L ’ +
New York Headquarters 192.168.30.1 10.10.30.0/24

Prepare the Router for Easy VPN Server
When preparing for the Easy VPN Server, thefirst configuration task isto enable AAA on therouter.
The command is entered in the global configuration mode. The next step is to configure alocal
address pool that will be used for assigning addressesto remote users. Use the following commands:

aaa new-model
ip local pool pool-name low-address high-address

Example 19-1 shows what the configuration would look like on the router at the New York
headquarters.

Example 19-1 Preparing the Router for Easy VPN Server

NewYork#configure terminal
NewYork (config)#aaa new-model
NewYork (config)#ip local pool windham-office 10.10.8.1 10.10.8.50
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Configure the Group Policy Lookup
The group policy lookup is the method used to authenticate the remote users attempting to gain
access. It ispossible to use aRADIUS server aswell asthelocal group. The serverswill betried in
the order listed. The command for this configuration is as follows:

aaa authorization network group-name local [radius]
Example 19-2 shows the command for configuring the group policy lookup for the local group.

Example 19-2 Configuring the Policy Lookup

NewYork#configure terminal
NewYork (config)#aaa authorization network windham-vpn-users local group radius

Create the ISAKMP Policy for the Remote VPN Clients
Configuring the ISAKMP policy for the VPN usersis no different from the configuration required
for any other VPN connection. ISAKMP is enabled by default on the Cisco router; however, you
will need to select the following IKE parameters:

m  Peer authentication method
m  Encryption agorithm
m Diffie-Hellman group

Refer to Table 19-2 for alist of supported options for each category. Example 19-3 lists the
commands used to configure the ISAKMP policy.

Example 19-3 Configuring the ISAKMP Policy

crypto isakmp enable

crypto isakmp policy priority number
authentication peer_authentication_method
encryption encryption_algorithm

group diffie-hellman_group

exit

Example 19-4 shows the configuration of ISAKMP policy for the remote users on the New York
headquarters router.

Example 19-4 Defining the ISAKMP Policy

NewYork#configure terminal

NewYork (config)#crypto isakmp enable
NewYork(config)#crypto isakmp policy 10

NewYork (config-isakmp)#authentication pre-share
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Example 19-4 Defining the ISAKMP Policy (Continued)

NewYork (config-isakmp)# encryption 3des
NewYork (config-isakmp)# group 2
NewYork (config-isakmp)#exit

Define a Group Policy for a Mode Configuration Push
The mode configuration push isthe policy configuration that is pushed out to the remote userswhen
they connect to the Easy VPN Server. To configure this group policy, follow these steps:

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Create the group that is being defined.

Configure the preshared key. Thisisthe password that the user enters when
using the VPN client software.

Specify the DNS servers—that is, designate the DNS servers to be used via
the VPN connection.

Specify the DNS domain. By doing so, you identify the FQDN for the
network the Easy VPN Server is protecting.

Specify WINS servers—that is, designate theWINS serversto be used viathe
VPN connection.

Specify the local |P address pool. By doing so, you identify the IP address
scope to be assigned to remote VPN users that connect viathe Easy VPN
Server.

The commands required for each step of this configuration are as follows:

crypto isakmp client configuration group {group-name | default}

NOTE

If you use the default group name, the policy will apply to all remote access users.

key pre-shared_key
dns primary_server secondary_server

domain

domain_name

wins primary_server secondary_server
pool name

Example 19-5 displays the group policy for the configuration push to the Windham remote office.

Example 19-5 Defining the Group Policy Configuration Mode

NewYork#configure terminal
NewYork (config)#crypto isakmp client configuration group windham-vpn-users
NewYork (config-isakmp-group)#key abc123

continues
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Example 19-5 Defining the Group Policy Configuration Mode (Continued)

NewYork(config-isakmp-group)#dns 10.10.8.252 10.10.10.252
NewYork (config-isakmp-group)#domain newyork.com
NewYork(config-isakmp-group)#wins 10.10.8.251 10.10.10.251
NewYork (config-isakmp-group)#pool windham-office

NewYork (config-isakmp-group)#exit

Create the Transform Set
Thistransform set is used by the remote clients that attempt to establish the IPSec tunnel to this
endpoint. The steps required are the same as for any other transform set. If you refer back to
Table 19-2, you will notice that AH is not a supported 1PSec protocol. The command for this
configuration is as follows:

crypto ipsec transform-set name [transformi] [transform2] [transform 3]

Example 19-6 shows the transform set configured for SDES and MD5-HMAC.

Example 19-6 Creating the Transform Set

NewYork#configure terminal
NewYork (config)#crypto ipsec transform-set windhamtransform esp-3des esp-md5-hmac
NewYork(cfg-crypto-trans)#exit

Create the Dynamic Crypto Maps with Reverse Route Injection (RRI)
Thisthree-step process creates and assigns the crypto maps that the remote client connections will
use. RRI is enabled to ensure that returning data that is destined for a specific tunnel can find that
tunnel. The commands used for this configuration step are as follows:

crypto dynamic-map dynamic_map_name sequence_number
set transform-set transform-set_name
reverse route

It is possible to configure multiple transform sets.

Example 19-7 depicts the configuration of the Easy VPN Server for the connection to the Windham
office.

Example 19-7 Configuring Crypto Maps with RRI

NewYork#configure terminal

NewYork (config)#crypto dynamic-map windham-map 1
NewYork(config-crypto-map)#set transform-set windhamtransform
NewYork (config-crypto-map)#reverse-route

NewYork (config-crypto=map)#exit
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Apply the Mode Configuration to the Dynamic Crypto Map
This three-step process configures the Easy VPN Server to respond to mode configuration requests
and begin sending theinformation required to create theV PN connection with theremoteclient. The
following three steps are required for this task:
Step 1 Configure the router to respond to requests.
Step 2 Enable IKE queries for group policy lookup.
Step 3 Apply the changes to the dynamic crypto map.

The commands for these configuration steps are as follows:

crypto map map_name client configuration address respond
crypto map map_name isakmp authorization list list name
crypto map map_name sequence_number ipsec-isakmp dynamic dynamic_map_name

Example 19-8 showsthis configuration being completed on the Easy VPN Server for the connection
to the Windham office.

Example 19-8 Applying Mode Configuration

NewYork#configure terminal

NewYork (config)# crypto map windham-map client configuration address respond
NewYork(config)# crypto map windham-map isakmp authorization list windham-vpn-users
NewYork(config)# crypto map windham-map 10 ipsec-isakmp dynamic windham-map
NewYork(config)#exit

Apply the Dynamic Crypto Map to the Interface
This command applies the dynamic crypto map to the interface. It is the same process as applying
any other function to an interface:

interface interface_name
crypto map map_name

Example 19-9 shows the crypto map being applied to the router at the New York headquarters.

Example 19-9 Applying Dynamic Crypto Mapsto the Interface

NewYork#configure terminal

NewYork (config)#interface serial 0/0
NewYork (config-if)#crypto map windham-map
NewYork(config-if)#exit
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Enable IKE DPD
Asdiscussed earlier in this chapter, IKE DPD monitorsthe status of the connection by sending keep-
aliveswhen thereis no traffic passing over the connection. This allows the system to ensure the con-
nection is functioning and removes any resources that are not required when the connection drops.
When configuring IKE DPD, you just need to tell the router how often to send the keepalive message
and how long to wait between retries if it does not get aresponse. The range for the keepalive mes-
sages is between 10 and 3600 seconds, and the range for the retries is between 2 and 60 seconds.
The command for enabling IKE DPD is as follows:

crypto isakmp keepalive seconds retries

Example 19-10 depicts this configuration on the router, enabling a keepalive packet every 60
seconds and specifying to retry every 20 secondsiif it does not get a response.

Example 19-10 Enabling IKE DPD

NewYork#configure terminal
NewYork (config)#crypto isakmp keepalive 60 20

Configure xauth
Xauth isaprocess for using AAA authentication for VPN connections. The following three steps
are required to configure xauth on the Easy VPN Server:
Step 1 Enable AAA login authentication.

Step 2 Configure the xauth timeout value. (Thisisthe timethat the user will haveto
input the user ID and password.)

Step 3 Configure the xauth dynamic crypto map.

The commands for configuring xauth are as follows:

aaa authentication login l1ist_name methodi1 [method 2]
crypto isakmp xauth timeout seconds
crypto map map_name client authentication list l1ist name

Example 19-11 shows how xauth is configured on the Easy VPN Server for the connection to the
Windham remote office.

Example 19-11 Configuring Xauth

NewYork#configure terminal

NewYork(config)#aaa authentication login windham-vpn-users pre-share
NewYork(config)#crypto isakmp xauth timeout 30

NewYork (config-if)#crypto map windham-map client authentication list windham-vpn-users local
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Easy VPN Modes of Operation
The Easy VPN can use two different remote phase 11 modes for VPN connectivity, which mainly
affect how the remote user is addressed when connected to the destination network. Both configu-
rations support split tunneling. The two modes are as follows:

m Client mode—This mode allows whatever changes necessary to connect the client to the
destination network viathe VPN connection. In the client mode, the client is automatically
configured with NAT/PAT and the access lists needed to create the VPN connection.

m Network extension mode—This mode treats the VPN client systems as components of the
original network. The client systems must have fully routable I P addresses and cannot use NAT
or PAT.

NOTE Theterm fully routable only refersto address space that does not conflict on either end
of the connection. Thisis not a reference to the use of RFC 1918 addressing.
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Foundation Summary

The “ Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your SECUR exam, a
well-prepared SECUR candidate should at a minimum know all the details in each “Foundation
Summary” before going to take the exam.

Describe the Easy VPN Server

The Easy VPN Server is aproduct of Cisco |0S Software 12.2(8)T and enables administrators

to consolidate IPSec and user policies at a single manageable location that is the endpoint for
multipleVVPN connections. Each client that connectsto thisendpoint will download itspolicy during
the VPN negotiation.

Easy VPN Server Functionality
The Easy VPN Server provides the following functionality:

m  Split tunneling control

m |KE dead peer detection (DPD)

m [nitial contact

m  Xauth version 6 support

m  Mode configuration version 6 support
m  Group-based policy control

Configuring the Easy VPN Server
To configure Easy VPN Server on your Cisco |0S router, you must complete the following tasks:
1. Preparethe router for Easy VPN Server.
Enable AAA on the router.

¢ Command: aaa new-model
Define an address pool.

» Command: ip local pool pool-name low-address high-address
2. Configure the group policy lookup.

Command: aaa authorization network group-name local [local][radius]
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Create the ISAKMP policy for the remote VPN clients.
Enable ISAKMP.

« Command: crypto isakmp enable
Define the IKE priority.

« Command: crypto isakmp policy priority_number
Define the Peer authentication method

» Command: authen peer_authentication_method
Define the Encryption algorithm

« Command: encryption encryption_algorithm
Diffie-Hellman group

« Command: group diffie-hellman_group
Define agroup policy for a mode configuration push.
Create the group that is being defined.

» Command: crypto isakmp client configuration group group-name

Configure the preshared key. Thisis the password that the user enters when using the VPN
client software.

e Command: key preshared key

Specify the DNS servers. By doing so, you designate the DNS serversto be used viathe VPN
connection.

e Command: dnsprimary_server secondary_server
Specify the DNS domain. By doing so, you identify the FQDN for the network the Easy VPN
Server is protecting.

e Command: domain domain_name

Specify WINS servers. By doing so, you designate the WINS servers to be used viathe VPN
connection.

« Command: wins primary_server secondary_server

Specify thelocal 1P address pool. By doing so, you identify the | P address scope to be assigned
to remote VPN users that connect viathe Easy VPN Server.

» Command: pool name
Create the transform set.

Command: crypto ipsec transfor m-set name [transforml] [transform2] [transform 3]
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10.

Create the dynamic crypto maps with RRI.
Create the dynamic crypto map.

» Command: crypto dynamic-map dynamic_map_hame sequence_number
Define the transform set.

« Command: set transform-set transform-set_name
Enable RRI.

« Command: rever se-route

Apply the mode configuration to the dynamic crypto map.
Configure the router to respond to requests.

« Command: crypto map map_name client configuration address respond
Enable IKE queries for group policy lookup.

« Command: crypto map map_nameisakmp authorization list list_name
Apply the changes to the dynamic crypto map.

« Command: crypto map map_name sequence_number ipsec-isakmp dynamic
dynamic_map_name

Apply the dynamic crypto map to the interface.
Enter the interface configuration mode.

« Command: interface interface_name
Apply the crypto map.

» Command: crypto map map_name
Enable IKE DPD.

» Command: crypto isakmp keepalive seconds retries
Configure xauth.

Enable AAA login authentication.

« Command: aaa authentication login list_name method1 [method 2]
Configure the xauth timeout value.

« Command: crypto isakmp xauth timeout seconds
Configure the xauth dynamic crypto map.

e Command: crypto map map_name client authentication list list_name
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Easy VPN Modes of Operation
m Client mode—Supports and requires NAT/PAT

m  Network extension mode—Does not support NAT/PAT
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.
1. How doesthe Easy VPN Server control VPN policies for remote clients?

Wheat is dead peer detection (DPD)?

2

3. How does the command aaa new model prepare the router for Easy VPN Server?
4. What must you do before selecting your IKE parameters for remote VPN clients?
5

What servers should you designate when defining the group policy for mode configuration
push?

6. What must you do to make a dynamic crypto map function?

7. What isthe difference between crypto isakmp keepalive seconds and retries?
8. What isxauth?

9. How many different remote phase I1 modes does Easy VPN Server support?

10. Which remote phase || mode does not support NAT or PAT?
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CHAPTERZO

Scaling Management of an
Enterprise VPN Environment

Administration of any enterprise network can be a very difficult objective. The sheer size of a
network and diverse range of components used on that network can make centralized adminis-
tration an extremely challenging task. Cisco has devel oped tools that enable administrators

to organize, configure, and effectively monitor Cisco virtua private network (VPN) routers
deployed throughout the enterprise.

“Do | Know This Already?” Quiz

The purpose of the “Do | Know ThisAlready?’ quiz isto help you decide whether you really
need to read the entire chapter. If you already intend to read the entire chapter, you do not
necessarily need to answer these questions now.

The 10-question quiz, derived from the major sectionsin “Foundation Topics’ section of the
chapter, helps you determine how to spend your limited study time.

Table 20-1 outlines the major topics discussed in this chapter and the “Do | Know This
Already?’ quiz questions that correspond to those topics.

Table 20-1 “ Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions Covered in This Section

Managing Enterprise VPN Routers 1-10

CAUTION Thegoa of self-assessment is to gauge your mastery of thetopicsin this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark this question wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.
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1.  Which of the following is not supported by CiscoWorks 2000?

a.

Management and monitoring of PIX firewalls

Management and monitoring of the CSIDS

Management and monitoring of Cisco HIDS

Management and monitoring of syslog servers

Web-based interface for the configuration, management, and troubleshooting of VPNs

2.  Which of the following operating systems support the installation of Ciscoworks 20007
(Choose all that apply)

a.
b.
c.
d.

e.

Red Hat Linux

Windows 2000 Server

Sun Solaris 9

Windows 2000 Professional
Open BSD

3.  Which server platformisrequired for theinstallation of the Router MC? (Choose all that apply)

Windows 2000 Advanced Server
CiscoWorks 2000

Sun Solaris 2.6

VPN/Security Management Solution
Windows 2000 Server

4. Whereisthe“hub” normally located when creating a “ hub-and-spoke” network?

a.

In the geographic center of the network, to ensure arelatively equal distance between
spoke sites

In acentral location that is primarily determined by the throughput available for each
spoke site

At the site with the best Internet connection
At alocation that islogically central to the organization, such asthe corporate headquarters
At the site with the least complex network
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5. Ina“hub-and-spoke’ network design, how do the spoke locations communicate?

6. When configuring the hub settings in the context of the VPN and firewall policies, exactly

The spokes do not communicate with each other.

All traffic is routed through the “ hub.”

All spoke sites are configured for afull-mesh VPN.
The hub proxies all connections back out to the spokes.
None of the above.

which items are configured?

a.
b.
c.
d.

e.

How many VPN connections can be accepted by the hub router
The type of router that is used at the hub location

The interna interfaces and networks on the “hub side”

The central site router that has priority for the connection

All of the above

7. How long will an activity be available for editing by any user?

Until it has been “ deployed”
Until it has been “ submitted”
Until it has been “ approved”
Until it has been “deleted”
Until it has been “rejected”
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8. When configuring the firewall settings of the VPN and firewall policies, what component are
you configuring?

a.

b.

CBAC

The PIX firewall
Access control lists
Cisco Secure ACS
All of the above
None of the above
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9. What doe the term “inheritance” mean when talking about the Router MC?

a. Any changes made to the “hub” will affect the  spokes”

b. Any policies applied to adevice will affect the group that the device is assigned to.
c. Any policies applied to a device level group will affect the global group.

d. Policy changeswill not affect adeviceif itisin the “locked group.”

e. None of the above.

10. Which components can be used multiple times when configuring the Router MC?
a. Device names
b. Organizationa IDs
¢. VPN policies
d. Building blocks
e. None of the above

The answersto the “Do | Know ThisAlready?’ quiz are found in the appendix. The suggested
choices for your next step are as follows:

m 8or lessoverall score—Read the entire chapter. This includes the “ Foundation Topics” and
“Foundation Summary” sections and the “Q&A” section.

m  9or 10 overall score—If you want more review on these topics, skip to the “Foundation
Summary” section and then go to the “Q& A" section. Otherwise, move on to the next chapter.
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Foundation Topics

This chapter discusses the foll owing three specific network management tool s available from Cisco:

m  CiscoWorks 2000
m  VPN/Security Management Solution (VMS)
m  Management Center for VPN (Router MC)

These tools were devel oped by Cisco and work together to assist in the administration of enterprise
network components. This chapter focuses on the administration of VPN routers through the
enterprise.

Managing Enterprise VPN Routers

Obvioudly, the management of any enterprise network is avery complex task. The management

of VPN routers on the enterprise can add an additional level of complexity due to the strict config-
uration requirements for each device to maintain VPN connectivity. It isimperative that the con-
figurations of both VPN endpoints include enough matching componentsto allow the VPN to come
up. If the configuration is changed on either end and no longer matchesits peer, the systems cannot
create the VPN and the connection is effectively down. The Cisco management tools enable you to
organize your enterprisein amanner that isunderstandable and simpl e to manage. To run the Router
MC, you need to have either CiscoWorks 2000 or VMS version 2.1. Both are discussed in the
following sections.

CiscoWorks 2000
CiscoWorks 2000 isafamily of bundled advanced network management tools that can run on either
aWindows platform or Sun Solaris. CiscoWorksisaclient/server-based product that allowsfor easy
access and management of Cisco AVVID architecture components. CiscoWorks 2000 provides the
following network administration and management functionality:

m  Management and monitoring of Cisco PIX firewalls

m  Management and monitoring of CSIDSs

m  Management and monitoring of Cisco HIDS

m A web-based interface for configuration, monitoring, and troubleshooting of VPNs

Table 20-2 lists the hardware and operating system requirements for the installation of
CiscoWorks2000 on a Microsoft Windows platform.
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Table 20-2 System Requirements for CiscoWorks 2000 (Windows Platform)

Server Hardware

IBM-compatible PC with 600-MHz processor
VGA monitor capable of 256 colors
CD-ROM drive

10-Mbps network connection

System Memory (RAM)

1 GB minimum

Disk Drive Space

9 GB minimum
2-GB virtual memory

(Note: The hard drive should be partitioned as an NTFS partition.)

Windows 2000 Software

Windows 2000 Professional/Server/Advanced Server
Service Pack 2
ODBC Driver Manager 3.510

Windows NT Software

Windows NT Workstation/Server
Service Pack 6a

Table 20-3 lists the hardware and operating system requirements for the installation of
CiscoWorks2000 on a Sun Solaris platform.

Table 20-3 System Requirements for CiscoWorks 2000 (Sun Platform)

Server Hardware

Ultra 60 or later with 440-Mhz processor
VGA monitor capable of 256 colors
CD-ROM drive

10-Mbps network connection

System Memory (RAM)

1 GB minimum

Disk Drive Space

9 GB minimum

2-GB swap space

Operating System

Solaris 2.6
Solaris 2.7

All recommended patches
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VPN/Security Management Solution (VMS)
VM S was developed by Cisco and released in late 2001 as a snap-in for CiscoWorks for Windows
(the predecessor to CiscoWorks 2000). TheVMS “ common services’ arerequired to facilitate com-
munication between the CiscoWorks server and the VPN routers. The hardware and operating
system requirements for VM S are essentially the same as those required for CiscoWorks 2000.

Management Center for VPN Routers (Router MC)
Router MC is aweb-based application designed for management of enterprise VPN and firewall
configurations on Cisco 10S routers. Router MC allows for remote management and monitoring
of both firewall and VPN features on the Cisco router. The Router MC isinstalled on either a
CiscoWorks 2000 or CiscoWorksVMS server and can be accessed from client machines using a
web browser and a Secure Sockets Layer (SSL) connection. The Router MC allowsfor acentralized
configuration of Internet Key Exchange (IKE) and tunnel policies for multiple VPN devicesand is
scalable to allow administration of alarge number of VPN routers. Figure 20-1 depicts how the
client connectsto the CiscoWorks server and how it communicates with the routers deployed across
afictitious enterprise in North America.

NOTE Figure 20-1 only represents the communication between the Router MC and individual
locations. This diagram does not represent the hub-and-spoke method, which is standard for
router deployments.

Figure 20-1 Router MC Communication
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To connect with the Router MC, you need a client system that meets the specifications defined in
Table 20-4.

Table 20-4 System Requirements for a Router MC Client

Hardware IBM-compatible PC with 300-MHz CPU
10-Mbps network connection

Sun SPARCstation or Sun Ultra 10 with 333-MHz processor

System Memory (RAM) 256 MB minimum

Disk Drive Space 400-MB virtual memory (Windows)
512-MB swap space (Solaris)

Operating System Windows 98/NT/2000 SP2
Solaris2.6 or 2.7
Browser Internet Explorer 5.5 (SP2) or 6.0

Concepts of the Router MC
To understand the Router MC, you must first understand the basic concepts used in its devel opment
and operation. The basic concepts are listed here with a brief explanation. For further information
on these concepts, see “Using Management Center for VPN Routers.” You can find this document
through a search at Cisco.com.

m Hub-and-spoke topology—The hub-and-spoke topology is commonly used when connecting
branch offices to the main office. A central Cisco 10S router located at the main office acts as
the hub and maintains a separate secure tunnel with each “spoke” router located at the branch
offices. The networks at the spoke locations tend to be less complex, containing only afew sub-
nets. Spokelocationsdo not communicate directly with each other. All communication between
the spokes must go through the hub. Figure 20-2 depicts the typical hub-and-spoke topol ogy.

m VPN and firewall policies—VPN and firewall policies are configured on the Router MC and
tranglated into command-lineinterface (CLI) commands asthey are deployed to the router. The
VPN settings determine the configuration of the VPN connectivity across the network. VPN
settings are broken into the following four categories:

— General VPN settings—General VPN settings determine the routing, | PSec failover, and
fragmentation parameters of the network. The hub is commonly a high-availability pair
configured for |PSec failover. This provides redundancy in the event of afailure of the pri-
mary hub router. Failover can be performed using either |KE keepalives, |PSec, or Generic
Routing Encapsulation (GRE). It is possible to define multiple routing and fail over policies
within the object hierarchy, yet only one policy will apply per device. It isimportant to
ensure that the spoke has arouting and failover policy that matches that of the hub.
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Figure 20-2 Forward Acknowledgement
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—Hub settings—Hub settings determine the configuration of the “ central site” or hub of the
network. The internal interfaces and networks of the hub side are configured in the hub
settings.

— Spoke settings—The spoke settings are used to configure the internal interfaces and
networks on the spoke side of the VPN connection.

—Firewall settings—Firewall settings are used to configure the parameters for implementa
tion of CBAC, defining access rules, embryonic connections, fragmentation timeouts, and
logging.

m Devicehierarchy and inheritance—The Router MC maintains all devicesin amultilevel
hierarchy. All devices are contained in a“ global” group. Devices are grouped together to facil-
itate efficient management of large numbers of VPN connections. These groups are referred to
as objects. Policies that are defined at the global level are inherited by devices at the device
group level. Policies defined at the device group level are only inherited by devices in that
specific device group. Palicies defined to individual devices only apply to that specific device.
It isimportant to carefully plan your device grouping to ensure efficient management of your
VPN connections.

m Activities—An activity is atemporary context within which you make configuration changes
to global, device group, or individual objects. These configuration changes do not take effect
until and unless the activity has been approved. An activity can only be opened by asingle user
at atime; however, multiple users can make changes to an activity after it has been opened. All
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devices within the specific object that is affected by the activity are locked whilethe activity is
open and cannot accept any configuration changes. Upon completion, activities are either ap-
proved (pushed out to the devices) or deleted.

Jobs—Jobs are configuration changes that are translated into CL1 commands and prepared for
deployment to the specified devices within the object. It is possible to deploy the jobsto afile
or directly to the network device after the job has been previewed and approved. To deploy the
job to the device, you must ensure that SSH is enabled on the device router.

Building blocks—Building blocks are global componentsthat can be named and reused within
multiple policies. Because building blocks can be used multiple times, they aid in ensuring
uniform application of policies. It isimportant to understand that any changesto a building
block will effect all policiesthat usethat building block. A good example of abuilding block is
atransform set.

Deviceimport—To import a deviceis to bring information about that device into the Router
MC. Thisis completed by either reading the device information directly from that device or
from a devicefile. Devices are imported either individually or in groups.

Upload of existing policieson devicesinto Router M C—Policiesthat exist on devicescan be
uploaded to the Router MC. This enablesyou to bring up anew Router MC and pull the current
device configuration instead of having to manually build the policies for each existing device.

Predefined device groupsand policies—The Router MC is configured with predefined device
groups, IKE poalicies, and transform sets.

Supported Tunneling Technologies
The Router M C supports three tunneling technol ogies:

| PSec—IPSec isthe framework of open standardsthat provide security servicesat the P layer.
Dataintegrity, data confidentiality, and data origin authentication are maintained over public
networks by using IKE to negotiate | PSec peers, keys, and security associations. The Router
M C supports authentication using preshared keys, RSA signatures, and digital certificates.
IPSec tunnels are kept operational through the use of IKE keepalive packets that detect any
loss of connectivity.

I PSec with Generic Routing Encapsulation (GRE)—GRE is used to encapsul ate many
protocol packet types within IP tunnels to create a virtual point-to-point tunnel. IPSec is used
over GRE to perform encryption of the entire GRE packet (including the GRE header). All
authentication and encryption is completed as negotiated within the IKE parameters. |PSec
over GRE can be used to encrypt routing protocols because GRE supports multiple protocols.
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Thisallowsfor resiliency because the routing protocol s can detect an interruption of serviceand
reroute the traffic via a backup GRE tunnel. The advantage of GRE is that it enables you to
tunnel non-1P, multicast, and broadcast traffic across |PSec tunnels.

m |PSecwith GRE over Frame Relay—IPSec with GRE over a Frame Relay usesthe relay as
the hub for each VPN connection. Each spoke acts as both the VPN endpoint and the Frame
Relay endpoint.

Router MC Integration with CiscoWorks Common Services
CiscoWorks common services provide the core server-side components required to facilitate
communication with the Router MC. Although many of the core administrative functions are not
performed within the Router MC, many are performed within CiscoWorks. The tasks performed by
CiscoWorks common services include the following:

m Databackup and restoration

m Integration with other CiscoWorks packages such as Cisco Secure Access Control Server
m Database administration and service control

m Logging of administration tasks

m Licensetracking

Installation and Login to Router MC
The Router MC isinstalled on the CiscoWorks 2000 server from the Router MC CD-ROM. If
you are installing the Router MC on aWindows server, you can use the Installation Wizard and
follow the default settings. The Router MC defaults to the CiscoWorks common services folder
(C:\Program Files\CSCOpx\) and automatically creates its database as part of the installation pro-
cess. The Installation Wizard will show an Installation Complete window upon successful installa-
tion, prompting you to click Finish and restart the system.

After you have installed the Router MC and restarted your server, verify connectivity with

the Router MC from the client. On the client system, open the browser and select http://
CiscoWorksServer:1741. You must use either the correct DNS name for the server or the correct
IP address. If you are unable to connect to the server and have local accessto the system, attempt to
connect to the server using the loopback address http://127.0.0.1:1741.

Figure 20-3 shows the logon screen for CiscoWorks 2000. The default username is admin and the
default password is admin after theinitial installation is complete.
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Figure 20-3 CiscoWbrks 2000 Logon Screen
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After you have successfully completed the login, the first action you should takeisto add a
CiscoWorks user. Thistask is completed by selecting the following drop-down boxes in the left
frame of CiscoWorks 2000:

m  Server Configuration

m Setup
m  Security
m  AddUsers

After the Add User box opens, you need to complete the following entries:

m User Name—Thisisthe name you have selected for the user.
m L ocal Password—The password assigned to the user.
m  Confirm Passwor d—~Password confirmation.
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m E-Mail—E-mail address for the user. (Thisis an optional field unless you have selected
“approve” asan authorization field.)

m CCO Login Name—If theuser hasa CCO login ID, youwould want to list it here. (Thisisan
optional field.)

m CCO Passwor d—The password that accompanies the CCO login ID. (Thisis an optional
field.)

m Proxy Login—If you must connect to a proxy server on the network, enter the username for
that connection here. (Thisisan optional field.)

m Proxy Password—Thisfield isfor the password associated with the proxy server connection.
(Thisisan optional field.)

m  Confirm Passwor d—Password confirmation.

You must then select authorization privileges for the user. The following authorization options
are available:

—Help Desk—Thisisaread-only account for viewing devices, device groups, and theentire
scope of aVPN.

—Approver—This account can review policy changes and accept or reject any changes or
deployment jobs.

—Network Operator—The network operator can create and submit jobs but cannot make
inventory changes. All network operator deployment jobs must be approved by an ap-
prover.

—System Administrator—The system administrator can perform administrative tasks on
the CiscoWorks server and Router MC. This includes making changes to the device hi-
erarchy and any administrative changes.

—Networ k Administrator—The network administrator can perform all tasks on the
CiscoWorks server and Router MC.

NOTE It is possible to assign more than one authorization role to a single user

m  Select Add—After configuring all the user parameters, you must click the Add button to save
that user account to the database.

NOTE It isalso possible to control user permissions with the Cisco Secure Access Control
Server. For further information see the document “ Using M anagement Center for VPN” available
from Cisco.com.
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Connecting to the Router MC
The Router MC is accessed by selecting the following items as they drop down in the left frame of
the CiscoWorks 2000 window:

VPN Security Management Solution
Management Center
VPN Routers

Thiswill bring up a Security Alert window. At this point, accept the security certificate. The Router
MC will open in a separate window. You may want to minimize the CiscoWorks window to avoid
confusion.

Router MC Workflow
After connecting to the Router MC, you will want to begin your VPN router configurations. The
workflow for thistask is as follows:

1.

Create the activity. As discussed earlier in this chapter, the activity is defined as the virtual
context, inwhich tasks are performed. You must create the activity to create the devices, groups,
and tasks that you want to perform. At this point, the activity isin “editable” status and can be
changed by any other user who hasthe correct permissions. If an activity has been created, any
user may open or close that activity.

Create device groups. Defining device groups is the step that requires the greatest amount of
planning. All devices are grouped logically to facilitate efficient administration. It isvery im-
portant that your devices be grouped in alogical manner to minimize confusion.

Import devices. If you aready have devices deployed, it is possible to import the device infor-
mation to reduce the manual data entry required to configure the Router MC for each device.

Definethe VPN or firewall settings. VPN settings include the definition of internal interfaces
and networksfor the hub-and-spoke segments. Spoke segments must definetheV PN interfaceand
must be assigned to a specific hub. Failover, routing, and fragmentation are al so defined within
the VPN settings.

Configure accessrules. Access rules are used to define the router security policy. You can
definearuleaseither amandatory or default rule. And you must define the standard parameters
for any ACL to include the following:

—Source
—Destination
—Services

—Action
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—Enable/disable rule

Definethel KE policy. The IKE policy definesthe parameters used for the | K E negotiation and
authentication of SA peers. These parametersinclude the encryption algorithm, hash algorithm,
authentication method, Diffie-Hellman group, and key lifetime for each connection.

Define the tunnel policy. The tunnel policies define the authentication and encryption algo-
rithms used for the VPN connection. Tunnel policies are defined from the spoke to the hub.

Definetrandation rules. NAT and address pools (if applicable) can be defined for each
connection.

Approve the activity. After the preceding tasks are completed, double-check your work and
approve the activity. Remember that you cannot create a deployment job until the activity
has been approved. An activity can be “submitted” for approval. This places the activity in
“submitted” status to ensure that the activity cannot be edited and will not be changed until it
has been approved, rejected, or deleted.

Create and deploy the job. After the activity has been approved, you must select the devices
or device groups that you want to configure and create the deployment job. At this point, you
must select whether to deploy directly to the devices or to write the deployment job to afile.
When the deployment job is created, the activity is translated into CLI commands and sent to
either the device or the file. The following functions can be performed:

—Create a job—Creating the job requires you to define the specific device or device group
to be configured.

—Open ajob—A job that has been created but not deployed can be opened. You need to
open ajob to view the actual CLI commands that will be deployed to the target device(s).

—Approveor reject ajob—Some organizations require that ajob be approved beforeit can
be deployed. This is done to further ensure that device configurations are thoroughly
checked prior to the configuration change taking effect.

—Deploy the job—Deploying the job involves transferring the CLI commands out to the
device or a configuration file on the network.

—Redeploy a job—In the unlikely event that a deployment failed, it is possible to redeploy
thejob.

—Rollback—It is possible to rollback to a previous configuration in the event that the
deployment did not produce the desired result. It is possible to complete arollback of a
device with either deployed or redeployed status.

NOTE A rollback is not completed on live devices. The previous configuration is copied to a
specific directory.
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Table 20-5 lists the job statuses that can occur when performing the deployment or rollback
functions listed previoudly.

Table 20-5 Router MC Concepts

Generating Thejobisgenerating the CLI commands to be pushed out to the target devices(s)
or files.

Generated The CLI commands have been completed and are ready for deployment.

Rejected Thejob and its configuration have been rejected. No actions can be performed on
aregjected job and the device(s) become available for inclusion in other jobs. Itis
possible to determine why the job was rejected by viewing the completed CLI
configuration.

Deploying Thisisthe status when the CLI commands are being pushed out to the target
device(s) or files.

Deployed Thisisthe status after successful completion of the job deployment.

Rollback in progress | The previous configuration is being restored to a specific directory.

Rollback complete The previous device configurations have been restored.

Failed Deployment to one or more devicesin the job have failed. You can determine the
cause by viewing the Job Deployment Status page.
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Foundation Summary

The “Foundation Summary” section of each chapter liststhe most important facts from the chapter.
Although this section does not list every fact from the chapter that will be on your exam, awell-
prepared candidate should at a minimum know all the details in each “ Foundation Summary”
section before going to take the exam.

Managing Enterprise VPN Routers

Three tools work together to facilitate the centralized management of Cisco VPN routers, PIX
firewalls, Cisco IDSs, and Cisco HIDSs:

m  CiscoWorks 2000
m VPN/Security Management Solution (VMS)
m  Management Center for VPN (Router MC)

CiscoWorks 2000 or VMS is the required server application to support the Router MC. These
applications can run on either Microsoft Windows or Sun Solaris platforms with the appropriate
hardware. These applications function as the server in a client/server environment. The client
connects to the Router MC viaan HTTPS (Secure Sockets Layer) connection and the Router MC
communicates with the controlled devices via Secure Shell Protocol (SSH). The Router MC
performs four specific functions to assist in simplifying the administration of VPN routers.

1. Deploy VPN configurations to individual devices or device groups.

2. Import router VPN settings directly from the device or from a network configuration file.

3. Support alarge enterprise implementation of VPN routers with centralized administration,
management, and monitoring.

4. Centralize the configuration of IKE negotiations and VPN tunnel policies for multiple devices
that are logically organized.
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Table 20-6 outlines the various concepts used by the Router MC.

Table 20-6 Router MC Concepts

Term

Definition

Hub-and-spoke topology

The hub router is located at a central location (normally the
headquarters), and the spoke routers are located at branch offices.

VPN and firewall policies

Configuration changes are made within the Router MC, translated into
CLI commands, and deployed to the target devices or files.

Device hierarchy and

Devices are grouped for logical administration. Properties from the

inheritance upper (global) groups are inherited by devicesin lower groups. Any
changes made to a specific group affect al devicesin that group.

Activities A temporary context within which configuration changes are created
and submitted for approval.

Jobs The preparation and deployment of configuration changes that are

initiated within “activities.”

Building blocks

Components that are created and can be reused within multiple
configurations.

Deviceimport

The ability to pull information from existing devices and import it into a
new Router MC.

Upload of existing policieson
devicesinto Router MC

Similar to device import function, thisis the ability to import the config-
uration from an existing device and import it into a new Router MC.

Predefined device groups
and policies

Specific objects, groups, and configuration settings are predefined to
simplify the configuration of new devices.

The Router MC supports three tunneling technologies:

m |PSec
m |PSecwith GRE

m |PSec with GRE over Frame Relay

After accessing CiscoWorks 2000 using a browser and the host DNS name or | P address, you will
want to change the default username and password. It is aso important to create new user accounts
as necessary for each new user who use the CiscoWorks 2000 server and the Router MC.
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Table 20-7 defines the five different types of user accounts and their assigned account permissions.

Table 20-7 User Accounts and Permissions

Term Definition
Help Desk Thisis aread-only account.
Approver This account can review policy changes and accept or reject any

changes or deployment jobs.

Network Operator

The network operator can create and submit jobs but cannot make
inventory changes. All network operator deployment jobs must be
approved by an approver.

System Administrator

The system administrator can perform administrative tasks on the
CiscoWorks server and Router MC. This includes making
changes to the device hierarchy and any administrative changes.

Networ k Administrator

The network administrator can perform all tasks on the
CiscoWorks server and Router MC.

After establishing the SSL connection with the Router M C and properly authenticating, you perform
the following functions when configuring your VPN routers:

m Createthe activity.

m Create device groups.
m Import devices.

m Define VPN settings.
m Define IKE policies.

m Definetunnel policies.
m Definetransation rules.

m  Approvethe activity.

m Create and deploy the job.
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Q&A

Asmentioned in the section, “How to Use This Book,” in the Introduction to this book, you have
two choices for review questions. The questions that follow next give you a bigger challenge than
the exam itself by using an open-ended question format. By reviewing now with this more difficult
question format, you can exercise your memory better and prove your conceptual and factual
knowledge of this chapter. The answers to these questions are found in the appendix.

For more practice with exam-like question formats, including questions using arouter simulator and
multiple choice questions, use the exam engine on the CD-ROM.

1.

10.
11.
12
13.

If you install CiscoWorks 2000 on any Windows platform, which additional packages are
required?

What isthe significance of configuring the“hub” of the * hub-and-spoke” network to be located
at the corporate headquarters?

What are some of the general settings when configuring the VPN and firewall policies on the
Router MC?

What is meant by “device hierarchy and inheritance”?

| have just completed deploying ajob and it appearsthat theVV PN is having connectivity issues.
What steps can | take to repair the damage?

What is the method used to capture data about existing devices and send it to the Router MC?
What items are predefined in the Router MC?

What is the definition of IPSec?

What additional functionality do you get by tunneling |PSec with GRE?

Wheat is defined within the “tunnel policies’?

How long can ajob remain open?

What should you do if ajob deployment doesn’t “stick”?

What CiscoWorks 2000 account has read-only permissions?
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Chapter 21 Final Scenarios




This chapter testsyour abilitieson all of the conceptsthat you have learned throughout the book
so that you will be better prepared for the hands-on questions that you will encounter on the
SECUR exam.







CHAPTER21

Final Scenarios

Your team of consultants has been hired by the MCNS Financial Group. This organization has
amedium-sized network with headquartersin New York City and branch officesin Atlanta and
LosAngeles. They also have approximately 20 sales personnel who need remote connectivity.

The organization contracted your services after their network was breached and they narrowly
averted apublic relations nightmare. They currently have al locations connected to the Internet
viaT1 connections purchased from local Internet service providers. The sales personnel cur-
rently dial in directly to the headquarters network.

The organization wants to leverage their existing infrastructure to secure the network. After
reviewing the current configuration, you have determined that the following tasks must be
compl eted:

Task 1. Securetheroutersat all locations.

a. Secure administrative access to each router.
b. Implement AAA for vty access to each router.

c. Implement SSH (disable telnet access) and restrict access to each router by configur-
ing ACLs.

d. Disableall unnecessary services on each router.

e. Implement ACLs for antispoofing purposes.

Task 2. Secure site-to-site connectivity.

a. Define VPN configuration parameters.
b. Configurethe IKE parameters.

c. Configure the IPSec parameters.

d. CreateACLs.

e. Create and apply crypto maps.
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Task 3. Configure CA support.
a. Configure host name and domain name.
b. Configure NTP.
c. Enroll with the CA.

Task 4. Secure remote access.
a. Implement AAA.
b. ACLs.
c. VPN client.
d. Implement VPNsusing CA.

MCNSisnegotiating to acquire another organization that consists of five locations and they want to
merge the networks and implement a scalable VPN solution. The CIO wants to manage network
traffic to secure each location and to ensure employees adhere to the organization’s acceptable use

policy.
Task 5. Secure the enterprise network.
a. Implement the Cisco 10S firewall IDS.

b. Implement authentication proxy.
c. Implement CBAC.

Task 1: Secure the Routers at All Locations
Thefirst task isto secure theroutersfor all MCNS|locations. Thistask consists of the following four
subtasks:
a. Secure administrative access to each router.
b. Implement AAA for vty access to each router.

c. Implement SSH (disable telnet access) and restrict access to each router by configuring access
lists.

d. Disableall unnecessary services on each router.

NOTE All passwords used in this chapter have been selected to correlate with the router
location and command function. The passwords are not intended to be the secure passwords
discussed in Chapter 2, “Attack Threats Defined and Detailed,” but are simplified so that they are
more recognizable within the router configuration.
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Change All Administrative Access on All the Routers
Thefirst task isto secure all the routers at each location. As part of this task, you replace the weak
administrative access passwords on all the site routers with passwords that are relatively strong.

Step 1 Reconfigure the console port user-level password.

 Console password accessto New York

NewYork(config)#line console 0
NewYork(config-1line)#password NY@conaccess

 Console password access to Atlanta

Atlanta(config)#line console 0
Atlanta(config-line)#password ATL@conaccess

 Console password access to Los Angeles

LosAngeles(config)#)#line console 0
LosAngeles(config-1line)#)#password LA@conaccess

Step 2 Reconfigure al enable secret passwords at all three sites.
« Enable secret password of nYenable on the New York router.
NewYork (config)#enable secret nYenabie
* Enable secret password of ATLenable on the Atlanta router.
Atlanta(config)#enable secret ATLenable
 Enable secret password of LAenable on the Los Angeles router.
LosAngeles(config)#enable secret LAenabile
Step 3 Reconfigure the vty user-level password at all three sites.
e The vty password accessto New York

NewYork(config)#line vty 0 4
NewYork(config-line)#password NY$vtyaccess

» The vty password access to Atlanta

Atlanta(config)#line vty 0 4
Atlanta(config-line)#password ATL$vtyaccess

* The vty password access to LosAngeles

LosAngeles(config)#)#line vty 0 4
LosAngeles(config-line)#)#password LA$vtyaccess

After you change all the administrative access passwords to the routers, encrypt all clear-text
passwords using the service passwor d-encryption command:

NY(config)#service password-encryption

Do the same for the Los Angeles and Atlanta routers.
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Configure Local Database Authentication Using AAA
By requiring two tokens, a username and a password, rather than just a password, you can make the
routers more secure. To do so, configure alocal username and password on the router and configure
AAA authentication.

Step 1 Configure AAA authentication for console access.

NewYork (config)# aaa new-model

NewYork(config)# aaa authentication login con-access local
NewYork(config)# username nyadmin password conxss4NY
NewYork (config)# line con 0

NewYork (Config-line)# login authentication con-access

Atlanta(config)# aaa new-model

Atlanta(config)# aaa authentication login con-access local
Atlanta(config)# username atladmin password conxss4ATL
Atlanta(config)# line con 0

Atlanta(Config-line)# login authentication con-access

LosAngeles(config)#)# aaa new-model

LosAngeles(config)#)# aaa authentication login con-access local
LosAngeles(config)#)# username laadmin password conxss4LA
LosAngeles(config)#)# line con 0

LosAngeles(config)#-1line)# login authentication con-access

Step 2 Configure AAA authentication for vty access.

NewYork (config)# aaa authentication login vty-access local
NewYork(config)# username nyRmtadmin password vtyxss4NY
NewYork (config)# line vty 0 4

NewYork(config-line)# login authentication vty-access

Atlanta(config)# aaa authentication login vty-access local
Atlanta(config)# username atlRmtadmin password vtyxss4ATL
Atlanta(config)# line vty 0
Atlanta(config-line)# login authentication vty-access

LosAngeles(config)#)# aaa authentication login vty-access local
LosAngeles(config)#)# username laRmtadmin password vtyxss4LA
( )
( )

LosAngeles(config)#)# line vty 0 4
LosAngeles(config)#-1line)# login authentication vty-access

Configure a Secure Method for Remote Access of the Routers
The current use of telnet to remotely access the routersis not a secure method of access. Configure
SSH and disable telnet. To enable SSH support on the routers, follow these four steps:
1. Verify that you have a host name

Configure the router DNS domain.

Generate the SSH key to be used.

P w0 N

Enable SSH transport support for the vtys.
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Each individual step is discussed below.

Step 1

Step 2

Step 3

Step 4

Verify the router host name.

You can verify that the router has a host name configured by looking at the
command prompt in any configuration mode. In this case, each router is
named after its respective location.

NewYork#

Atlanta#
LosAngeles#

Configure the router DNS domain.

NewYork(config)#ip domain-name example-secur.com
Atlanta(config)#ip domain-name example-secur.com
LosAngeles(config)#)#ip domain-name example-secur.com

Generate the SSH key.

NewYork (config)#crypto key generate rsa
NewYork (config)#ip ssh time-out 60
NewYork (config)#ip ssh authentication-retries 3

Atlanta(config)#crypto key generate rsa
Atlanta(config)#ip ssh time-out 60
Atlanta(config)#ip ssh authentication-retries 3

LosAngeles(config)#)#crypto key generate rsa
LosAngeles(config)#)#ip ssh time-out 60
LosAngeles(config)#)#ip ssh authentication-retries 3

Enable SSH transport support for the vtys.

NewYork(config)#line vty 0 4
NewYork(config-line)#transport input SSH

Atlanta(config)#line vty 0 4
Atlanta(config-line)#transport input SSH

LosAngeles(config)#)#line vty 0 4
LosAngeles(config)#transport input SSH

Disable Unnecessary Services
Ensuring that all servicesthat are not required on the network are disabled reduces the vulnerability
of the routers to security breaches. Disabling the HTTP service greatly reduces exposure of the

router to threats on a commonly used port (TCP port 80). Disabling small serversfor UDP and

407

TCP protects against Smurf attacks and 1P spoofing. The following services on all three routers are

turned off:

m Disablethe IPHTTP server.

m Disable Cisco Discovery Protocol on all externally facing interfaces.

m Disablethefinger service.

m Disable UDP and TCP minor services (small servers).
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m Disable directed broadcasts.
m Disable proxy ARP.
m Disable small servers service.

The following configuration for each router shows the sel ected services disabled.

m  New York router

NewYork(config)#no ip http server

NewYork (config-if)#no ip directed-broadcast
NewYork (config)#no service tcp-small-servers
NewYork(config)#no service udp-small-servers
NewYork (config)#no cdp run

NewYork (config-if)#no proxy-arp

m Atlantarouter

Atlanta(config)#no ip http server
Atlanta(config-if)#no ip directed-broadcast
Atlanta(config)#no service tcp-small-servers
Atlanta(config)#no service udp-small-servers
Atlanta(config)#no cdp run
Atlanta(config-if)#no proxy-arp

m LosAngelesrouter

LosAngeles(config)#no ip http server
LosAngeles(config-if)#no ip directed-broadcast
LosAngeles(config)#no service tcp-small-servers
LosAngeles(config)#no service udp-small-servers
LosAngeles(config)#no cdp run
LosAngeles(config-if)#no proxy-arp

Implement ACLs for Antispoofing Purposes
Add antispoofing protection by denying traffic with asource address matching ahost on the Ethernet
interface for each site (RFC 2827, RFC 3330).

NOTE You would need to configure RFC 1918 in a production network. This scenario usesthe
10.x.x.x and 192.168.x.x, and therefore RFC 1918 has not been implemented

m  New York router

NewYork (config)# access-list 107 permit ip 10.10.30.0 0.0.0.255 any
NewYork (config)# access-list 107 permit ip 10.10.20.0 0.0.0.255 any
NewYork (config)# access-list 107 deny ip 10.10.10.0 0.0.0.255 any

NewYork(config)# access-list 107 deny ip 172.16.0.0 0.15.255.255 any

NewYork(config)# access-list 107 deny ip 224.0.0.0 31.255.255.255 any
NewYork (config)# access-list 107 deny ip host 255.255.255.255 any
NewYork (config)# access-list 107 deny ip any any log

NewYork(config)# interface serial 0

NewYork (config-if)# ip access-group 107 in

(
(
NewYork(config)# access-list 107 deny ip 127.0.0.0 0.255.255.255 any
(
(



Atlantarouter

Atlanta(config)#access-list
Atlanta(config)#access-list
Atlanta(config)#access-1list
Atlanta(config)#access-1list
Atlanta(config)#access-1list
Atlanta(config)#access-1list
Atlanta(config)#access-list
Atlanta(config)#access-list

permit ip 10.10.1
permit ip 10.10.2

deny
deny
deny
deny
deny
deny

Atlanta(config)#interface serial 0
Atlanta(config-if)#ip access-group 107 in

LosAngelesrouter

access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#
LosAngeles(config)#

107
107
107
107
107
107
107
107

Tas

ip
ip
ip
ip
ip
ip

perm
perm
deny
deny
deny
deny
deny
deny

interface serial 0

k 2: Secure Site-to-Site Connectivity

0.0 0.0.0.255 any

0.0 0.0.0.255 any
10.10.30.0 0.0.0.255 any
172.16.0.0 0.15.255.255 any
127.0.0.0 0.255.255.255 any
224.0.0.0 31.255.255.255 any
host 255.255.255.255 any
any any log

it ip 10.10.10.0 0.0.0.255 any
it ip 10.10.20.0 0.0.0.255 any
ip 10.10.20.0 0.0.0.255 any

ip 172.16.0.0 0.15.255.255 any

127.0.0.0 0.255.255.255 any
224.0.0.0 31.255.255.255 any
host 255.255.255.255 any

any any log

ip
ip
ip
ip

LosAngeles(config-if)# ip access-group 107 in
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The CIO wants to ensure that all corporate communication among the three locations is secured.

Because the |ocations are interconnected via the Internet, you determine that the best possible

solution isto configure afull-mesh VPN connection interconnecting all the sites. Thistask consists
of the following five subtasks:

Define VPN configuration parameters.
Configure the IKE parameters.
Configure the IPSec parameters.
Create ACLs.

Create and apply crypto maps.

Define VPN Configuration Parameters

Now that you have selected the method for securing communi cations among the three corporate
locations, the next step isto define the VPN parameters. Before you can configure the VPN, you
must first determine which parameters are to be used for each connection. Remember that Chapter 17,

“Building aVPN Using IPSec,” emphasized the importance of completely planning your VPN

connectivity before you begin the implementation (because of the complexity of the configuration
and zero margin for error). Figure 21-1 depicts the current addressing structure for each location of
the organization.
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Figure 21-1 MCNSFinancial Group Ste Addresses

New York
(Headquarters)

'\.}C\ 3745 Router
g Internal 10.10.10.1/24
External 192.168.10.1/24

Los Angeles
(Branch Office)

3640 Router
Internal 10.10.20.1/24

External 192.168.20.1/24
Atlanta

(Branch Office)

N,_-/\::\ 3640 Router
= Internal 10.10.30.1/24
i External 192.168.30.1/24

For this series of connections, you have selected the following configuration options:

m |KE parameters

Thisinformation is used to configure your IKE phase 1 negotiation and establish the security
association:

—Key distribution method—ISAKMP
—Peer authentication—Preshared key (abc123)

NOTE It is not recommended that you use the same preshared key for multiple locations,
athough it must be used on both sides of the connection. The key abc123 is used on all locations
to simplify the router configurations and make the key recognizable in the configuration for this
exercise only.

—Ildentify the ISAKM P peer—New York, Los Angeles, and Atlanta (full-mesh VPN)
—Encryption algorithm—3DES

—Hash algorithm—MD5

—Diffie-Hellman group—2

—SA lifetime—2400 seconds
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m |PSec parameters
Thisinformation is used to configure your transform sets, SA lifetime, and to create crypto
ACLs and crypto maps.

—Theprotocolsand algorithmsused in theaddresstr ansform—ESPwith 3DES and ESP
with MD5 (hmac variant)

—The | PSec SA lifetime—1800 seconds

—The protocols per mitted through the VPN tunnel (interesting traffic, crypto ACL)—
All traffic destined for any other corporate entity should be encrypted. Traffic from any
location to any noncorporate entity should not be encrypted.

—Theexternal | P address of the | PSec peer

—New York—192.168.30.1 (Atlanta) 192.168.20.1 (Los Angeles)
—Atlanta—192.168.10.1 (New York) 192.168.20.1 (Los Angeles)
—LosAngeles—192.168.10.1 (New York) 192.168.30.1 (Atlanta)
—Key exchange method—ISAKMP

Configure the IKE Parameters
Now that the configuration options for each location have been selected, it's time to begin con-
figuring each router. Thefirst step isto verify connectivity between each location. The simplest way
to confirm connectivity isto ping the peer router. You must also verify that any “upstream” devices
are not filtering the traffic that is required to build the VPN. Having verified connectivity, you now
begin to configure the routers at each location. You should begin by configuring IKE on each router.
There are several steps required to configure IKE.

Step 1 Verify the IKE is enabled on the router.

By default, IKE isenabled on therouter but thetime it takesto run the enable
command can be much less than the time required to troubleshoot the con-
nection just to discover that IKE had been disabled before you began config-
uring therouter for thisVPN connection. If thisisthefirst VPN configuration
for thisrouter, you may want to ensurethe IKE isenabled by using thecrypto
isakmp enable command.

NewYork(config)#crypto isakmp enable
Atlanta(config)#crypto isakmp enable

LosAngeles(config)#crypto isakmp enable
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Step 2

Step 3

Configure IKE on the router.
A series of commands defines the IKE parameters on the router:

The command crypto isakmp policy 100 configures ISAKMP as your key
distribution method, establishes a policy “ priority” of 100, and putsyou in
the config-isakmp mode.

The command authentication pre-share defines your peer authentication
method as preshared key. (The key and peer are configured later.)

The encryption command identifies the encryption algorithm to be used for
phase 1 of the IKE negotiation. Encryption ensures the confidentiality of the
data

The command hash identifies the hash algorithm. The hash ensuresthe integ-
rity of the data.

The command group defines your Diffie-Hellman key exchange group

The lifetime command defines the security association lifetime (the time
between key exchanges). Thislineis not required if you intend to use alife-
time of 86400 becauseit isthe default setting. It is, however, agood habit to
add all the configuration parameters just to ensure that they are correct.

 Configure IKE on the New York router.

NewYork (config)#crypto isakmp policy 100
NewYork (config-isakmp)#authentication pre-share
NewYork(config-isakmp)#encryption 3des

NewYork (config-isakmp)#hash md5
NewYork (config-isakmp)#group 2
NewYork (config-isakmp)#lifetime 2400

 Configure IKE on the Atlanta router.

Atlanta(config)#crypto isakmp policy 100
Atlanta(config-isakmp)#authentication pre-share
Atlanta(config-isakmp)#encryption 3des

Atlanta(config-isakmp)#hash md5
Atlanta(config-isakmp)#group 2
Atlanta(config-isakmp)#lifetime 2400

» Configure IKE on the Los Angeles router.

LosAngeles(config)#crypto isakmp policy 100
LosAngeles(config-isakmp)#authentication pre-share
LosAngeles(config-isakmp)#encryption 3des

LosAngeles(config-isakmp)#hash md5
LosAngeles(config-isakmp)#group 2
LosAngeles(config-isakmp)#lifetime 2400

Configure the preshared key and SA peer on the router.
Having defined the preceding IKE parameters, it is now timeto configurethe

preshared key and SA peer. The command for configuring the preshared key
iscrypto isakmp key key-string address peer-address-and-mask.
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« Configure the shared key and SA peer on the New York router.

NewYork (config)#crypto isakmp key abc123 address 192.168.20.1
NewYork (config)#crypto isakmp key abc123 address 192.168.30.1

 Configure the shared key and SA peer on the Atlanta router.

Atlanta(config)#crypto isakmp key abc123 address 192.168.10.1
Atlanta(config)#crypto isakmp key abc123 address 192.168.30.1

« Configure the shared key and SA peer on the Los Angeles router.

LosAngeles(config)#crypto isakmp key abc123 address 192.168.10.1
LosAngeles(config)#crypto isakmp key abc123 address 192.168.20.1

Configure the IPSec Parameters
Remember that IKE establishes the secure connection used to negotiate the IPSec SA. You must
correctly configure the |PSec parameters for the VPN to work. For |PSec, you must configure
multiple parameters. This section deal swith the configuration of the | PSec transform setsand | PSec
SA lifetimes. Thecryptoipsectransfor m-set command is used to create the transform sets, and the
crypto ipsec security-association lifetime command is used to define the IPSec SA lifetime.
Becausethere arethree corporatelocations, you must configure each router to establish aconnection
with the other two locations.

m  Configure the IPSec transform sets on the New York router.

NewYork (config)#crypto ipsec transform-set NY-to-ATL esp-3des esp-md5-hmac
NewYork(config)#crypto ipsec transform-set NY-to-LA esp-3des esp-md5-hmac

m  Configure the IPSec transform sets on the Atlanta router.

Atlanta(config)#crypto ipsec transform-set ATL-to-NY esp-3des esp-md5-hmac
Atlanta(config)#crypto ipsec transform-set ATL-to-LA esp-3des esp-md5-hmac

m Configure the IPSec transform sets on the Los Angeles router.

LosAngeles(config)#crypto ipsec transform-set LA-to-NY esp-3des esp-md5-hmac
LosAngeles(config)#crypto ipsec transform-set LA-to-ATL esp-3des esp-md5-hmac

m  Configurethe IPSec SA lifetime on the New York router.

NewYork (config)#crypto ipsec security-association lifetime seconds 1800

m  Configurethe IPSec SA lifetime on the Atlanta router.

Atlanta(config)#crypto ipsec security-association lifetime seconds 1800

m Configurethe IPSec SA lifetime on the Los Angeles router.

Los Angeles(config)#crypto ipsec security-association lifetime seconds 1800
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Configure ACLs
Crypto ACL sareused to identify interesting traffic to the router. Interesting traffic istraffic that must
be encrypted when leaving the router or traffic that must be encrypted when it arrives at the router
(from the peer). Obviously the router encrypts the outbound interesting traffic en route to the peer.
If the router receives traffic from the peer that should be encrypted but is not, the traffic is dropped.
The configuration for this enterprise network isreferred to as a full-mesh VPN because all traffic
among the three locations is encrypted. Each router must be configured to encrypt traffic destined
for the other two peers. Theaccess-list command enablesyou to create the necessary ACL sfor these
connections.

NOTE TheACLsdo not require the same ACL number, although it simplifies troubleshooting
of VPN connectionsiif both peers have very similar configuration settings.

m Configurethe crypto ACLs on the New York router.

NewYork (config)#access-1list 110 permit ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255
NewYork(config)#access-1list 120 permit ip 10.10.10.0 0.0.0.255 10.10.30.0 0.0.0.255

m  Configure the crypto ACLs on the Atlanta router.

Atlanta(config)#access-1list 120 permit ip 10.10.30.0 0.0.0.255 10.10.10.0 0.0.0.255
Atlanta(config)#access-1list 130 permit ip 10.10.30.0 0.0.0.255 10.10.20.0 0.0.0.255

m Configure the crypto ACLs on the Los Angeles router.

LosAngeles(config)#access-1list 110 permit ip 10.10.20.0 0.0.0.255 10.10.10.0
0.0.0.255

LosAngeles(config)#access-1list 130 permit ip 10.10.20.0 0.0.0.255 10.10.30.0
0.0.0.255

Create and Apply Crypto Maps
The crypto map is used to apply the ACL s, define the addresses for the local and remote peers, and

define how the IPSec SA is established and maintained. Each crypto map is given a sequence number
and a name. For this exercise, the name crypto-map is used after the peer location.

m  Configure the crypto maps on the New York router.

NewYork (config)#crypto map MCNS 10 ipsec-isakmp

NewYork (config)#match address 110

NewYork(config)#set peer 192.168.20.1

NewYork (config)#set pfs group2

NewYork (config)#set transform-set NY-to-LA

NewYork (config)#set security-association lifetime seconds 1800
NewYork (config)#crypto map MCNS 20 ipsec-isakmp
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NewYork(config)#match address 120

NewYork (config)#set peer 192.168.30.1

NewYork (config)#set pfs group2

NewYork(config)#set transform-set NY-to-ATL
NewYork(config)#set security-association lifetime seconds 1800
NewYork(config)#interface serial@
NewYork(config-if)#crypto-map MCNS

m Configure the crypto maps on the Atlanta router.

Atlanta(config)#crypto map MCNS 10 ipsec-isakmp
Atlanta(config)#match address 120

Atlanta(config)#set peer 192.168.10.1

Atlanta(config)#set pfs group2

Atlanta(config)#set transform-set ATL-to-NY
Atlanta(config)#set security-association lifetime seconds 1800
Atlanta(config)#crypto map MCNS 20 ipsec-isakmp
Atlanta(config)#match address 130

Atlanta(config)#set peer 192.168.20.1

Atlanta(config)#set pfs group2

Atlanta(config)#set transform-set ATL-to-LA
Atlanta(config)#set security-association lifetime seconds 1800
Atlanta(config)#interface serial@
Atlanta(config-if)#crypto-map MCNS

m  Configure the crypto maps on the Los Angeles router.

LosAngeles(config)#crypto map MCNS 10 ipsec-isakmp
LosAngeles(config)#match address 110

LosAngeles(config)#set peer 192.168.10.1

LosAngeles(config)#set pfs group2

LosAngeles(config)#set transform-set LA-to-NY
LosAngeles(config)#set security-association lifetime seconds 1800
LosAngeles(config)#crypto map MCNS 20 ipsec-isakmp
LosAngeles(config)#match address 130

LosAngeles(config)#set peer 192.168.30.1

LosAngeles(config)#set pfs group2

LosAngeles(config)#set transform-set LA-to-ATL
LosAngeles(config)#set security-association lifetime seconds 1800
LosAngeles(config)#interface serial0
LosAngeles(config)#crypto-map MCNS

MCNSis currently negotiating to acquire another organization that consists of 15 locations. The
ClO wants to implement a certificate server to ensure that their VPN solution is able to scale with
company growth. The CA isan Entrust CA server and is hosted on the Internet at 192.168.242.42.
The same organization that hoststhe CA server isaso hosting an NTP server at 192.168.242.47. All
MCNS border routers are configured to pull time from this NTP server. Figure 21-2 shows the cur-
rent addressing structure for each location of the organization along with the location of the CA
server. For themoment you arejust to enroll all locationswith the CA. You will completethe migration
of the VPNsif and when MCNS completes the acquisition of the new organization.
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Figure 21-2 MCNSand CA Server

New York
(Headquarters)
CA Server ) 3745 Router
192.168.242.42 - Internal 10.10.10.1/24

External 192.168.10.1/24

Los Angeles
(Branch Office)

—
i
3640 Router

Internal 10.10.20.1/24
External 192.168.20.1/24

Atlanta
(Branch Office)
NTP Server '3’:7 3640 Router
—4 Internal 10.10.30.1/24
192.168.242.47 . ' External 192.168.30.1/24

Task 3: Configure CA Support

Only afew steps are required to configure the router for CA support. Configure the host name and
domain name for the router and configure time (or NTP). NTP is the better alternative because it
ensuresthat all routers maintain the correct, synchronized time. This task consists of the following
subtasks:

a. Configure host name and domain name.
b. Configure NTP.
c. Enroll with the CA.

Configure Host Name and Domain Name
Configure each of the routersto connect with the CA. You must first configure the domain name on

the router, define the CA, and generate the RSA keys.

m  Configure CA support on the New York router.

NewYork (config)#ip domain-name example-secur.com

NewYork (config)#ip host CA-Server 192.168.242.42

NewYork (config)#crypto key generate rsa 1024

NewYork (config)#crypto ca identity CA_Server

NewYork(cfg-ca-id)#enrollment mode ra

NewYork(cfg-ca-id)#enrollment url http://CA-Server/certsrv/mscep/mscep.dll
NewYork(cfg-ca-id)#crl optional

NewYork(cfg-ca-id)#Ctrl Z
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NewYork#write memory
NewYork#configure terminal
NewYork (config)#crypto ca authenticate CA-Server

You receive the following response:

Certificate has the following attributes:
Fingerprint: 8547FECA ABAC4C7C 77E5A11 6A6A9951
% Do you accept this certificate? [yes/no]: y

m  Configure CA support on the Atlanta router.

Atlanta(config)# ip domain-name example-secur.com
Atlanta(config)# ip host CA-Server 192.168.242.42
Atlanta(config)# crypto key generate rsa 1024
Atlanta(config)#crypto ca identity CA_Server
Atlanta(cfg-ca-id)#enrollment mode ra
Atlanta(cfg-ca-id)#enrollment url http://CA-Server/certsrv/mscep/mscep.dll
Atlanta(cfg-ca-id)#crl optional
Atlanta(cfg-ca-id)#Ctrl Z

Atlanta#write memory

Atlanta#configure terminal

Atlanta(config)#crypto ca authenticate CA-Server

You receive the following response:

Certificate has the following attributes:
Fingerprint: 145DD254 AAB54ABA 7A85D54A1 D2DB22D54
% Do you accept this certificate? [yes/no]: y

m  Configure CA support lists on the Los Angeles router.

LosAngeles(config)# ip domain-name example-secur.com
LosAngeles(config)# ip host CA-Server 192.168.242.42
LosAngeles(config)# crypto key generate rsa 1024
LosAngeles(config)#crypto ca identity CA_Server
LosAngeles(cfg-ca-id)#enrollment mode ra
LosAngeles(cfg-ca-id)#enrollment url http://CA-Server/certsrv/mscep/mscep.dll
LosAngeles(cfg-ca-id)#crl optional
LosAngeles(cfg-ca-id)#Ctrl Z

LosAngeles#write memory

LosAngeles#configure terminal
LosAngeles(config)#crypto ca authenticate CA-Server

You receive the following response:

Certificate has the following attributes:
Fingerprint: BC20A268 E41F584C FFF589A6 AB15A47E
% Do you accept this certificate? [yes/no]: y

Configure NTP
Configuring NTP on the routers ensures that all routers maintain time from the same source. This
can greatly assist you with troubleshooting because activities that occur at different locations have
the same time in both system log files. In addition, the correct time is necessary to ensure that there
isno time difference between the routers and the CA server. Inthisexercise, youto useasingleNTP
source; however, you should also use a backup NTP source.
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m Configure NTP on the New York router.

NewYork (config)#clock timezone EST -5
NewYork (config)# ntp server 192.168.242.47
NewYork(config)# ntp broadcast client

m  Configure NTP on the Atlanta router.

Atlanta(config)# clock timezone EST -5
Atlanta(config)# ntp server 192.168.242.47
Atlanta(config)# ntp broadcast client

m Configure NTP lists on the Los Angeles router.

LosAngeles(config)# clock timezone PST -8
LosAngeles(config)# ntp server 192.168.242.47
LosAngeles(config)# ntp broadcast client

Enroll with the CA
For the moment the perimeter routers only need to enroll with the CA. The VPN connections may
be converted over to the CA solution after the company merger is completed and the networks
converge.

m  Enroll the New York router.

NewYork (config)#crypto ca enroll CA_Server

%Start certificate enrollment .

%Create a challenge password. You will need to verbally provide
this password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved on the configuration.
Please make a note of it.

Password: New-York

Re-enter password: New-York

%The subject name in the certificate will be: NewYork.secur-example.com
%Include the router serial number in the subject name? [yes/no}: n
%Include an IP address in the subject name? [yes/no]: n

Request certificate from CA? [yes/no]: y

%sCertificate request sent to Certificate Authority

%The certificate request fingerprint will be displayed.

%The 'show crypto ca certificate' command will also show the fingerprint.

NewYork (config)#exit
NewYork# write memory

m Enroll the Atlantarouter.

Atlanta(config)#crypto ca enroll CA_Server

%Start certificate enrollment .

%Create a challenge password. You will need to verbally provide
this password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved on the configuration.
Please make a note of it.

Password: Atlanta

Re-enter password: Atlanta

%The subject name in the certificate will be: Atlanta.secur-example.com
%Include the router serial number in the subject name? [yes/no}: n
%Include an IP address in the subject name? [yes/no]: n
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Request certificate from CA? [yes/no]: y

%sCertificate request sent to Certificate Authority

%The certificate request fingerprint will be displayed.

%The 'show crypto ca certificate' command will also show the fingerprint.

Atlanta(config)#exit
Atlanta# write memory

m Enroll the Los Angelesrouter.

LosAngeles(config)#crypto ca enroll CA_Server

%Start certificate enrollment .

%Create a challenge password. You will need to verbally provide
this password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved on the configuration.
Please make a note of it.

Password: Los-Angeles

Re-enter password: Los-Angeles

%The subject name in the certificate will be: LosAngeles.secur-example.com
%Include the router serial number in the subject name? [yes/no}: n
%Include an IP address in the subject name? [yes/no]: n

Request certificate from CA? [yes/no]: y

%sCertificate request sent to Certificate Authority

%The certificate request fingerprint will be displayed.

%The 'show crypto ca certificate' command will also show the fingerprint.

LosAngeles(config)#exit
LosAngeles# write memory

Task 4: Secure Remote Access

The corporate office, New York, will serve asthe central point where remote salespeople will
connect. The following configuration will be added to the New York router. The network segment
192.168.100.0 255.255.255.224 will be used. Dynamic crypto maps are used when you are not
completely sure of the configuration of the remote peer. This allows the router to negotiate a
connection with the remote access users. This task consists of four subtasks:

a. Implement AAA.
b. Configure ACLs.
c. Instal theVPN client on the remote user system.

d. Implement VPNsusing CA.

NewYork (config)#crypto isakmp policy 200

NewYork (config-iskamp)#hash md5

NewYork(config-iskamp)#authentication pre-share

NewYork(config)#crypto isakmp key userkey address 192.168.100.0 0.0.0.31

NewYork (config-iskamp)#crypto ipsec transform-set remotepolicy esp-des esp-md5-hmac
NewYork (config)#crypto dynamic-map dyna 40

NewYork (config-dynamic)#set transform-set remotepolicy

NewYork (config)#crypto map remoteusers 40 ipsec-isakmp dynamic dyna
NewYork(config)#interface serial 0

NewYork(config)#crypto map remoteusers
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Task 5: Secure the Enterprise Network
Thefinal task isto secure the enterprise network. There are three subtasks:

a.
b.

C.

Implement the Cisco 10S firewall IDS.
Implement authentication proxy.

Implement CBAC.

Implement the Cisco I0S Firewall IDS
Configuring the Cisco |0S firewall I1DS as the border router for each location enables you to deter-
mine what type of traffic is attempting to access the network. Much of thisinformation can be
derived from the Cisco |OS firewall logs; however, the Cisco |OS firewall DS generates specific
alerts and can perform other actions to drop or reset the connection. It isimportant to establish a
network baseline so that you can identify normal traffic and reduce the number of false positive
alerts. For thisexercise, the Cisco |0Sfirewall IDS at each location is configured to merely send an
alert, and the specific concern in this exercise is traffic coming from 192.168.103.0/24. Before con-
figuring the Cisco |OSfirewall IDS, you must first define the configuration parameters:

Sensor | P address—Internal interface |P address for each location
Organization name—MCNS

Organization | D—100

Host name—The router name for each location

Host ID—Thisisthe third octet for each internal interface |P

Post office port—45000

Figure 21-3 depicts the current network configuration for the implementation of the Cisco 10S
firewall IDS.

Step 1 Configure the notification type.

Each router must be configured to send alertsto a syslog server.
« Configure notification type on the New York router.

NewYork(config)# ip audit notify log

« Configure notification type on the Atlanta router.

Atlanta(config)# ip audit notify log

« Configure notification type on the Los Angeles router.

LosAngeles(config)# ip audit notify log
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Figure 21-3 MCNS Network Configuration of IDS

Organization Name: MCNS 3745 Router
P . Internal 10.10.10.1/24
Sggsiigf?iitéogolg . iSOgOO External 192.168.10.1/24

Sensor IP 10.10.10.1
Hostname: New York
Host ID: 10

—

o

7  New York
' (Headquarters)

# CSPM
10.10.10.200

Los Angeles
(Branch Office)

===
3640 Router

Internal 10.10.20.1/24
External 192.168.20.1/24

Sensor IP 10.10.20.1
Hostname: LosAngeles
Host ID: 20 e

===  Atlanta

i (Branch Office)

3640 Router
Internal 10.10.30.1/24
External 192.168.30.1/24

Sensor IP 10.10.30.1

Hostname: Atlanta
Host ID: 30

Step 2 Configure the post office parameters.

Each router must be configured to communicate with centralized
management.

« Configure post office parameters on the New York router.
NewYork(config)# ip audit po remote hostid 10 orgid 100

rmtaddress 10.10.10.200 localaddress 10.10.10.1 port 45000 preferences
50 timeout 10 application logger

« Configure post office parameters on the Atlanta router.

Atlanta(config)# ip audit po remote hostid 30 orgid 100 rmtaddress
10.10.10.200 localaddress 10.10.30.1 port 45000 preferences
50 timeout 10 application logger

 Configure post office parameters on the Los Angeles router.

LosAngeles(config)# ip audit po remote hostid 20 orgid 100 rmtaddress
10.10.10.200 localaddress 10.10.20.1 port 45000 preferences
50 timeout 10 application logger

421
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Step 3 Define the protected network.

* Define the protected network on the New York router.

NewYork(config)# ip audit protected 10.10.10.1 to 10.10.10.254

« Define the protected network on the Atlanta router.

Atlanta(config)# ip audit protected 10.10.30.1 to 10.10.30.254

« Define the protected network on the Los Angeles router.

LosAngeles(config)# ip audit protected 10.10.20.1 to 10.10.20.254

Step 4 Define the info and attack actions.

» Define the info and attack actions on the New York router.
NewYork(config)# ip audit info action alarm
NewYork (config)# ip audit attack action alarm

» Definetheinfo and attack actions on the Atlanta router.
Atlanta(config)# ip audit info action alarm
Atlanta(config)# ip audit attack action alarm

 Definetheinfo and attack actions on the Los Angeles router.
LosAngeles(config)# ip audit info action alarm

LosAngeles(config)# ip audit attack action alarm

Step 5 Exclude specific signatures.

 Exclude signatures on the New York router.

NewYork (config)#access-1list 74 deny 192.168.103.0 0.0.0.255
NewYork (config)#access-1list 74 permit any
NewYork(config)#ip audit signature 2154 list 74

NewYork (config)#ip audit signature 3104 list 74
NewYork(config)#ip audit signature 3152 list 74

» Exclude signatures on the Atlanta router.

Atlanta(config)#access-1list 74 deny 192.168.103.0 0.0.0.255
Atlanta(config)#access-1list 74 permit any
Atlanta(config)#ip audit signature 2154 list 74
Atlanta(config)#ip audit signature 3104 list 74
Atlanta(config)#ip audit signature 3152 list 74

* Exclude signatures on the Los Angeles router.

LosAngeles
LosAngeles

config)# access-list 74 deny 192.168.103.0 0.0.0.255
config)#access-1list 74 permit any
LosAngeles(config)#ip audit signature 2154 list 74
LosAngeles(config)#ip audit signature 3104 list 74

LosAngeles (config)#ip audit signature 3152 list 74
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Create the audit rule.

» Create the audit rules on the New York router.

NewYork(config)#ip audit name NewYork info
NewYork(config)#ip audit name NewYork attack list 75
NewYork (config)#access-1list 75 deny 10.10.10.0 0.0.0.255
NewYork (config)#access-1list 75 permit any

Create the audit rules on the Atlanta router.

Atlanta(config)#ip audit name Atlanta info
Atlanta(config)#ip audit name Atlanta attack list 75
Atlanta(config)#access-1list 75 deny 10.10.30.0 0.0.0.255
Atlanta(config)#access-list 75 permit any

Create the audit rules on the Los Angeles router.

LosAngeles(config)#ip audit name LosAngeles info
LosAngeles(config)#ip audit name LosAngeles attack list 75
LosAngeles(config)#access-1list 75 deny 10.10.20.0 0.0.0.255
LosAngeles(config)#access-1list 75 permit any

Apply the IDS audit rule.
« Apply the IDS audit rule on the New York router.

NewYork (config)#interface s0
NewYork(config-if)#ip audit NewYork in

Apply the IDS audit rule on the Atlanta router.

Atlanta(config)#interface s0
Atlanta(config-if)#ip audit Atlanta in

Apply the IDS audit rule on the Los Angeles router.

LosAngeles(config)#interface sO
LosAngeles(config-if)#ip audit LosAngeles in

Implement Authentication Proxy
MCNS maintains a DMZ segment in New York and hosts an application that needs to be available
to their business partners. This example configures the Cisco | OS firewall to perform authentication
proxy inbound without CBAC or NAT for any source attempting to access this application by the
destination address 172.16.10.101. Configuration of the authentication proxy requiresthefollowing

three steps:

1. Configure AAA.

2. Configurethe HTTP server.

3. Configure the authentication proxy.

Figure 21-4 show the location of the AAA server and partner application in New York.

423
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Figure 21-4 New York Partner Application

Step 1

Step 2

Step 3

3745 Router
Internal 10.10.10.1/24
External 192.168.0.1/24
DMZ 172.16.10.1/24
New York ./-’:7
(Headquarters) 1

TCACS Server
10.10.10.201

Partner Application
167.16.10.101

Configure AAA.

The Cisco 10Sfirewall first needsto be configured to communi cate with the
TACACS+ server.

NewYork (config)#aaa new-model

NewYork(config)#aaa group server tacacs+ Partner

NewYork (config)#aaa authentication login default group tacacs+

NewYork (config)#aaa authorization auth-proxy default group Partner

NewYork(config)#tacacs-server host 10.10.10.201

NewYork (config)#tacacs-server key abc123

NewYork (config)#access-1list 103 permit tcp host 10.10.10.201 eq
tacacs host 10.10.10.1

Configure the HTTP server.

NewYork (config)#ip http server
NewYork (config)#ip http authentication aaa

Configure the authentication proxy.

NewYork (config)#access-1list 25 deny any

NewYork (config)#ip http access-class 25
NewYork(config)#ip auth-proxy name Partner http
NewYork (config)#interface SO

NewYork (config-if)#ip auth-proxy Partner

Implement CBAC
Configure an inspection rule called examineNY, examineATL, and examineL A for the New York,
Atlanta, and Los Angeles routers, respectively. Apply the rule on the Ethernet interface so that
inbound traffic (which is exiting the network) is inspected; return traffic is only permitted back
through the firewall if part of a session, which begins from within the network.
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Define the CBAC rule.

NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip
NewYork (config)#ip

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

name
name
name
name
name
name
name
name
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examineNY
examineNY
examineNY
examineNY
examineNY
examineNY
examineNY
examineNY

NewYork (config)#interface fastetherneto/0
NewYork(config-if)#ip inspect examineNY in

m Atlantarouter CBAC configuration

Definethe CBAC rule.

Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip
Atlanta(config)#ip

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

name
name
name
name
name
name
name
name

examineATL
examineATL
examineATL
examineATL
examineATL
examineATL
examineATL
examineATL

Atlanta(config)#interface fastethernet0/0
Atlanta(config-if)#ip inspect examineATL in

ftp timeout 3600

rcmd timeout 3600
realaudio timeout 3600
http timeout 3600

smtp timeout 3600

tftp timeout 30

udp timeout 15

tcp timeout 3600

ftp timeout 3600

rcmd timeout 3600

http timeout 3600
realaudio timeout 3600
smtp timeout 3600

tftp timeout 30

udp timeout 15

tcp timeout 3600

m LosAngelesrouter CBAC configuration

Define the CBAC rule.

LosAngeles(config)##ip inspect name examineLA ftp timeout 3600
LosAngeles(config)##ip inspect name examineLA rcmd timeout 3600

LosAngeles(config)#ip
LosAngeles(config)#ip
LosAngeles(config)#ip
LosAngeles(config)#ip
LosAngeles(config)#ip
LosAngeles(config)#ip

inspect
inspect
inspect
inspect
inspect
inspect

name
name
name
name
name
name

examineLA
examineLA
examineLA
examineLA
examineLA
examineLA

http timeout 3600
realaudio timeout 3600
smtp timeout 3600

tftp timeout 30

udp timeout 15

tcp timeout 3600

LosAngeles(config)#)#interface fastetherneto/o

LosAngeles(config-if)#ip inspect examineLA in
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APPENDIX

Answers to the “Do | Know This
Already?” Quizzes and Q&A
Sections

Chapter 1
“Do | Know This Already?” Quiz
1. ac,de
2. e
3. ad
4. Db, de
5. ad
6. abe
7. True
8. b,cefgi
9. e
10. b
11. False

Q&A
1. Why is consistency important in a network policy?

Answer: Consistency isimportant for two main reasons. First, it may be nearly impossible
to enforce something that is not consistently applied. Second, a consistent policy isless
open to interpretation. Therefore, there is agreater chance that the goals of the policy are
fulfilled.
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2. Whyisit soimportant that management accept the policy?

Answer: Because management’stask isto make the company run, they are ultimately in charge
of what initiatives take precedence over other initiatives. Also, because management is tasked
with ensuring that employees obey policies, no policy can succeed unless management agrees
with that policy.

3. How often should testing occur?

Answer: Thereis no specific time between testing cycles. Because the security wheel isanever-
ending process, testing needs to occur after any significant changeto the network. In very large
organizations, testing can and should be a continuous process. In avery small organization,
testing may occur only once per year.

4. When should monitoring occur?

Answer: Monitoring should be continuous, with new monitoring added when changes to the
network occur.

5. Whyisit necessary to even have a written security policy?

Answer: Without awritten policy, there can be no formalized way of ensuring that the goalsfor
network security arefulfilled. Thewritten plan, among other benefits, enables management and
the technical team to gain feedback on their efforts.

6. Whyisitimportant to specify sanctions for failing to abide by the security policy?

Answer: To effectively enforce the policy, there must be sanctions for failing to abide by that
policy. In the same way that almost all human resources departments have sanctions for unac-
ceptable behavior, the security policy must have sanctions.

7. Whyisit not a security risk to publish the security policy on a public website?

Answer: The security policy isnot atechnical document. No | P addresses, specific equipment,
or specific techniques should be stated within the document. If the policy iswritten correctly,
distributing the policy is not a security concern. The implementation plan for a section of the
policy iswhere specifics, such as the equipment used or the specific configurations, are stated.

8. Why isthe security policy shown in the center of the security wheel?

Answer: The security policy isthe driving force that causes all four of the steps of the security
wheel to occur. It isthe policy that dictates the need to secure, test, monitor, and improve.
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9. Why should a policy be implemented globally? Why not just implement it at one site?
Answer: Many companieswith electronic communi cations between sitesfail to properly secure
between these sites. In these cases, a breach at any one site exposes the whole of the corporate
network to attacks. Although it is possible to implement specific equipment and configurations
at individua sites, only acomprehensive approach to security ensures that the entire corporate
network is as secure as possible.

10. Why isflexibility important in a security policy?
Answer: The security policy should be specific enough to define all requirements, but not so
inflexible that it does not account for growth within the organization or changes in infrastruc-
ture. Keep in mind that the security policy is aliving document and should constantly be re-
viewed and modified as necessary to ensure its relevance for the organization.
11.  What organization published the Site Security Handbook?
Answer: Internet Engineering Task Force (IETF)
Chapter 2
“Do | Know This Already?” Quiz

1. ad

2. a

3. a

4. C

5. €

6. d

7. d

8 b

9. C

10. Fase
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Q&A
1. Anapplication that is supposed to monitor your network and alert you in the event of an outage
isbeing considered by your manager. You begin testing the product and discover that it requires
a management connection to every network component (each requiring a password) but main-
tains these nonencrypted (clear-text) connections. Thiswould require that the system send
clear-text passwordsto every networ k component that you want to manage. Would you consider
this product for you network and why?

Answer: Any product that requires you to send passwordsin clear text poses a significant risk.
The passwords could be intercepted and used for a variety of different attacks.

2. How many TCP ports can an can a system communicate over if no ports are blocked and a
service islistening on every available port?

Answer: It is possible to remotely connect to a computer on any of 65,535 ports.

3. What arethree* self-imposed vulnerabilities” ?

Answer: There are three main reasons that security attacks can become effective and damage
networks: lack of effective policy (policy weakness), configuration weakness, and technology
weakness.

4. Can a system misconfiguration be a security vulnerability.

Answer: Yes. A simple misconfiguration can cause severe security issues.

5. Why would you not want to install security devices using the default settings?

Answer: The default settings are the same on most network components when they ship from
the factory. If you implement a component and do not change the password, that system could
be accessed by anyone who knows the default password for that product. A very common type
of attack includes using every default password combination to access a device.

6. How does NFS make network connections and why can it be difficult to secure?

Answer: Because NFS uses arandom selection of ports, it can be difficult for an administrator
to limit access.



10.

11.

12.
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Why isit difficult to determine whether IP traffic is spoofed?

Answer: The header and footer on an | P packet can beintercepted and modified without |eaving
evidence of the change.

What is a structured threat?

Answer: A structured thread is an organized effort to breach a specific target.

Which type of threat is more common: structured or unstructured?

Answer: Unstructured threats are by far the most common.

Why should your security administrator be well trained and very familiar with the product that
sheisusing?

Answer: A poorly trained administrator of afirewall can mistakenly allow too many servicesto
traverse the firewall and allow access to services that expose vulnerabilities and increase the
potential success of an attack on the network.

What is the goal of a reconnaissance attack?

Answer: The goal of this reconnaissance is to determine the makeup of the targeted computer
or network and to search for and map any vulnerabilities.

What isa “ vertical scan” ?

Answer: Scanning the service ports of asingle host and requesting different services at each
port.

What isa “ worm” ?

Answer: A worm attaches itself to other files or programs and exploits vulnerabilities on
networked systems to replicate itself.

What is a DDoS attack?

Answer: A DDoS attack is an attack launched from multiple systems against asingletarget and
isintended to interrupt that system or network by overwhelming it with traffic.
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Chapter 3

“Do | Know This Already?” Quiz

Q&A

1.

©

N o a & w0 b

d
ab
e
e
a
b
ab
b, c

Define the term internetworking.

Answer; The task of connecting networks so that they can share resources.

How does the use of RFC 1918 addressing on internal networks help prevent attacks that
originate fromthe Internet?

Answer; RFC 1918 address space is not routable across the Internet.

What isa major limitation of a statically configured firewall?

Answer: It can only protect against “known attacks.”

What type of IDS uses a system baseline for acceptable behavior?
Answer: Anomaly-based IDS.

What processes enable you to look at events on the network from different views?

Answer: Correlation and trending.

What is the goal of the security process?

Answer: Constant improvement of the network.
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Chapter 4

“Do | Know This Already?” Quiz
1.

c
b

e

N o a & w b
o

o T O

© «

10. f

Q&A
1. You have just started work at a new facility and need to configure an old unused router.
Unfortunately you cannot find the current password for the router. What router configuration
mode would you need to enter to change the password?

Answer: You need to be in the ROM monitor mode to change the password.

2. c,ab,ed

3. What isthe best way to ensure that your configuration changes are not lost if the router is
rebooted?

Answer: Copy the running configuration to the startup configuration.
4. Ifit hasnot been changed using the prompt command, what will the prompt for Router A [ook
like in the global configuration mode?

Answer: RouterA (config)#



434 Appendix : Answers to the “Do | Know This Already?” Quizzes and Q&A Sections

5. What is the difference between the end and the exit commands?

Answer: The end command returns you to the privileged EXEC mode, and the exit command
returns you to the global configuration mode.

6. What command enables you to see the available commands in your current configuration
mode?

Answer: ?

7. How do you configure CBAC to implement reflexive access lists?

Answer: Reflexive ACLs cannot be used with CBAC.

8. What type of cableisrequired to complete a telnet connection to the router via Ethernet 0/0
interface.

Answer: The connection is completed viathe router’s Ethernet interface. This requiresthat the
router be connected to the network using an Ethernet cable (RJ-45).

9. What type of router management is considered to be the most secure, yet the most difficult to
use for enterprise networks? (Explain your answer.)

Answer: The console connection is considered the most secure because it requires physical
access to the router. It can aso be the most difficult to maintain in alarge enterprise network
because the routers may be installed al over the world.

10. What command generates the key used for SSH on the |OS router?
Answer: crypto key gener atersa [key-length]

11.  What Cisco |OSfirewall feature enables administrators to configure access to services on
nonstandard ports?

Answer: Port-to-application mapping

12.  What AAA server types can interact with the |OSfirewall?
Answer: TACACS+, RADIUS, Kerberos

13. How doesthe Cisco I0Sfirewall ensure that routing updates are valid?

Answer: It validated the source by using peer authentication.
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How many levels of command access does the CLI have?

Answer: Cisco |0S Software has two levels of access to commands by default: user EXEC
mode (level 1) and privileged EXEC mode (level 15).

What are some of the characteristics of the enable password?

Answer: It must contain from 1 to 25 uppercase and lowercase a phanumeric characters. It must
not have a number as thefirst character. It can have leading spaces, but they are ignored. How-
ever, intermediate and trailing spaces are recognized. And it can contain the question mark (?)
character.

What are the commands associated with privileged level 0?

Answer: There arefive commands associated with privilegelevel 0: disable, enable, exit, help,
and logout.
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4. What isthe banner login command used for?

Answer: The banner login command is used for informational messages displayed when the
userslogintoarouter or switch. The banner could inform the usersthat if they are unauthorized
users accessing the device, they could be disconnected immediately or could face legal actions
by the owners of the device.

5. Give one example of telnet vulnerability?

Answer: Passwords sent over atelnet session arein clear text. Thismakesit an insecure method
for remote access, especially over public networks.

6. Givetwo advantages of using SSH for connecting to your device?
Answer: By using SSH one can mitigate against spoofing, man-in-the-middle attacks, and
session hijacking.

7. What is maximum number of MAC addresses allowed on a port?

Answer: The total number of MAC addresses on any port cannot exceed 1025

8. What does the service passwor d-encryption command do?

Answer: The service passwor d-encryption command stores passwords in an encrypted
manner in the router configuration.

9. What isthe advantage of using the enable secret command over enable password command?
Answer: The enable secret command provides better security by storing the enable secret
password using a nonreversible cryptographic function.

10. What are the steps required to configure SSH on a Cisco 10S router?
Answer: The four steps required to enable SSH support on a Cisco 10S router are as follows:
1. Configure the hostname command.
2. Configure the DNS domain.
3. Generate the SSH key to be used.

4. Enable SSH transport for vty lines.
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Which port is reserved TACACS+ use?

Answer: TCP 49

Why is PAP considered insecure compared to other authentication protocols such CHAP and
MS-CHAP?

Answer: It sends username and password in clear text.

What type of encryption algorithm does CHAP uses during the three-way handshake?
Answer: MD5

Who developed and designed the Kerberos authentication protocol ?

Answer: Massachusetts I nstitute of Technology

Give one difference between CHAP and MS-CHAP?

Answer: CHAP defines a set of “reason-for failure” codes returned in the failure packet
Message field.
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6. Which versions of the TACACS protocol in Cisco |OS Software have officially reached end-of-
maintenance?

Answer: The TACACS and XTACACS protocolsin Cisco |0S Software are officially
considered end-of -maintenance and are no longer maintained by Cisco for bug fixes or
enhancement

7. What command is used to disable the console password for a network access server?

Answer: The command no login is used in the global configuration mode.

8. Which two popular authentication methods does PPP support?
Answer: PAP and CHAP are the two authentication methods that PPP supports.

9. Inthe RADIUS security architecture, what is the network access server?

Answer: The network access server isthe client in the RADIUS security architecture.

Chapter 7

“Do | Know This Already?” Quiz

1. C
2. d
3. b
4. C
5. d
6. b
7. b
8. e
9. b
10. cC

Q&A
1. What command enables AAA on a router/NAS?

Answer: aaa new-model
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Which of the AAA services can be used for billing and auditing?

Answer: Accounting

What are the seven types of AAA authorization that are supported on the Cisco 10S Software?

Answer: The seven types of AAA authorization are auth-proxy, commands, EXEC, network,
reverse access, configuration, and |P maobile

What AAA command would you use to configure authentication for login to an access server?

Answer; aaa authentication login

Name two authorization methods supported by AAA?

Answer: TACACS, local, if-authenticated, and RADIUS are all supported by AAA as
authorization methods.

What command enables you to troubleshoot a AAA authorization problem?

Answer: debug aaa authorization

How many authentication methods can you specify in AAA configuration?

You can specify up to four authentication methods. The additional methods of authentication
are used only if the preceding method returns an error, not if it fails. To specify that the authen-
tication should succeed even if all methods return an error, specify none as the final method in
the command line.

What is the difference between a FAIL response and an ERROR response in a AAA
configuration?

Answer: A FAIL response occurs when a user submits an incorrect username and password
combination. An ERROR response occurs when the security server failsto respond to an
authentication request.

How would you display all the accounting records for actively accounted functions?

Answer: show accounting

What command disables AAA functionality on your access server?

Answer: no aaa new-model. This command is done in the global configuration mode.
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Chapter 8
“Do | Know This Already?” Quiz
1. a
2. b
3. b
4. a
5. a
6. acd
7. C
8. b

Q&A
1.  What isthe command that specifies a TACACS server?

Answer: tacacs-server host

2. Givetwo commandsto test and verify your RADIUS configuration?

Answer: debug radius, debug aaa authentication

3. What isthe purpose of the tacacs-server key command?

Answer: The tacacs-server key command specifies the encryption key that will be used.

4. What isthe purpose of the keyword local in the following configuration line?

aaa authentication ppp test1 tacacs local

Answer: Keyword local indicates that authentication is attempted using the local database on

the router if the TACACS server returns an error.

5. Isit possible to change the default port used by RADIUS authentication?

Answer: Yes. The command radius-server host { hostnamelip address} { auth-port port-

number} can change the default port 1645.
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6. What isthe command to delete the RADIUS server configuration?
Answer: no radius-server host

7. What isthe command to enable network-level authorization to use a TACACS+ server?

Answer: aaa authorization network tacacs

8. Which testing and verifying command used for TACACS+ produces a substantial amount of
output?

Answer: debug tacacs events

9. What isthe default port that is reserved for TACACS?
Answer: The default port reserved for TACACSis TCP 49.

10. Isit possible to have both RADIUS and TACACS configuration on a single router/NAS?
Answer: A single router can have both RADIUS and TACACS server configured.

Chapter 9

“Do | Know This Already?” Quiz

1. a
2. a
3. ab,c
4. d
5. a
6. acd
7. d
8. C
9. C

10. ab,c
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Where does the Cisco Secure ACSwrite its accounting records?

Answer: Cisco Secure ACS writes accounting records to a comma-separated value (CSV) log
file or ODBC database.

Give one example of the user repository that Cisco Secure ACS supports?

Answer: Windows Active Directory, Generic LDAP, Novell NetWare Directory Services,
CRYPTOCard token server, SafeWord token server, PassGo token server, RSA Securel D token
server, AXENT, LEAP proxy agent, Safeword, ActivCard token server, Vasco token server.

Give one advantage of using Cisco Secure ACS?

Answer: Centralized access control and accounting

Give two examples of the password protocols that are supported by Cisco Secure ACS?

Answer: Cisco Secure ACS supports many common password protocolsincluding EAP-CHAPR,
EAP-TLS, LEAP, ARAP, ASCII/PAP, CHAP, and MS-CHAP

Mike is a network administrator at an engineering firm. He would like to restrict access to
consultants during the weekend. Can Cisco Secure ACS help Mike?

Answer: The Cisco Secure ACS access-restrictions feature enables Mike to deny logins based
on day of week.

What are the core services of Cisco Secure ACS 3.0?
Answer: CSAdmin, CSAuth, CSDBSync, CSLog, CSMon

What is the function of CSAdmin?
Answer: CSAdmin is the service that provides the HTML interface for Cisco Secure ACS.

What are some of the databases that Cisco Secure ACS for UNIX supports?
Answer: Cisco Secure ACS for UNIX supports Sybase and Oracle relational database.

Which core service of the Cisco Secure ACS for Windows provides synchronization with
external RDBMS applications?

Answer: The CSDBSync service provides synchronization of the Cisco Secure user database
with an external RDBM S application.
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10. Name two types of accounting logs generated by Cisco Secure ACS
Answer: Administrative accounting, RADIUS accounting
Chapter 10
“Do | Know This Already?” Quiz
1. ab,c
2. a
3. abcd
4. ab
5. C
Q&A
1.  What factors should you consider when deploying Cisco Secure ACS?
Answer: The factors that should be considered during Cisco Secure ACS deployment include
the following:
m  Number of users
m  Network topology
m  Accesspolicy
m  Network latency and reliability
m  Remote-access policy
m  Administrative-access policy
2. What are the minimum hardware requirements to install Cisco Secure ACS?

Answer: The minimum hardware requirements are as follows:

Pentium 111 processor, 550 MHz or faster
256 MB of RAM

At least 250 MB of free disk space if you are running an external database (if not, more
disk space required)

Minimum graphics resolution of 256 colors at 800 by 600 lines
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3. How does Cisco Secure ACS provide control for remote-access policies?

Answer: Cisco Secure ACS provides control by using acentral authentication and authorization
of remote user.

4. Wherewould beagood placeto start to troubleshoot Cisco Secure ACS-related AAA problems?

Answer: A good place to start troubleshooting Cisco Secure ACS-related AAA problemsis
checking the Failed Attempts Report under Reports and Activity.

5. Doesabrowser using a proxy server have any effect in the administration of a Cisco Secure
ACSremotely?

Answer: Yes, it does. If the browser used for an administrative session is configured to use a
proxy server, Cisco Secure ACS seesthe administrative session originating from the |P address
of the proxy server rather than from the actual address of the computer and will not work.

Chapter 11
“Do | Know This Already?” Quiz
1. ab,c
2. bc
3. a
4. c
5. a
6. d
7. abc
8.
9. d

10. c
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Name the two types of routing protocol authentication (neighbor authentication)?

Answer: The two types of neighbor authentication are plain text and MD5.

Name one weakness of SNMPv1.

Answer: SNMPv1 sendsin clear text community strings that can easily be captured over a
network. SNMPv1 also uses a very weak authentication scheme based on a community string.

How do you enable the HTTP service on the Cisco 10Srouter?

Answer: The HTTP service is enabled with ip http server command on the Cisco | OS router.

What are the security features that are provided by SNMPv3?
Answer: SNMPv3 provides the following security features:

m  Messageintegrity

m  Authentication

m  Encryption

What is an | P directed broadcast?

Answer: An |P directed broadcast is a datagram sent to the broadcast address of a subnet to
which the sending machine is not directly attached. The directed broadcast is routed through

the network as a unicast packet until it arrives at the target subnet, where it is converted into a
link-layer broadcast.

What is the default password when accessing the router via the HTTP service?

Answer: The default password for accessing the HTTP service is the same as the enable
password.

What are the symptoms on the router when an attacker exploitsthe small server services’ that
have been enabled on the router?

Answer: The external manifestation of the problem may be a process table full error message
(%SY S-3 NOPROC) or avery high CPU utilization. The EXEC command show process
shows alot of processes with the same name, such as“UDP Echo.”
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Chapter 12

“Do | Know This Already?” Quiz
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What is the syntax to apply the IP ACL 107 for traffic leaving the interface?

Answer: ip access-group 107 out

Meron is a network administrator in a medium-size company. She wants to deny FTP accessto
the Marketing department on the 10.300.4.0 subnet on Friday, Saturday, and Sunday 7 a.m.
until 10 p.m. Can she do this? If so, how?

Answer: Yes. Meron can use time-based ACL to fulfill her requirements. A sample
configuration for Meron might look like the following:

Firewall(config-if)#ip access-group 110 in
Firewall(config)#access-1list 110 deny tcp

10.300.4.0 0.0.0.255 host 192.168.100.21 eq ftp time-range Mrktgrp
Firewall(config)#time-range Mrktgrp
Firewall(config-time-range)#periodic saturday sunday 7:00 to 20:00
Firewall(config-if)#ip access-group 110 in

What is the syntax to deny telnet access to source host 10.2.2.2 to telnet server 10.200.4.6?
Answer: access-list 101 deny tcp host 10.2.2.2 host 10.200.4.6 eq telnet
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Why do you use thewords “ in” or “ out” when applying an ACL to an interface?

Answer: The“in” ACL has a source on a segment of the interface to which it isapplied and a
destination off of any other interface. The* out” ACL hasa source on asegment of any interface
other than the interface to which it is applied and a destination off of the interfaceto whichitis

applied.

What is the command to apply ACL 101 for outgoing traffic from the internal network?

Answer: ip access-group 101 out

What range of numbersis used for extended |P ACLS?
Answer: 100 to 199 and 2000 to 2699

Create an ACL to deny 192.168.10.0 255.255.255.0 network web access to web server
10.100.10.14.

Answer: access-list 101 deny 192.168.10.0 0.0.0.255 host 10.100.10.14 eq 80

At a minimum, on which routers should you configure ACLs?

Answer: At aminimum, you should configure ACLs on your edge routers.

What type of ACL would you use to prevent a particular host from accessing your FTP server?

Answer; Extended IPACLsgive you the added granularity to specify which type of protocol to
permit or deny to your network or servers.

Ryan configured the following ACL on hisrouter: access-list 113 deny tcp host 10.2.2.7 any
and access-list 113 deny tcp host 10.2.2.8 any. He then applied it to the serial interface of his
router. No packets seem to passing through his router. Why?

Answer: Thereisanimplied “deny” for traffic that isnot permitted. Ryan must have at least one
permit statement in an ACL or al traffic will be blocked.
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Chapter 13
“Do | Know This Already?” Quiz
1. ¢
2. ab
3. c
4. c
5. b,d

Q&A
1. What does port-to-application mapping, otherwise known as PAM, do?

Answer: PAM enables you to customize TCP or UDP port numbers for network services or
applications on nonstandard ports.

2.  What isthe command to configure PAM?

Answer: ip port-map appl_name port port_num [list acl_num]

3.  Name two benefits of the Cisco |0Sfirewall?

Answer: The Cisco |OSfirewall feature set protectsinternal networks from intrusion, monitors
traffic through the perimeter of the network, and enables network commerce viathe World Wide
Web.

4. What are the different ways the IDSfeature in the Cisco 10Sfirewall can be configured to
respond to an attack or suspicious activity on the network?

Answer: Send an alarm, drop the packet, or reset the TCP connection.

5. What does the IDSfeature use to detect and identify patterns of misuse in network traffic?

Answer: The IDS feature identifies 59 of the most common attack signatures to detect patterns
of misuse in network traffic.
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What are the steps in the CBAC configuration process?

Answer: Pick an interface, configure ip accesslist at the interface, configure global timeouts
and thresholds, define an inspection rule, and apply the inspection rule to an interface.

Are inspection rules a requirement for CBAC configuration?

Answer: Yes. Inspection rules are a mandatory requirement for CBAC configuration.

What are the three categories of debug commands that are commonly used to debug CBAC
configuration?

Answer: The three categories for debugging CBAC configuration are generic, transport level,
and application level.

Can CBAC be configured to inspect all TCP, UDP, and ICMP packets?
Answer: No. CBAC isavailable only for TCP and UDP IP protocoal traffic.
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5. What command enables you to show a complete CBAC inspection configured on the Cisco 10S
firewall?

Answer: show ip inspect config

6. What command do you use to turn on audit trail messages?
Answer: ip inspect audit trail

7. What areindicatorsin half-open sessions that CBAC measures before it takes steps to prevent
a DoSattack?

Answer: CBAC measures both the total number of existing half-open sessions and the rate of
session establishment attempts

8. Does CBAC block malicious Java applets that are on .jar format?
Answer: No. CBAC cannot block any Java applet that iswrapped in a.zip or .jar format.

9. Name two features of the CBAC?

Answer; Some of CBAC features include secure per-application DoS detection and prevention
and real-time alerts

10. Name one restriction with using CBAC.

Answer; Some of the restrictions when using CBAC include the following:

m  Packetswith thefirewall asthe source or destination address are not inspected by CBAC.

m If you reconfigure your ACLs when you configure CBAC, be aware that if your ACLsS
block TFTP traffic into an interface, you cannot netboot over that interface. (Thisisnot a
CBAC-specific limitation but is part of existing ACL functionality.)

m CBACisavailableonly for IP protocal traffic. Only TCP and UDP packets are inspected.
Other IPtraffic, such asICMP, cannot be inspected with CBAC and should befiltered with
extended IPACLs instead.
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What happens if the user has previously authenticated and that authentication has not timed
out?

Answer: The user is not prompted to authenticate.

If you are using NAT with authentication proxy, what other feature must you also use?

Answer: CBAC

What are the three steps for configuring authentication proxy on the Cisco 10Sfirewall?

Answer: Configure AAA, configure the HTTP server, and configure the authentication proxy.

True or False: The host nameisrequired onthe HTTP login page to ensure that usersloginto
the correct firewall?

Answer: False. The ip auth-proxy auth-proxy-banner isdisabled by default

What are the three steps for configuring TACACS+ on the CSACS?

Answer: Network configuration, interface configuration, and group setup.



452 Appendix : Answers to the “Do | Know This Already?” Quizzes and Q&A Sections

6. Whereisthe Cisco |0Sfirewall configured on the CSACS?
Answer: On the Network Configuration window, listed under AAA Clients.

7. Whereare dynamic ACLs configured on the CSACSfor RADIUS?
Answer; On the Group Setup window, under Cisco IOS/PIX RADIUS Attributes.

8. What must be running on the client browser to ensure secure login?
Answer: JavaScript

9. What happens if you attempt authentication proxy using S9_7?
Answer: Nothing. Authentication proxy only works over port 80.

10. How many AAA servers can you match with a single Cisco 10Sfirewall for authentication
proxy?
Answer: One. Authentication proxy does not support load balancing.
Chapter 16
“Do | Know This Already?” Quiz
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How are signatures listed in the Cisco 10Sfirewall?

Answer: By number

How does the Cisco |0Sfirewall DS operate?

Answer: Asanin-lineIDS
What are the three actions that are performed by the |OSfirewall IDSwhen malicioustrafficis

discovered?

Answer: Alarm, drop, reset

Why would you want to disable some signatures?

Answer: To reduce the number of false positives

What is POP?

Answer: A Cisco proprietary protocol that allows the IDS and management to communicate

What are the four steps to configuring the firewall IDS?

Answer: Initialize the Cisco |OSfirewall IDS on the router, configure attack signatures, create
and apply audit rules, and add the Cisco 10S firewall IDS to the centralized management.

What must match for POP to work?

Answer: Both the IDS and manager must have the same organization ID.

In the command ip audit po remote. . . timeout, what timeout are you configuring?

Answer: The heartbeat between the IDS and the Director

When you configure ip audit po protected, are you configuring a subnet or address range?

Answer: Address range

Why should you configure a maximum queue for alarms?

Answer: To keep from taxing your memory
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11.  Which signatures create a greater load on the router performance?
Answer: Compound
12. How do you exclude a signature?
Answer; Usetheip audit signature command.
13. What isthefirst step to creating an audit rule?
Answer:; Configure the default actions.
Chapter 17
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What is the preferred key distribution method for configuring VPN peers?
Answer: ISAKMP isthe preferred method.

What is DES?
Answer: Data Encryption Standard is a 56-bit symmetric encryption algorithm.

Of the two hash algorithms, which is more secure?

Answer: SHA-1 is more secure than MD5.
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What are the protocol numbers for ESP and AH?

Answer: ESPis50, and AH is51.

Why isit a good idea to verify connectivity before attempting to configure a VPN connection?
Answer: Because if you cannot establish a connection between the protected networks, you
won't be able to get aVVPN established.”

What isa policy priority?

Answer: The policy priority isanumber between 1 and 10,000 that is assigned when the IKE
policy is created.

What is the first command you should input when creating an IKE policy?

Answer: cryptoisakmp enable

What policy priority number has greater precedence?

Answer: The lower number.

What is the default timeout for the global IPSec SA lifetime?

Answer: 1 hour.

True or False: Crypto access lists are bidirectional ?

Answer: False.

What must you do to activate a crypto map?
Answer: Apply the crypto map to the correct interface.

What does Cisco recommend about manual |PSec?

Answer: It should not be used because it is static and could be relatively insecure.

How could you find out the router host name and domain name of your peer?

Answer: By using the show crypto key pubkey-chain rsa command.

What is the command for generating RSA key pairs?

Answer: crypto key generatersa
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Chapter 18
“Do | Know This Already?” Quiz
1. b
2. a
3. b
4. b
5. C
6. C
7. d
8. a
9. d
10. b

Q&A
1. What protocols are used by SCEP?

Answer: PKCS#7 and PKCS#10

2. Whyisit important to configure the router host name and domain name before requesting a
certificate?

Answer: The host name and domain name are written into the certificate.

3. What isthe best alternative to configuring the date, time, and time zone on your router?

Answer: Configure NTP.

4. What does the option usage keys do when generating RSA key pairs?

Answer: It configures the router to generate two pairs of keys; one for authentication (RSA
signatures) and the other for encryption (RSA nonces).

5. How do you configure the router to accept peer certificatesif the CRL is not accessible?

Answer; The command crl optional
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6. How doestherouter authenticate the CA?
Answer: By receiving the CA self-signed certificate and the CA public key

7. What command sends out a CA/RA request?

Answer: crypto ca authenticate

8. Why should you save the configuration after enrolling with the CA?

Answer: To prevent loss of the certificates if the router reboots

9. What does the command show crypto key pubkey-chain rsa display?

Answer: It lists all the peer public keys on the router.

Chapter 19
“Do | Know This Already?” Quiz
1. b
2. ¢
3. a
4. e
5. b
6. d
7. a
8. d

Q&A
9. How does the Easy VPN Server control VPN policies for remote clients?

Answer: The Easy VPN Server manages all 1PSec policies centrally and pushes the policy out
to the client.

10. What is dead peer detection (DPD)?

Answer: DPD incorporates a series of “keepalive” messages between the |PSec peers when
there is no other traffic passing through the VPN tunnel.
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11. How does the command aaa new model prepare the router for Easy VPN Server?

Answer: Thefirst task is to enable AAA on the router.

12.  What must you do before selecting your |KE parameters for remote VPN clients?
Answer: You must ensure that ISAKMP is enabled on the router.

13.  What servers should you designate when defining the group policy for mode configuration
push?

Answer; DNS servers and WINS servers (if applicable)

14. What must you do to make a dynamic crypto map function?
Answer: Apply the dynamic crypto map to the interface.

15. What isthe difference between crypto isakmp keepalive seconds and retries?

Answer: Keepalive seconds is the time the router waits before sending a keepalive. Keepalive
retriesisthe time the router waits before sending another keepalive after not getting aresponse
from a previous keepalive.

16. What is xauth?

Answer:; Extended authentication (xauth) is a process for using AAA authentication for VPN
connections.

17. How many different remote phase |l modes does Easy VPN Server support?

Answer: Two (client mode and network extension mode)

18. Which remote phase || mode does not support NAT or PAT?

Answer: Network extension mode

Chapter 20

“Do | Know This Already?” Quiz
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3. bd
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If you install CiscoWorks 2000 on any Windows platform, which additional packages are
required?

Answer: Service Pack 2 and the ODBC Drivers (version 3.510)

What isthe significance of configuring the* hub” of the* hub-and-spoke” network to belocated
at the corporate headquarters?

Answer: You want all VPNsto terminate at alocation that is central to the operation of the com-
pany. Also, the headquarters location most likely has the most complex network configuration,
whereas the branch offices are les complex.

What are some of the general settings when configuring the VPN and firewall policies on the
Router MC?

Answer: The general settings determine routing, |PSec failover, and fragmentation parameters
for the VPN connection.

What is meant by “ device hierarchy and inheritance” ?

Answer: Policies that are applied at the global level areinherited by all devicesthat are
configured on the Router MC.

| havejust completed deploying ajob and it appearsthat the VPN is having connectivity issues.
What steps can | take to repair the damage?

Answer: Rollback the job.

What is the method used to capture data about existing devices and send it to the Router MC?

Answer: Device import
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10.

11.

12

13.

What items are predefined in the Router MC?

Answer: Device groups and policies

What is the definition of IPSec?

Answer: |PSec is aframework of open standards that provide security services at the IP layer.

What additional functionality do you get by tunneling 1PSec with GRE?

Answer: You can encapsulate routing protocols within GRE to add resiliency to the
VPN connection.

What is defined within the “ tunnel policies’ ?

Answer: The authentication and encryption agorithms for the |PSec tunnel.

How long can a job remain open?

Answer: Until it has been deployed or rejected.

What should you do if a job deployment doesn't “ stick” ?
Answer: Redeploy the job.

What CiscoWbrks 2000 account has read-only permissions?

Answer: Help Desk









GLOSSARY

3DES Triple Data Encryption Standard. A 168-bit symmetric encryption algorithm.

AAA client AAA client isthe Cisco 10S firewall that is communicating with the CSACS or
AAA server.

AAA server  The AAA server provides authentication and authorization information to the
AAA client.

access attacks An attack designed to exploit a vulnerability and to gain accessto a system or
anetwork.

accessVPN AnaccessVPN isan encrypted connection to a network from a remote location.
Thistype of connection usually requires the use of VPN client software on the remote system.

accounting Accounting records what the user actually does and enables you to track the
services that users are accessing and the amount of network resources that they are consuming.

anomaly-based IDS Intrusion detection system that detects known and unknown attacks by
comparing traffic to “approved behavior” and reacting to any behavior that exceeds the
approved baseline.

approver User permissionsthat are assigned to someone who has the authority to review and
approve policy changes (activities).

atomic signature An atomic signature enables the IDS to trigger based on a single packet.
authentication Authentication providesthe method for verifying theidentity of userswho are
requesting access to network resources. However, authentication does not cover the access

rights of the individuals.

authentication proxy Authentication proxy is used to proxy authentication requeststo a
AAA server. Thisalows for per-user or per-group policies.
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authorization

authorization The process of giving individuals access to system objects based on their identity.
auxiliary port  Dialup connection. The receiving modem is connected to the router auxiliary port.

block scan A block scan isacombination of the vertical scan and the horizontal scan. In other
words, it scans a network segment and attempts connections on multiple ports of each host on that
segment.

CA interoperability CA interoperability isthe component that provides communication
functionality between Cisco devices and CA servers.

Challenge Handshake Authentication Protocol (CHAP) A protocol usedto periodically verify
the identity of the peer using a three-way handshake. The handshake is done upon initial link
establishment and may be repeated anytime after the link has been established.

Cisco IOSfirewall An CiscolOSfirewall isaCisco router that hasthe Cisco |OSfirewall feature
set installed. This allows the router to perform more complex security-related functions.

Cisco |OSfirewall IDS Cisco IOSfirewall IDS compares traffic to predefined attack signatures
to detect and react to malicious traffic.

Cisco SecureAccess Control Server (CSACS) AAA server developed by Cisco that runs on
Windows NT/2000 and UNIX. CSACS integrates well with the Cisco 10S firewall and the Cisco
PIX Firewall. The CSACS can perform asa TACACS+ or RADUI S server and can also be used to
manage other AAA servers.

CiscoWorks 2000 An application that provides server-side support for the administration of PIX
firewalls, SCIDSs, HIDSs, and VPN routers.

compound signature Compound signatures require the IDS to gather a greater amount of data
than an atomic signature to determine whether there is malicious activity.

consoleport  Direct connection from a computer to the router using a console cable.

context-based access control (CBAC) CBAC inspectstraffic up to the application layer and can
affect the traffic based on the configured policy.

corporate security policy A formal statement that specifies a set of rules that users must follow
while gaining access to corporate network access.

correlation The ability to compare log data from multiple sources.
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cryptomap The crypto map is defined during the IPSec configuration and pulls together the
components for the IPSec connection.
debug Command that enables you to troubleshoot problems in a configuration.
destination The destination is the resource that is being requested by the source.
disable If you disable asignature, it no longer is processed by the IDS.

DNSquery A DNSquery providesthe unauthorized user with information such as which address
space is assigned to a particular domain and who owns that domain.

DoS attacks A denial of service attack is designed solely to cause an interruption to a computer
or network.

DoS mitigation The ability to detect and react to potential DoS attacks.

dynamic ACL Dynamic access control lists are aform of authorization that is passed from the
AAA server to the Cisco 10S firewall.

edgerouter A router located at the point where the network interconnects with other networks,
such as the Internet. Also known as the perimeter router.

egress Traffic that is heading outbound.

encryption The trandlation of data into a nonreadable format. Encryption is the most effective
way to achieve data security. To read an encrypted file, you must have access to a secret key or
password that enables you to decrypt it. Unencrypted datais called plain text; encrypted datais
referred to as cipher text.

ESP Encapsulating Security Payload. A protocol that provides data authentication, encryption,
and antireplay protection.

event logging The Cisco IOS firewall can be configured to log all traffic that passes through it.
Thefirewall logs can be very helpful for troubleshooting and network forensics.

exclude A command used when configuring the Cisco IDS. It is possible to exclude a host or
network from a signature without disabling the entire signature.

extended IPACL Extended IP access control lists use source and destination addresses for
matching operations and optional protocol type information for finer granularity of control.
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extranet

extranet A network segment that is designed to provide limited access to resources for business
partners and cooperative projects.

fingerprint The portion of a certificate that is returned by the CA that is used to validate the
certificate.

fingerprinting Fingerprinting is the technique of interpreting the responses of a system to figure
out what it is. In particular, unexpected combinations of data are sometimes sent at the system to
trigger these responses

hierarchy Thelogical grouping of devices to facilitate efficient device management.

horizontal scans Scansan addressrange for a specific port or service. A very common horizontal
scan isthe FTP sweep. Thisis scanning done by scanning a network segment looking for repliesto

connection attempts on port 21.

hub settings Hub settings are used to configure the internal interfaces and networks on the hub
side of the VPN connection.

ingress Traffic that is coming inbound.

inheritance The application of policiesto an upper level affecting groups and devices at |ower
levels.

initial contact A feature that informs the VPN server to remove any old connection data from a
connection that has died and is attempting to reconnect.

Internet Key Exchange (IKE) IKE isahybrid protocol that implements the Oakley key
exchange and Skeme key exchange inside the Internet Security Association and Key Management
Protocol (ISAKMP) framework. (ISAKMP, Oakley, and Skeme are security protocolsimplemented
by IKE.)

intranet Aninternal network that contains resources which have access restricted to internal
usersonly.

I P spoofing  Spoofing is the creation of TCP/IP packets using somebody else’s | P address.

I PSec network security The Cisco |0OS firewall supports |PSec standards and can be used to
configure VPNSs.

Java blocking The Cisco |OS firewall can detect and block malicious Java code.
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Link Control Protocol (LCP) PPP provides LCP to establish, configure, and test the data link
connection. PPP uses L CP to automatically agree upon encapsulation format options, handle vary-
ing limits on packet size, detect alooped-back link or other common misconfiguration errors, and
terminate the link. Other optional facilities provided authenticate the identity of the peer on thelink
and determine when alink is functioning properly and when it isfailing.

Message Digest 5(MD5) MD5 isaone-way hash function, meaning that it takes a message and
convertsit into afixed string of digits, also called a message digest. When using a one-way hash
function, you can compare a cal culated message digest against the message digest that is decrypted
with apublic key to verify that the message hasn’'t been tampered with. This comparisoniscaled a
hash check.

method list A method list isasequential list describing the authentication methods to be queried
to authenticate auser. Method lists enable you to designate one or more security protocolsto be used
for authentication, thus ensuring a backup system for authentication in case the initial method fails.

mode configuration push  The action of pushing the policy configuration out to the remote VPN
clients. Thisis completed on the Easy VPN Server.

NAS Network access server.

neighbor router authentication Neighbor router authentication is used to ensure that the Cisco
IOS firewall receives updated routing information from only authenticated sources.

Network Address Translation (NAT) The Cisco 10S firewall can translate source and destina-
tion addresses. This allows for the use of RFC 1918 addresses on internal and DMZ segments,
greatly reducing the attacker’s ability to route attacks across public networks.

network security The implementation of security devices, policies, and processes to prevent
unauthorized access to network resources or alteration or destruction of resources or data.

network segmentation  Segregating network resources by type and value to ensure that accessto
assets of greater value are restricted to more granular control.

nonce A random or ad-hoc formation for letters or numbers.

Passwor d Authentication Protocol (PAP) PAP uses clear-text passwords and is the least sophis-
ticated authentication protocol.

ping sweep A ping sweep tells the unauthorized user the number of hosts that are active on the
network. It is possible to drop ICMP at the perimeter devices, but this occurs at the expense of net-
work troubleshooting.
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PKCS#10 A standard from RSA that defines the syntax for certificate requests.

Point-to-Point Protocol (PPP) PPP isthe Internet standard for transmission of | P packets over
seria lines. PPP supports asynchronous and synchronous lines.

policy priority A number between 1 and 10,000 that is assigned to an IKE policy when it is
created. The policies are checked by priority by the router, and the first matching policy is used.

port-to-application mapping (PAM) PAM enables administrators to configure applications to
pass through the firewall using nonstandard ports.

Post Office Protocol (POP) POP s used to facilitate communication between sensors and
centralized management.

preshared key Also called the preshared secret, it is a predetermined al phanumeric “ password”
that can be manually configured on SA peers and used for peer authentication.

privileged EXEC The privileged EXEC modeis entered by using the enable command. Itis
possible to view much of the router configuration, but changes cannot be made.

query url If your CA server supports RA with LDAP, this command specifies the URL of the
LDAP server.

real-timealerts TheCisco |OSfirewall can generate alertsinreal time. Thisgreatly increasesthe
ability to react to an attempted attack.

reconnaissance attacks An attack to search for and track vulnerabilities that can be exploited.

reflexive ACLs Reflexive ACLsonly allow access as long as the connection state remains active.
Reflexive ACL s cannot be used in conjunction with CBAC.

registration authority (RA) RA isadditional functionality that acts as a proxy for the CA. It
allows the systems to authenticate to the RA even when the CA is offline.

relational database management system (RDBMS) A RDBMSisarelationa databasethatisa
collection of dataitems organized as a set of formally described tables from which data can be
accessed or reassembled in many different ways without having to reorganize the database tables.

Remote Authentication Dial-in User Service (RADIUS) RADIUS Database for authenticating
modem and | SDN connections and for tracking connection time.
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reset One of thethree audit actionsisreset. The IDSis sent aTCP RESET flag to terminate the
connection.

RFC 2196 The Ste Security Handbook
ROM monitor The ROM monitor mode is used to change the system boot configuration only.

Router MC  An application that runs on CiscoWorks 2000 or the VPM to facilitate the configura-
tion, management, and troubleshooting of VPN routers.

SCEP Simple Certificate Enrollment Protocol. A lightweight transaction-oriented protocol used
to enroll with a CA.

security policy A document that defines all aspects of an organization’s security stance.
security server support The Cisco |OS firewall supports the following AAA servers:
show The show command displays the current system status or system configuration.

signature-based IDS Intrusion detection system that detects known attacks by comparing
network traffic to predefined attack signatures.

site-to-site VPN A site-to-site VPN is used to connect two or more locations' networks. These
encrypted connections are maintained by VPN devices on each network.

source The sourceisthe host that is requesting access to a resource.

split tunneling  The capability to accessaV PN while simultaneously maintaining aconnection to
the Internet (not through the VPN). Split tunneling is normally considered to be a security risk.

spoke settings  Spoke settings are used to configure the internal interfaces and networks on the
spoke side of the VPN connection.

standard IPACL  Standard IP ACL s use source address for matching operations.

system auditing The Cisco 10S firewall maintains an audit log of all changes made to the router.
TACACS+ Terminal Access Controller Access Control System Plus. It isa proprietary Cisco
enhancement to Terminal Access Controller Access Control System (TACACS) and provides

additional support for authentication, authorization, and accounting. TACACS provides away to
centrally validate users attempting to gain access to arouter or access Server.
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TCPintercept TCPintercept is used to prevent aSYN flood attack. It cannot be used in
conjunction with CBAC.

telnet A terminal emulation program for TCP/IP networks that can be used for accessing the
router viathe network interface.

transform set  The set of |PSec configuration parameters that are used for the VPN connection.

Transport Layer Security (TLS) TLSisaprotocol that guarantees privacy and data integrity
between client/server applications communicating over the Internet.

Trojan horse A Trojan horseisaprogram that usually is masked within another program and
enables an intruder to gain access to the host system.

user authentication and authorization Authentication and authorization alow for the
configuration of per-user and per-group policies.

user EXEC Theuser EXEC modeisthe modeentered by default. Itispossibleto view thegeneral
condition of the router in this mode.

vertical scans Scansthe service ports of asingle host and requests different services at each port.
This method enables the unauthorized user to determine which type of operating system isrunning
and which services are running on the computer.

virus Computer code that attaches itself to other software running on the computer.

worm A worm isavirusthat exploits vulnerabilities on networked systemsto replicate itself.
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